

    
      
          
            
  
Amoco documentation

Amoco is a python (>=3.7) package dedicated to the static symbolic
analysis of binary programs.

It features:


	a generic framework for decoding instructions, developed to reduce
the time needed to implement support for new architectures.
For example the decoder for most IA32 instructions (general purpose)
fits in less than 800 lines of Python.
The full SPARCv8 RISC decoder (or the ARM THUMB-1 set as well) fits
in less than 350 lines. The ARMv8 instruction set decoder is less than
650 lines.


	a symbolic algebra module which allows to describe the semantics of
every instructions and compute a functional representation of instruction
blocks.


	a generic execution model wich provides an abstract memory model to deal
with concrete or symbolic values transparently, and other system-dependent
features.


	various classes implementing usual disassembly techniques like linear sweep,
recursive traversal, or more elaborated techniques like path-predicate
which relies on SAT/SMT solvers to proceed with discovering the control
flow graph or even to implement techniques like DARE (Directed Automated
Random Exploration).


	various generic helpers and arch-dependent pretty printers to allow
custom look-and-feel configurations (think AT&T vs. Intel syntax,
absolute vs. relative offsets, decimal or hex immediates, etc).


	a persistent database facility that allows to compare discovered graphs
with other previously analysed piece of codes.


	a graphical user interface that can either be run as a standalone client or
as an IDA plugin.
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Installation

Amoco is a pure python package which depends on the following packages:


	grandalf [https://github.com/bdcht/grandalf] used for building, walking and rendering Control Flow Graphs


	crysp [https://github.com/bdcht/crysp] used by the generic intruction decoder (arch.core)


	traitlets [https://pypi.org/project/traitlets/] used for managing the configuration


	pyparsing [https://pypi.org/project/pyparsing/] used for parsing instruction specifications




Recommended optional packages are:


	z3 [http://z3.codeplex.com/] used to simplify expressions and solve constraints


	pygments [http://pygments.org/] used for pretty printing of assembly code and expressions


	ccrawl [https://github.com/bdcht/ccrawl] used to define and import data structures




Some optional features related to UI and persistence require:


	click [https://click.palletsprojects.com/] used to define amoco command-line app


	blessed [https://github.com/jquast/blessed] used for terminal based debugger frontend


	tqdm [https://github.com/tqdm/tqdm] used for terminal based debugger frontend


	ply [http://www.dabeaz.com/ply/] for parsing GNU as files


	sqlalchemy [http://www.sqlalchemy.org/] for persistence of amoco objects in a database


	pyside2 [https://wiki.qt.io/Qt_for_Python] for the Qt-based graphical user interface




Installation is straightforward for most packages using pip [https://pypi.python.org/pypi/pip].

The z3 [http://z3.codeplex.com/] SMT solver is highly recommended (do pip install z3-solver).
The pygments [http://pygments.org/] package is also recommended for pretty printing, and
sqlalchemy [http://www.sqlalchemy.org/] is needed if you want to store analysis results and objects.

If you want to use the graphical interface you will need all packages.





          

      

      

    

  

    
      
          
            
  
Getting started

This part of the documentation is intended for reversers or pentesters
who want to get valuable informations about a binary blob without writting
complicated python scripts.
We give here a quick introduction to amoco without covering any of the
implementation details.

Content



	Loading binary data


	Decoding blocks of instructions


	Symbolic representations of blocks


	Starting some analysis







Loading binary data

The recommended way to load binary data is to use the
load_program
function, providing an input filename or a bytestring.
For example, from directory amoco/tests, do:

In [1]: import amoco
In [2]: p = amoco.load_program(u'samples/x86/flow.elf')
In [3]: print(p)
 ▶ samples/x86/flow.elf ▶ Elf ▶ amoco.system.linux32.x86

In [4]: print(p.bin.Ehdr)
[Ehdr]
e_ident    :[IDENT]
            ELFMAG0      :127
            ELFMAG       :b'ELF'
            EI_CLASS     :ELFCLASS32
            EI_DATA      :ELFDATA2LSB
            EI_VERSION   :1
            EI_OSABI     :ELFOSABI_NONE
            EI_ABIVERSION:0
            unused       :(0, 0, 0, 0, 0, 0, 0)
e_type     :ET_EXEC
e_machine  :EM_386
e_version  :EV_CURRENT
e_entry    :0x8048380
e_phoff    :52
e_shoff    :4416
e_flags    :0x0
e_ehsize   :52
e_phentsize:32
e_phnum    :9
e_shentsize:40
e_shnum    :30
e_shstrndx :27





If you have the click [https://click.palletsprojects.com/] python package installed, you can also
rely on the amoco shell command and simply do:

% amoco load samples/x86/flow.elf





If the binary data uses a registered executable format
(currently system.pe, system.elf, system.macho
or an HEX/SREC format in system.utils) and targets a
supported plateform (see system and
arch packages), the returned object is
an abstraction of the memory mapped program:

In [5]: print(p.state)
eip <- { | [0:32]->0x8048380 | }
ebp <- { | [0:32]->0x0 | }
eax <- { | [0:32]->0x0 | }
ebx <- { | [0:32]->0x0 | }
ecx <- { | [0:32]->0x0 | }
edx <- { | [0:32]->0x0 | }
esi <- { | [0:32]->0x0 | }
edi <- { | [0:32]->0x0 | }
esp <- { | [0:32]->0x7ffff000 | }

In [6]: print(p.state.mmap)
<MemoryZone rel=None :
  <mo [08048000,08049000] data:b'\x7fELF\x01\x01\x01\x00\x00\x0...'>
  <mo [08049f14,08049ff0] data:b'\xff\xff\xff\xff\x00\x00\x00\x...'>
  <mo [08049ff0,08049ff4] data:@__gmon_start__>
  <mo [08049ff4,0804a000] data:b'(\x9f\x04\x08\x00\x00\x00\x00\...'>
  <mo [0804a000,0804a004] data:@__stack_chk_fail>
  <mo [0804a004,0804a008] data:@malloc>
  <mo [0804a008,0804a00c] data:@__gmon_start__>
  <mo [0804a00c,0804a010] data:@__libc_start_main>
  <mo [0804a010,0804af14] data:b'\x00\x00\x00\x00\x00\x00\x00\x...'>
  <mo [7fffd000,7ffff000] data:b'\x00\x00\x00\x00\x00\x00\x00\x...'>>





(other more specific executable formats are supported
but they need to be loaded manually.) The task’s state attribute shows
registers that have been set while state.mmap shows the abstracted memory.
More on the state object later…
Also note that it is possible to provide a raw bytes string as input and
then manually load the architecture:

In [1]: import amoco
In [2]: shellcode = (b"\xeb\x16\x5e\x31\xd2\x52\x56\x89\xe1\x89\xf3\x31\xc0\xb0\x0b\xcd"
                     b"\x80\x31\xdb\x31\xc0\x40\xcd\x80\xe8\xe5\xff\xff\xff\x2f\x62\x69"
                     b"\x6e\x2f\x73\x68")
In [3]: p = amoco.load_program(shellcode)
[WARNING] amoco.system.core       : unknown format
[WARNING] amoco.system.raw        : a cpu module must be imported

In [4]: from amoco.arch.x86 import cpu_x86
In [5]: p.cpu = cpu_x86

In [6]: print(p)
<RawExec - '(sc-eb165e31...)'>

In [7]: print(p.state.mmap)
<MemoryZone rel=None :
      <mo [00000000,00000024] data:'\xeb\x16^1\xd2RV\x89\xe1\x89\xf...'>>





The shellcode is mapped at address 0 by default, but can be relocated:

In [8]: p.relocate(0x4000)
In [9]: print(p.state.mmap)
<MemoryZone rel=None :
      <mo [00004000,00004024] data:'\xeb\x16^1\xd2RV\x89\xe1\x89\xf...'>>








Decoding blocks of instructions

Decoding some bytes as an arch.core.instruction needs only to load the desired cpu module, for
example:

In [10]: cpu_x86.disassemble(b'\xeb\x16')
Out[10]: <amoco.arch.x86.spec_ia32 JMP ( length=2 type=2 )>
In [11]: print(_)
jmp         .+22





If a mapped binary program has been instanciated, we can start disassembling instructions
or data located at some virtual address:

In [12]: print(p.read_instruction(0x4000))
jmp         *0x4018
In [13]: p.read_data(0x4000,2)
Out[13]: ['\xeb\x16']





Now, rather than manually adjusting the address to fetch the next instruction, we
can use any of the code analysis strategies implemented in amoco to disassemble
basic blocks directly:

% amoco load samples/x86/flow.elf
[...]
In [3]: z = amoco.sa.lsweep(p)

In [4]: z.getblock(0x8048380)
Out[4]: <block object (0x8048380-0x80483a1) with 13 instructions>

In [5]: b=_
In [6]: print(b.view)
─────────── block 0x8048380 ──────────────────────────
0x8048380  '31ed'          xor         ebp, ebp
0x8048382  '5e'            pop         esi
0x8048383  '89e1'          mov         ecx, esp
0x8048385  '83e4f0'        and         esp, 0xfffffff0
0x8048388  '50'            push        eax
0x8048389  '54'            push        esp
0x804838a  '52'            push        edx
0x804838b  '6810860408'    push        0x8048610
0x8048390  '68a0850408'    push        0x80485a0
0x8048395  '51'            push        ecx
0x8048396  '56'            push        esi
0x8048397  '68fd840408'    push        0x80484fd
0x804839c  'e8cfffffff'    call        *0x8048370
──────────────────────────────────────────────────────





Note that a block view will show non-transformed instructions’ operands
(appart from PC-relative branch offsets which are shown as absolute addresses.)
Block views can be enhanced by several analyses that will possibly add symbols related to addresses
(provided by the program’s symbol table) or more semantic-related information. These views
are usually available only through the higher level task view object and add various
comment tokens to instruction lines. For example:

In [7]: print( p.view.codeblock(b) )
───────── codeblock 0x8048380 ──────────────────────────────────────────
0x8048380.text  '31ed'          xor         ebp, ebp
0x8048382.text  '5e'            pop         esi
0x8048383.text  '89e1'          mov         ecx, esp
0x8048385.text  '83e4f0'        and         esp, 0xfffffff0
0x8048388.text  '50'            push        eax
0x8048389.text  '54'            push        esp
0x804838a.text  '52'            push        edx
0x804838b.text  '6810860408'    push        0x8048610<__libc_csu_fini>
0x8048390.text  '68a0850408'    push        0x80485a0<__libc_csu_init>
0x8048395.text  '51'            push        ecx
0x8048396.text  '56'            push        esi
0x8048397.text  '68fd840408'    push        0x80484fd<main>
0x804839c.text  'e8cfffffff'    call        0x8048370<__libc_start_main>
────────────────────────────────────────────────────────────────────────








Symbolic representations of blocks

A block object provides instructions of the program located at some address in memory.
A node object takes a block and
allows to get a symbolic functional representation of what this block sequence
of instructions is doing:

In [8]: n = amoco.cfg.node(b)
In [8]: print(n.map.view)
eip                                               ⇽ (eip+-0x10)
eflags:
 │ cf                                             ⇽ 0x0
 │ pf                                             ⇽ (0x6996>>(esp+0x4)[4:8])[0:1]
 │ af                                             ⇽ af
 │ zf                                             ⇽ ({[ 0: 4] -> 0x0, [ 4:32] -> (esp+0x4)[4:32]}==0x0)
 │ sf                                             ⇽ ({[ 0: 4] -> 0x0, [ 4:32] -> (esp+0x4)[4:32]}<0x0)
 │ tf                                             ⇽ tf
 │ df                                             ⇽ df
 │ of                                             ⇽ 0x0
ebp                                               ⇽ 0x0
esp                                               ⇽ ({[ 0: 4] -> 0x0, [ 4:32] -> (esp+0x4)[4:32]}-0x24)
esi                                               ⇽ M32(esp)
ecx                                               ⇽ (esp+0x4)
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-4)  ⇽ eax
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-8)  ⇽ ({[ 0: 4] -> 0x0, [ 4:32] -> (esp+0x4)[4:32]}-0x4)
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-12) ⇽ edx
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-16) ⇽ 0x8048610
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-20) ⇽ 0x80485a0
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-24) ⇽ (esp+0x4)
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-28) ⇽ M32(esp)
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-32) ⇽ 0x80484fd
({ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | }-36) ⇽ (eip+0x21)





Here we are with the map of the block.
Now what this mapper object says is for example that once the block
is executed esi register will be set to the 32 bits value pointed by esp, that the carry flag will be 0, or
that the top of the stack will hold value eip+0x21.
Rather than extracting the entire view of the mapper we can query any expression out if it:

In [9]: print(n.map(p.cpu.ecx))
(esp+0x4)





There are some caveats when it comes to query memory expressions but we will leave this
for later (see cas.mapper.mapper).

The n.map object also provides a better way to see how the memory is modified by the block:

In [10]: print(n.map.mmap)
<MemoryZone rel=None :>
<MemoryZone rel={ | [0:4]->0x0 | [4:32]->(esp+0x4)[4:32] | } :
            <mo [-0000024,-0000020] data:(eip+0x21)>
            <mo [-0000020,-000001c] data:b'\xfd\x84\x04\x08'>
            <mo [-000001c,-0000018] data:M32(esp)>
            <mo [-0000018,-0000014] data:(esp+0x4)>
            <mo [-0000014,-0000010] data:b'\xa0\x85\x04\x08'>
            <mo [-0000010,-000000c] data:b'\x10\x86\x04\x08'>
            <mo [-000000c,-0000008] data:edx>
            <mo [-0000008,-0000004] data:({ | [0:4]->0x0 | [4:32]->(esp+0...>
            <mo [-0000004,00000000] data:eax>>





The cas.mapper.mapper class is an essential part of amoco that captures the semantics
of the block by interpreting its’ instructions in a symbolic way. Note that it takes no input state
or whatever but just expresses what the block would do independently of what has been done
before and even where the block is actually located.

For any mapper object, we can get the lists of input and output expressions, and replace
inputs by any chosen expression:

In [11]: for x in set(n.map.inputs()): print(x)
esp
eip
M32(esp)

In [12]: m = n.map.use(eip=0x8048380, esp=0x7fcfffff)
In [13]: print(m.view)
eip             <- 0x8048370
eflags:
| cf            <- 0x0
| sf            <- 0x0
| tf            <- tf
| zf            <- 0x0
| pf            <- 0x0
| of            <- 0x0
| df            <- df
| af            <- af
ebp             <- 0x0
esp             <- 0x7fcfffdc
esi             <- M32(0x7fcfffff)
ecx             <- 0x7fd00003
(0x7fd00000-4)  <- eax
(0x7fd00000-8)  <- 0x7fcffffc
(0x7fd00000-12) <- edx
(0x7fd00000-16) <- 0x8048610
(0x7fd00000-20) <- 0x80485a0
(0x7fd00000-24) <- 0x7fd00003
(0x7fd00000-28) <- M32(0x7fcfffff)
(0x7fd00000-32) <- 0x80484fd
(0x7fd00000-36) <- 0x80483a1





Its fine to disassemble a block at some address and get some symbolic representation of it,
but we are still far from getting the picture of the entire program.
In order to reason later about execution paths, we need a way to chain block mappers.
This is provided by the mapper’s shifts operators:

In [14]: mm = amoco.cas.mapper.mapper()
In [15]: amoco.conf.Cas.noaliasing = True
In [16]: mm[p.cpu.eip] = p.cpu.mem(p.cpu.esp+4,32)
In [17]: print( (n.map>>mm)(p.cpu.eip) )
0x80484fd





Here, taking a new mapper as if it came either from a block or a stub, and assuming
that there is no memory aliasing, the sequential execution of n.map followed by mm
would branch to address 0x80484fd (<main>).




Starting some analysis

Important note:



	*** The merge with emul branch has broken the static-analysis module.

	This is going to be fixed only once the merge is fully integrated ***
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Overview

Amoco is composed of 5 sub-packages


	arch, deals with
CPU architectures’ to provide instructions disassemblers, and
instructions’ semantics for several CPUs, microcontrollers or
“virtual machines”:


	x86, x64


	armv7, armv8 (aarch64)


	sparc (v8)


	MIPS (R3000)


	riscv


	msp430


	avr


	pic/F46K22


	v850


	sh2, sh4


	z80


	BPF/eBPF (vm)


	Dwarf (vm)






	cas, implements the computer algebra system to
provide operations and mappings with symbolic expressions.
It allows to represent architectures’ registers values either
as concrete or symbolic values,
and to describe instructions’ semantics as a map of expressions
to registers or memory addresses. If z3 is installed, boolean expressions
formulas can be translated to z3 bitvectors and checked by its solver.
If satisfiable, a z3 model can be translated back into a
:class:̀`mapper` instance (with amoco expressions.)


	system, implements all system features like
an abstract memory suited for symbolic expressions, as well as
support for executable formats (ELF,PE,Mach-O,…) and their loaders
to provide an abstraction of a “task” (a memory-mapped binary exectuable.)


	sa implements various static analysis methods to
recover and build the control flow graph of functions.


	ui deals with how instructions and expressions are displayed
either in a terminal or in a graphical user interface.




Modules code and cfg
provide high-level abstractions of basic blocks, functions, and
control flow graphs.
Module config, logger, and signals
provide the global configuration, logging and signaling facilities
to all other modules.





          

      

      

    

  

    
      
          
            
  
The architecture package

Supported CPU architectures are implemented in this package as subpackages and all
use the arch.core generic classes. The interface to a CPU used by
system classes is implemented as a cpu_XXX.py
module usually in the architecture’s subpackage.

This CPU module will:


	provide the CPU environment (registers and other internals)


	provide an instance of arch.core.disassembler class, which requires to:


	define an instruction class based on arch.core.instruction


	define the arch.core.ispec of every instruction for the generic decoder,


	and define the semantics of every instruction with cas.expressions.






	optionnally define the output assembly format, and the GNU as (or any other)
assembly parser.


	optionnally define the function PC() that allows generic analysis to
which register represents the instructions’ pointer.




A simple example is provided by the arch.arm.v8 architecture which implements
a model of ARM AArch64:
The interface CPU module is arch.arm.cpu_armv8,
which imports everything from the  arch.arm.v8 subpackage.


Adding support for a new cpu module


The cpu environment

It all starts with the definition of the cpu environment in a dedicated module.
This module defines registers as instances of cas.expressions.reg,
and associated register slices with cas.expressions.slc if necessary.
For example, x86 register eax and its slices are defined in arch.x86.env as:

eax = reg("eax",32)
ax  = slc(eax, 0, 16, "ax")
al  = slc(eax, 0, 8 , "al")
ah  = slc(eax, 8, 8 , "ah")





In order to improve code analysis and views,
some registers should be bound to their special cas.expressions.regtype,
using one of the dedicated callable or context manager.
For example, the stack pointer should be bound to regtype 'STACK' using:

esp = is_reg_stack(reg('esp',32))





or alternatively using a context manager:

with is_reg_stack:
    esp = reg('esp',32)





Defined regtypes are:



	cas.expressions.is_reg_pc


	cas.expressions.is_reg_flags


	cas.expressions.is_reg_stack


	cas.expressions.is_reg_other







Once all needed registers are defined, it is recommended to define also an
ordered list called registers which will be used by emulator instances
for registers views.

Finally, the cpu environment sometimes also needs to define some
internal parameters that change the way instructions are decoded or the
memory endianness. For example, the arch.arm.v7.env module defines
internals for isetstate to change the instruction set from ARM to
Thumb, and endianstate to change endianness.
These internal parameters differ from regular registers by the fact
that they are not defined as expressions and thus cannot be symbolic.




Instructions specifications

The instructions’ specifications are then defined in a module as well.
An instruction’s specification is an instance of arch.core.ispec
that decorates a function which performs setup of an instruction’s instance.
The specification describes how the instruction is decoded out of bytes in
a way that allows the decorated function to setup instruction’s operands and
any other characteristics from the decoded values. This description allows
to follow CPU datasheet’s instructions manual very closely. Moreover, thanks
to how decorator work, several specs can share the same setup function.
For example, we have in the MIPS R3000 instructions’ spec module:

@ispec("32<[ 001100 rs(5) rt(5) imm(16) ]", mnemonic="ANDI")
@ispec("32<[ 001101 rs(5) rt(5) imm(16) ]", mnemonic="ORI")
@ispec("32<[ 001110 rs(5) rt(5) imm(16) ]", mnemonic="XORI")
def mips1_dri(obj, rs, rt, imm):
    src1 = env.R[rs]
    imm = env.cst(imm, 32)
    dst = env.R[rt]
    obj.operands = [dst, src1, imm]
    obj.type = type_data_processing





Here, obj is an instruction instanciated by the disassembler, if decoded
bytes matches one of these spec definitions. In such case, the setup function
is called with arguments rs, rt and imm being ints decoded from the
corresponding bits (see arch.core.ispec below.)
Any instruction setup should define at least an obj.operands list and
should indicate one of the following obj.type:



	type_data_processing, which are well-defined instructions,


	type_control_flow, which mark default ending of assembly blocks,


	type_cpu_state, which may change the cpu internal registers,


	type_system, which have usually no impact on code semantics,


	type_other










The cpu disassembler

When the specification module is done, the cpu disassembler can be instanciated.
First a new local instruction class should be derived from the generic
arch.core.instruction with:

from amoco.arch.core import instruction
instruction_X = type("instruction_X", (instruction,), {})





Then, a disassembler instance is obtained with:

from amoco.arch.core import disassembler
from amoco.arch.X import spec_X, spec_thumb
disassemble = disassembler([spec_X], iclass=instruction_X)





The first argument is the list of available specifications. Most architectures
have only one mode but some like ARM can switch from a default mode (ARM) to
an alternate mode like Thumb (see class definition mode argument.)
The second is our new instruction class.
By default, disassemblers will fetch instructions in little-endian, but the
endian parameter allows to fetch in big-endian. For example the ARMv7
architecture’s disassembler is:

mode = lambda: internals["isetstate"]
endian = lambda: 1 if internals["ibigend"] == 0 else -1
disassemble = disassembler([spec_armv7, spec_thumb],
                           instruction_armv7,
                           mode,
                           endian)





which allows the semantics to possibly change both the mode and the
instructions’ endianness dynamically.




Instructions semantics

An instruction’s semantics is a function associated to the instruction’s
mnemonic which operates on a cas.mapper.mapper object.
The function’s name should be “i_XXX” for mnemonic “XXX”.
The mapper argument enables transitions from a state to another state.
For example, the semantics of all MIPS R3000 AND instructions is:

@__npc
def i_AND(ins, fmap):
    dst, src1, src2 = ins.operands
    if dst is not zero:
        fmap[dst] = fmap(src1&src2)





The first argument is the disassembled instruction object and the
second argument is the mapper (i.e. the state).
We simply create local variables from the operands list and then
update the state according to these operands:
Thus, the mapper is modified by
setting the first operand expression to the mapper’s evaluation
of the cas.expressions.op formed by src1 & src2.

Of course, since we want symbolic semantics these functions might
end-up being quite complex especially for conditional stuff.
For example, like in the case of this weird
unaligned load word MIPS R3000 instruction:

@__npc
def i_LWL(ins, fmap):
    dst, base, src = ins.operands
    addr = base+src
    if dst is not zero:
        fmap[dst[24:32]] = fmap(mem(addr,8))
        cond1 = (addr%4)!=0
        fmap[dst[16:24]]  = fmap(tst(cond1,mem(addr-1,8),dst[16:24]))
        addr = addr - 1
        cond2 = cond1 & ((addr%4)!=0)
        fmap[dst[8:16]] = fmap(tst(cond2,mem(addr-1,8),dst[8:16]))
        fmap[dst] = fmap[dst].simplify()





Here, the number of bytes read from memory depends on the word-alignement
of the address value. This instruction is thus normally
coupled with a LWR which performs the read from memory of the rest of
bytes accross the word-alignment.
In concrete semantics, this is quite simple to write since address
alignment is always computable and thus 3 cases are possible.
In symbolic semantics, things are more tricky since address is
symbolic and thus the resulting writeback to dst register
is a symbolic expression that must take into account 3 cases at
once.


Updating the cpu instruction pointer

Now, instruction’s semantics must also update the cpu PC().
In the MIPS case, this is performed by using
the __npc decorator role which updates pc and npc as well
to handle delay slot cases.
Architectures without delay slots can just advance their program’s
counter by the length of the instruction. Architectures with delay
slots can always handle delayed branches by relying on intermediate
(hidden) program counters. This is the case for arch.sparc and
arch.MIPS where __npc does:

pc  <- npc
npc <- npc+4





and since branch instructions have an effect on npc
once they have been processed, the next instruction to execute
(the one located at pc,) is still just after the branch instruction.

However, special care must be taken to avoid pitfalls…
A common mistake is to believe that the delay slot instruction
is executed before the branch instruction as if the two
instructions were simply swapped. This is not true.
The branch effectively occurs after, but its operands are
still evaluated before the delay slot has had time to execute!
For example the MIPS R3000 sequence:

liu   t7, 0x5
liu   t6, 0x2
bne   t7, t6, *somewhere
addiu t7, t7, -0x3





will lead to a branch not taken. See pipelining discussion
below for details…




A Note on cpu pipelining and cycle-accurate emulation

For most architectures, the instruction parallelism introduced
by the underlying pipeline does not interfer with the semantics.
What this means is that for example,
assuming R1=0, R2=1, R3=1 the generic case of:

OR   R1, R2, R3
ADD  R4, R1, 1





should obviously lead to R4=2 anyways, because pipelining is
implemented to improve performance but shouldn’t have any impact
on semantics.
Hence, we can always emulate instructions as if
no parallelism existed. Right ? Well, not exactly…

All pipelines have pipeline hazard, ie. situations
that could lead to undefined behaviors if not handled correctly.
In our example above, the R1 register is really updated after
the ALU has performed its operation on R2 and R3 values.
Meanwhile, the ADD instruction wants to read R1 value as soon
as the instruction is decoded (after it was fetched,)
and would consequently read its value before it is updated.
Thus, pipelines have internal mechanism to detect these kind of situations
and either stall the pipeline (wait for R1 to be written back before
being used) or forward things back to other stages as soon as possible.
In this case, the ALU forwards its result immediately to back to
the ALU entry multiplexer before being updated in R1 later.

Unfortunately, some old architectures like MIPS[#]_ R3000 handled only
a limited set of these pipeline hazard and heavily relied on
the compiler to avoid some instructions’ flows
(usually by inserting nops.) In MIPS R3000 architecture,
the above case is handled correctly unless a load/store is involved
like in:

lbu v0, 0x1(a1)
nop
sll v0, v0, 0x8





Here, the compiler has inserted a nop to ensure that the loaded
byte has been fetched and can be forwarded to the ALU for sll.
Hence, as long as we emulate code produced by compliant compilers,
we still can ignore the underlying pipeline operations. But this
is not true anymore in the general cases.
Since most of the time we can’t make this assumption, instructions
can’t formally be emulated as if no parallelism existed.
If we ever have MIPS R3000 code with:

lbu v0, 0x1(a1)
sll v0, v0, 0x8





then the resulting mapper is not v0 <- mem(a1+0x1,8)<<8 but rather
something that highly depends on the involved pipeline interlocking
mechanism, most likely v0 <- v0<<8.

Like for delay slots of branch instructions that can be handled with
an additional npc register, we can always simulate the pipeline
delay by introducing a kind of hidden “register”.
In amoco the mapper has an internal delayed attribute that allows
explict delayed updates.
(these updates are triggered by explicit calls to
mapper.update_delayed(), usually right in the middle of
every instructions, as if the result of the delayed load was forwarded
to the current ALU stage.)






Instructions format

Now that instructions specifications and semantics are defined, it is
recommended to define at least one formatter to print
instructions according to the CPU’s Instruction Set Assembly manual.
Available formatters for a CPU ISA are instances of the
arch.core.Formatter class. These formatters are initiated from
a dict object that maps instructions’ mnemonic or setup function name
to iterable formatting functions operating on the instruction object.
For example:

format_default = (mnemo, opers)

MIPS_full_formats = {
    "mips1_loadstore": (mnemo, opers_mem),
    "mips1_jump_abs": (mnemo, opers),
    "mips1_jump_rel": (mnemo, opers_rel),
    "mips1_branch": (mnemo, opers_adr),
}

MIPS_full = Formatter(MIPS_full_formats)
MIPS_full.default = format_default





Here, the available format is MIPS_full, instanciated from the
MIPS_full_formats dict which maps spec setup functions to their
corresponding formatting tuples.
Functions mnemo, and opers take the instruction and return
a Pygments-compatible list of tokens if support for pretty-printing is
implemented, or simply a string. When an instruction is printed, the
formatter starts by matching its mnemonic or its setup function, or
takes the default formatting iterable, and then joins all
outputs from the iterables.




The cpu module

Finally, the cpu module can be fully created. This module
should import all from the architecture’s environment and define
its disassembler as shown above.

The semantics is associated to the instruction class with the
arch.core.instruction.set_uarch(dict)() which takes a mapping
from mnemonics to the corresponding instruction semantics function.
Thus, in most cpu modules this binding is done with:

from .asm import *
uarch = dict(filter(lambda kv: kv[0].startswith("i_"), locals().items()))
instruction_X.set_uarch(uarch)





The chosen formatter is bound to the instruction class with:

from .formats import X_full
instruction_X.set_formatter(X_full)





(Eventually, if not already defined in the environment,
the PC() function is defined to return the instruction’s pointer.)

Note that whenever a disassembler is available, the entire
architecture ISA decision tree can be displayed with:

>>> from amoco.ui.views import archView
>>> from amoco.arch.mips.cpu_r3000LE import disassemble
>>> print(archView(disassemble))
─[& f0000000 == 0]
  │─[& fc000000 == 0]
  │  │─[& fc00003f == 8]
  │  │  │─JR              : 32<[ 000000 rs(5) 00000 00000 00000 001000]
  │  │─[& fc00003f == 12]
  │  │  │─MFLO            : 32<[ 000000 00000 00000 rd(5) 00000 010010 ]
  │  │─[& fc00003f == 10]
  │  │  │─MFHI            : 32<[ 000000 00000 00000 rd(5) 00000 010000 ]
  │  │─[& fc00003f == 13]
  │  │  │─MTLO            : 32<[ 000000 rs(5) 00000 00000 00000 010011 ]
  │  │─[& fc00003f == 11]
  │  │  │─MTHI            : 32<[ 000000 rs(5) 00000 00000 00000 010001 ]
  │  │─[& fc00003f == 19]
  │  │  │─MULTU           : 32<[ 000000 rs(5) rt(5) 00000 00000 011001]
  │  │─[& fc00003f == 18]
  │  │  │─MULT            : 32<[ 000000 rs(5) rt(5) 00000 00000 011000]
  │  │─[& fc00003f == 1b]
  │  │  │─DIVU            : 32<[ 000000 rs(5) rt(5) 00000 00000 011011]
  │  │─[& fc00003f == 1a]
  │  │  │─DIV             : 32<[ 000000 rs(5) rt(5) 00000 00000 011010]
  │  │─[& fc00003f == 9]
  │  │  │─JALR            : 32<[ 000000 rs(5) 00000 rd(5) 00000 001001]
  │  │─[& fc00003f == 2b]
  │  │  │─SLTU            : 32<[ 000000 rs(5) rt(5) rd(5) 00000 101011]
  │  │─[& fc00003f == 2a]
  │  │  │─SLT             : 32<[ 000000 rs(5) rt(5) rd(5) 00000 101010]
  │  │─[& fc00003f == 6]
  │  │  │─SRLV            : 32<[ 000000 rs(5) rt(5) rd(5) 00000 000110]
  │  │─[& fc00003f == 7]
  │  │  │─SRAV            : 32<[ 000000 rs(5) rt(5) rd(5) 00000 000111]
  │  │─[& fc00003f == 4]
  │  │  │─SLLV            : 32<[ 000000 rs(5) rt(5) rd(5) 00000 000100]
  │  │─[& fc00003f == 26]
  │  │  │─XOR             : 32<[ 000000 rs(5) rt(5) rd(5) 00000 100110]
  │  │─[& fc00003f == 25]
  │  │  │─OR              : 32<[ 000000 rs(5) rt(5) rd(5) 00000 100101]
  │  │─[& fc00003f == 27]
  │  │  │─NOR             : 32<[ 000000 rs(5) rt(5) rd(5) 00000 100111]
  │  │─[& fc00003f == 24]
  │  │  │─AND             : 32<[ 000000 rs(5) rt(5) rd(5) 00000 100100]
  │  │─[& fc00003f == 23]
  │  │  │─SUBU            : 32<[ 000000 rs(5) rt(5) rd(5) 00000 100011]
  │  │─[& fc00003f == 21]
  │  │  │─ADDU            : 32<[ 000000 rs(5) rt(5) rd(5) 00000 100001]
  │  │─[& fc00003f == 22]
  │  │  │─SUB             : 32<[ 000000 rs(5) rt(5) rd(5) 00000 100010]
  │  │─[& fc00003f == 20]
  │  │  │─ADD             : 32<[ 000000 rs(5) rt(5) rd(5) 00000 100000]
  │  │─[& fc00003f == 2]
  │  │  │─SRL             : 32<[ 000000 00000 rt(5) rd(5) sa(5) 000010 ]
  │  │─[& fc00003f == 3]
  │  │  │─SRA             : 32<[ 000000 00000 rt(5) rd(5) sa(5) 000011 ]
  │  │─[& fc00003f == 0]
  │  │  │─SLL             : 32<[ 000000 00000 rt(5) rd(5) sa(5) 000000 ]
  │  │─[& fc00003f == c]
  │  │  │─SYSCALL         : 32<[ 000000 .code(20) 001100]
  │  │─[& fc00003f == d]
  │  │  │─BREAK           : 32<[ 000000 .code(20) 001101]
  │─[& fc000000 == 4000000]
  │  │─BLTZAL          : 32<[ 000001 rs(5) 10000 ~imm(16) ]
  │  │─BLTZ            : 32<[ 000001 rs(5) 00000 ~imm(16) ]
  │  │─BGEZAL          : 32<[ 000001 rs(5) 10001 ~imm(16) ]
  │  │─BGEZ            : 32<[ 000001 rs(5) 00001 ~imm(16) ]
  │─[& fc000000 == c000000]
  │  │─JAL             : 32<[ 000011 t(26)]
  │─[& fc000000 == 8000000]
  │  │─J               : 32<[ 000010 t(26)]
─[& f0000000 == 40000000]
  │─[& f2000000 == 40000000]
  │  │─MTC             : 32<[ 0100 .z(2) 00100 rt(5) rd(5) 00000000000 ]
  │  │─CTC             : 32<[ 0100 .z(2) 00110 rt(5) rd(5) 00000000000 ]
  │  │─MFC             : 32<[ 0100 .z(2) 00000 rt(5) rd(5) 00000000000 ]
  │  │─CFC             : 32<[ 0100 .z(2) 00010 rt(5) rd(5) 00000000000 ]
  │─[& f2000000 == 42000000]
  │  │─COP             : 32<[ 0100 .z(2) 1 .cofun(25) ]
─[& f0000000 == 30000000]
  │─LUI             : 32<[ 001111 00000 rt(5) imm(16) ]
  │─XORI            : 32<[ 001110 rs(5) rt(5) imm(16) ]
  │─ORI             : 32<[ 001101 rs(5) rt(5) imm(16) ]
  │─ANDI            : 32<[ 001100 rs(5) rt(5) imm(16) ]
─[& f0000000 == 10000000]
  │─BLEZ            : 32<[ 000110 rs(5) 00000 ~imm(16) ]
  │─BGTZ            : 32<[ 000111 rs(5) 00000 ~imm(16) ]
  │─BNE             : 32<[ 000101 rs(5) rt(5) ~imm(16) ]
  │─BEQ             : 32<[ 000100 rs(5) rt(5) ~imm(16) ]
─[& f0000000 == 20000000]
  │─SLTIU           : 32<[ 001011 rs(5) rt(5) ~imm(16) ]
  │─SLTI            : 32<[ 001010 rs(5) rt(5) ~imm(16) ]
  │─ADDIU           : 32<[ 001001 rs(5) rt(5) ~imm(16) ]
  │─ADDI            : 32<[ 001000 rs(5) rt(5) ~imm(16) ]
─[& f0000000 == b0000000]
  │─SWR             : 32<[ 101110 base(5) rt(5) offset(16) ]
─[& f0000000 == 90000000]
  │─LWR             : 32<[ 100110 base(5) rt(5) offset(16) ]
  │─LHU             : 32<[ 100101 base(5) rt(5) offset(16) ]
  │─LBU             : 32<[ 100100 base(5) rt(5) offset(16) ]
─[& f0000000 == a0000000]
  │─SWL             : 32<[ 101010 base(5) rt(5) offset(16) ]
  │─SW              : 32<[ 101011 base(5) rt(5) offset(16) ]
  │─SH              : 32<[ 101001 base(5) rt(5) offset(16) ]
  │─SB              : 32<[ 101000 base(5) rt(5) offset(16) ]
─[& f0000000 == 80000000]
  │─LWL             : 32<[ 100010 base(5) rt(5) offset(16) ]
  │─LW              : 32<[ 100011 base(5) rt(5) offset(16) ]
  │─LH              : 32<[ 100001 base(5) rt(5) offset(16) ]
  │─LB              : 32<[ 100000 base(5) rt(5) offset(16) ]
─[& f0000000 == e0000000]
  │─SWC             : 32<[ 1110 .z(2) base(5) rt(5) offset(16) ]
─[& f0000000 == c0000000]
  │─LWC             : 32<[ 1100 .z(2) base(5) rt(5) offset(16) ]





If several specification modes are provided, they are listed one
after the other.


arch/core.py

The architecture’s core module implements essential classes
for the definition of new cpu architectures:


	the instruction class models cpu instructions decoded by the disassembler.


	the disassembler class implements the instruction decoding logic based         on provided specifications.


	the ispec class is a function decorator that allows to define the         specification of an instruction.


	the Formatter class is used for instruction pretty printing





	
class arch.core.icore(istr=b'')[source]

	This is the core class for the generic parent instruction class below.
It defines the mandatory API for all instructions.


	
bytes

	instruction’s bytes


	Type

	bytes [https://docs.python.org/3/library/stdtypes.html#bytes]










	
type

	one of (type_data_processing, type_control_flow,
type_cpu_state, type_system, type_other) or
type_undefined (default) or type_unpredictable.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
spec

	the specification that was decoded by the disassembler
to instanciate this instruction.


	Type

	ispec










	
mnemonic

	the mnemonic string as defined by the specification.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
operands

	the list of operands’ expressions.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
misc

	a defaultdict for passing various arch-dependent infos
(which returns None for undefined keys.)


	Type

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
classmethod set_uarch(uarch)[source]

	class method to define the instructions’ semantics uarch dict






	
typename()[source]

	returns the instruction’s type as a string






	
length

	length of the instruction in bytes










	
class arch.core.instruction(istr)[source]

	The generic instruction class allows to define instruction for any cpu
instructions set and provides a common API for all arch-independent methods.
It extends the icore with an address attribute and formatter
methods.


	
address

	the memory address where this instruction as been disassembled.


	Type

	cst










	
classmethod set_formatter(f)[source]

	classmethod that defines the formatter for all instances






	
static formatter(i, toks=False)[source]

	default formatter if no formatter has been set, will return
the highlighted list from tokens for raw mnemonic,
and comma-separated operands expressions.






	
toks()[source]

	returns the (unjoined) list of formatted tokens.










	
exception arch.core.InstructionError(i)[source]

	




	
exception arch.core.DecodeError[source]

	




	
class arch.core.disassembler(specmodules, iclass=<class 'arch.core.instruction'>, iset=<function disassembler.<lambda>>, endian=<function disassembler.<lambda>>)[source]

	The generic disassembler class will decode a byte string based on provided
sets of instructions specifications and various parameters like endianess and
ways to select the appropriate instruction set.


	Parameters

	
	specmodules – list of python modules containing ispec decorated funcs


	iclass – the specific instruction class based on instruction


	iset – lambda used to select module (ispec list)


	endian – instruction fetch endianess (1: little, -1: big)









	
maxlen

	the length of the longest instruction found in provided specmodules.






	
iset

	the lambda used to select the right specifications for decoding






	
endian

	the lambda used to define endianess.






	
specs

	the tree of ispec objects that defines the cpu architecture.






	
setup(ispecs)[source]

	setup will (recursively) organize the provided ispecs list into an optimal tree so that
__call__ can efficiently find the matching ispec format for a given bytestring
(we don’t want to search all specs until a match, so we need to separate formats as much
as possible). The output tree is (f,l) where f is the submask to check at this level
and l is a defaultdict such that l[x] is the subtree of formats for which submask is x.










	
class arch.core.ispec(format, **kargs)[source]

	ispec (customizable) decorator

@ispec allows to easily define instruction decoders based on architecture specifications.


	Parameters

	
	spec (str [https://docs.python.org/3/library/stdtypes.html#str]) – a human-friendly format string that describes how the ispec object will
(on request) decode a given bytestring and how it will expose various
decoded entities to the decorated function in order to define an instruction.


	**kargs – additional arguments to ispec decorator must be provided with name=value
form and are declared as attributes/values within the instruction instance before
calling the decorated function. See below for conventions about names.









	
format

	the spec format passed as argument (see Note below).


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
hook

	the decorated python function to be called during decoding. The hook
function name is relevant only for instructions’ formatter.
See arch.core.Formatter.


	Type

	callable










	
iattr

	the dictionary of instruction attributes to add before decoding.
Attributes and their values are passed from the spec’s kargs when the
name does not start with an underscore.


	Type

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
fargs

	the dictionary of keywords arguments to pass to the hook.
These keywords are decoded from the format or given by the spec’s kargs
when name starts with an underscore.


	Type

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
precond

	an optional function that takes the instruction object as argument
and returns a boolean to indicate wether the hook can be called or not.
(This allows to avoid decoding when a prefix is missing for example.)


	Type

	func










	
size

	the bit length of the format (LEN value)


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
fix

	the values of fixed bits within the format


	Type

	Bits










	
mask

	the mask of fixed bits within the format


	Type

	Bits









Examples

This statement creates an ispec object with hook f, and registers this object
automatically in a SPECS list object within the module where the statement is found:

@ispec("32[ .cond(4) 101 1 imm24(24) ]", mnemonic="BL", _flag=True)
def f(obj,imm24,_flag):
    [...]





When provided with a bytestring, the decode() method of this ispec object will:



	proceed with decoding ONLY if bits 27,26,25,24 are 1,0,1,1 or raise an exception


	instanciate an instruction object (obj)


	decode 4 bits at position [28,29,30,31] and provide this value as an integer               in ‘obj.cond’ instruction instance attribute.


	decode 24 bits at positions 23..0 and provide this value as an integer as               argument ‘imm24’ of the decorated function f.


	set obj.mnemonic to ‘BL’ and pass argument _flag=True to f.


	call f(obj,…)


	return obj








Note

The spec string format is  LEN ('<' or '>') '[' FORMAT ']' ('+' or '&' NUMBER)



	
	LEN is either an integer that represents the bit length of the instruction or ‘*’.

	Length must be a multiple of 8, ‘*’ is used for a variable length
instruction.







	
	FORMAT is a series of directives (see below.)

	Each directive represents a sequence of bits ordered according to the spec
direction : ‘<’ (default) means that directives are ordered from MSB (bit index LEN-1)
to LSB (bit index 0) whereas ‘>’ means LSB to MSB.












The spec string is optionally terminated with  ‘+’ to indicate that it
represents an instruction prefix, or by ‘&’ NUMBER to indicate that the instruction
has a suffix of NUMBER more bytes to decode some of its operands.
In the prefix case, the bytestring matching the ispec format is stacked temporarily
until the rest of the bytestring matches a non prefix ispec.
In the suffix case, only the spec bytestring is used to define the instruction
but the read_instruction() fetcher will provide NUMBER more bytes to the
xdata() method of the instruction.

The directives defining the FORMAT string are used to associate symbols to bits
located at dedicated offsets within the bitstring to be decoded. A directive has the
following syntax:


	- (indicates that current bit position is not decoded)


	0 (indicates that current bit position must be 0)


	1 (indicates that current bit position must be 1)




or


	type SYMBOL location where:



	type is an optional modifier char with possible values:


	. indicates that the SYMBOL will be an attribute of the instruction.


	~ indicates that the decoded value will be returned as a Bits instance.


	# indicates that the decoded value will be returned as a string of [01] chars.


	= indicates that decoding should end at current position (overlapping)




if not present, the SYMBOL will be passed as a keyword argument to the function with
value decoded as an integer.



	SYMBOL: is a mandatory string matching regex [A-Za-z_][0-9A-Za-z_]*


	location: is an optional string matching the following expressions:


	
	( len )indicates that the value is decoded from the next len bits starting

	from the current position of the directive within the FORMAT string.







	
	(*)indicates a variable length directive for which the value is decoded

	from the current position with all remaining bits in the FORMAT.                                If the LEN is also variable then all remaining bits from the instruction
buffer input string are used.









default location value is (1).












The special directive {byte} is a shortcut for 8 fixed bits. For example
8>[{2f}] is equivalent to 8>[ 1111 0100 ], or 8<[ 0010 1111 ].








	
class arch.core.Formatter(formats)[source]

	Formatter is used for instruction pretty printing

Basically, a Formatter object is created from a dict associating a key with a list
of functions or format string. The key is either one of the mnemonics or possibly
the name of a @ispec-decorated function (this allows to group formatting styles rather
than having to declare formats for every possible mnemonic.)
When the instruction is printed, the formatting list elements are “called” and
concatenated to produce the output string.















          

      

      

    

  

    
      
          
            
  
The computer algebra system package
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Symbolic expressions are provided by several classes found
in module cas/expressions:


	Constant  cst, which represents immediate (signed or unsigned) value of fixed size (bitvector),


	Symbol    sym, a Constant equipped with a reference string (non-external symbol),


	Register  reg, a fixed size CPU register location,


	External  ext, a reference to an external location (external symbol),


	Floats    cfp, constant (fixed size) floating-point values,


	Composite comp, a bitvector composed of several elements,


	Pointer   ptr, a memory location in a segment, with possible displacement,


	Memory    mem, a Pointer to represent a value of fixed size in memory,


	Slice     slc, a bitvector slice of any element,


	Test      tst, a conditional expression, (see below.)


	Operator  uop, an unary operator expression,


	Operator  op, a binary operator expression. The list of supported operations is
not fixed althrough several predefined operators allow to build expressions directly from
Python expressions: say, you don’t need to write op('+',x,y), but can write x+y.
Supported operators are:


	+, -, * (multiply low), ** (multiply extended), /


	&, |, ^, ~


	==, !=, <=, >=, <, >


	>>, <<, // (arithmetic shift right), >>> and <<< (rotations).




See cas.expressions._operator for more details.





All elements inherit from the exp class which defines all default methods/properties.
Common attributes and methods for all elements are:


	size,  a Python integer representing the size in bits,


	sf,    the True/False sign-flag.


	length (size/8)


	mask   (1<<size)-1


	extend methods (signextend(newsize), zeroextend(newsize))


	bytes(sta,sto,endian=1) method to retreive the expression of extracted bytes from sta to sto indices.




All manipulation of an expression object usually result in a new expression object except for
simplify() which performs a few in-place elementary simplifications.


cas/expressions.py

The expressions module implements all above exp classes.
All symbolic representation of data in amoco rely on these expressions.


	
class cas.expressions.exp(size=0, sf=False)[source]

	the core class for all expressions.
It defines mandatory attributes, shared methods like dumps/loads etc.


	
size

	the bit size of the expression (default is 0.)


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
sf

	the sign flag of the expression (default is False: unsigned.)


	Type

	Bool










	
length

	the byte size of the expression.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
mask

	the bit mask of the expression.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










Note

len(exp) returns the byte size, assuming that size is a multiple of 8.




	
signed()[source]

	consider expression as signed






	
unsigned()[source]

	consider expression as unsigned






	
eval(env)[source]

	evalute expression in given mapper env






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics






	
depth()[source]

	depth size of the expression tree






	
dumps()[source]

	pickle expression






	
loads(s)[source]

	unpickle expression






	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
pp(**kargs)[source]

	pretty-printed string of the expression






	
bit(i)[source]

	extract i-th bit expression of the expression






	
bytes(sta=0, sto=None, endian=1)[source]

	returns the expression slice located at bytes [sta,sto]
taking into account given endianess 1 (little)
or -1 (big). Defaults to little endian.






	
extend(sign, size)[source]

	extend expression to given size, taking sign into account






	
signextend(size)[source]

	sign extend expression to given size






	
zeroextend(size)[source]

	zero extend expression to given size






	
to_smtlib(solver=None)[source]

	translate expression to its smt form










	
class cas.expressions.top(size=0, sf=False)[source]

	top expression represents symbolic values
that have reached a high complexity threshold.

Note:
This expression is an absorbing element of the
algebra. Any expression that involves a top
expression results in a top expression.


	
depth()[source]

	depth size of the expression tree










	
class cas.expressions.cst(v, size=32)[source]

	cst expression represents concrete values (constants).


	
value

	get the integer of the expression, taking into account
the sign flag.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
to_sym(ref)[source]

	cast into a symbol expression associated to name ref






	
eval(env)[source]

	evalute expression in given mapper env






	
zeroextend(size)[source]

	zero extend expression to given size






	
signextend(size)[source]

	sign extend expression to given size










	
class cas.expressions.sym(ref, v, size=32)[source]

	symbol expression extends cst with a reference name for pretty printing






	
class cas.expressions.cfp(v, size=32)[source]

	floating point concrete value expression


	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
eval(env)[source]

	evalute expression in given mapper env










	
class cas.expressions.reg(refname, size=32)[source]

	symbolic register expression


	
etype

	int([x]) -> integer
int(x, base=10) -> integer

Convert a number or string to an integer, or return 0 if no arguments
are given.  If x is a number, return x.__int__().  For floating point
numbers, this truncates towards zero.

If x is not a number or if base is given, then x must be a string,
bytes, or bytearray instance representing an integer literal in the
given base.  The literal can be preceded by ‘+’ or ‘-‘ and be surrounded
by whitespace.  The base defaults to 10.  Valid bases are 0 and 2-36.
Base 0 means to interpret the base from the string as an integer literal.
>>> int(‘0b100’, base=0)
4






	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
eval(env)[source]

	evalute expression in given mapper env










	
class cas.expressions.regtype(t)[source]

	decorator and context manager (with…) for associating
a register to a specific category among STD (standard),
PC (program counter), FLAGS, STACK, OTHER.






	
class cas.expressions.ext(refname, **kargs)[source]

	external reference to a dynamic (lazy or non-lazy) symbol


	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
call(env, **kargs)[source]

	explicit call to the ext’s stub










	
class cas.expressions.lab(refname, **kargs)[source]

	label expression used by the assembler






	
cas.expressions.composer(parts)[source]

	composer returns a comp object (see below) constructed with parts from low
significant bits parts to most significant bits parts.
The last part sf flag propagates to the resulting comp.






	
class cas.expressions.comp(s)[source]

	composite expression, represents an expression made of several parts.


	
parts

	expressions parts dictionary.
Each key is a tuple (pos,sz) and value is the exp part.
pos is the bit position for this part, and sz is its size.


	Type

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
smask

	mapping of bit index to the part’s key that defines this bit.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










Note

Each part can be accessed by ‘slicing’ the comp to obtain another
comp or the part if the given slice indices match the part position.




	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
eval(env)[source]

	evalute expression in given mapper env






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics






	
cut(start, stop)[source]

	cut will scan the parts dict to find those spanning over
start and/or stop bounds then it will split them and remove their
inner parts.


Note

cut is in in-place method (affects self).








	
restruct()[source]

	restruct will aggregate consecutive cst expressions in order
to minimize the number of parts.






	
depth()[source]

	depth size of the expression tree










	
class cas.expressions.mem(a, size=32, seg=None, disp=0, mods=None, endian=1)[source]

	memory expression represents a symbolic value of length size, in segment seg,
at given address expression.


	
a

	a pointer expression that represents the address.


	Type

	ptr










	
endian

	1 means little, -1 means big.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
mods

	list of possibly aliasing operations affecting this exp.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










Note

The mods list allows to handle aliasing issues detected at fetching time
and adjust the eval result accordingly.




	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
eval(env)[source]

	evalute expression in given mapper env






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics






	
bytes(sta=0, sto=None, endian=0)[source]

	returns the expression slice located at bytes [sta,sto]
taking into account given endianess 1 (little)
or -1 (big). Defaults to little endian.










	
class cas.expressions.ptr(base, seg=None, disp=0)[source]

	ptr holds memory addresses with segment, base expressions and
displacement integer (offset relative to base).


	
base

	symbolic expression for the base of pointer address.


	Type

	exp










	
disp

	offset relative to base for the pointer address.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
seg

	segment register (or None if unused.)


	Type

	reg










	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics






	
eval(env)[source]

	evalute expression in given mapper env










	
cas.expressions.slicer(x, pos, size)[source]

	wrapper of slc class that returns a simplified version of x[pos:pos+size].






	
class cas.expressions.slc(x, pos, size, ref=None)[source]

	slice expression, represents an expression part.


	
x

	reference to the symbolic expression


	Type

	exp










	
pos

	start bit for the part.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
ref

	an alternative symbolic name for this part.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
etype

	int([x]) -> integer
int(x, base=10) -> integer

Convert a number or string to an integer, or return 0 if no arguments
are given.  If x is a number, return x.__int__().  For floating point
numbers, this truncates towards zero.

If x is not a number or if base is given, then x must be a string,
bytes, or bytearray instance representing an integer literal in the
given base.  The literal can be preceded by ‘+’ or ‘-‘ and be surrounded
by whitespace.  The base defaults to 10.  Valid bases are 0 and 2-36.
Base 0 means to interpret the base from the string as an integer literal.
>>> int(‘0b100’, base=0)
4






	
raw()[source]

	returns the raw symbolic name (ignore the ref attribute.)






	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
depth()[source]

	depth size of the expression tree






	
eval(env)[source]

	evalute expression in given mapper env






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics










	
class cas.expressions.tst(t, l, r)[source]

	Conditional expression.


	
tst

	the boolean expression that represents the condition.


	Type

	exp










	
l

	the resulting expression if test == bit1.


	Type

	exp










	
r

	the resulting expression if test == bit0.


	Type

	exp










	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
eval(env)[source]

	evalute expression in given mapper env






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics






	
depth()[source]

	depth size of the expression tree










	
cas.expressions.oper(opsym, l, r=None)[source]

	wrapper of the operator expression that detects unary operations






	
class cas.expressions.op(op, l, r)[source]

	op holds binary integer arithmetic and bitwise logic expressions


	
op

	binary operator


	Type

	_operator










	
prop

	type of operator (ARITH, LOGIC, CONDT, SHIFT)


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
l

	left-hand expression of the operator


	Type

	exp










	
r

	right-hand expression of the operator


	Type

	exp










	
eval(env)[source]

	evalute expression in given mapper env






	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics






	
depth()[source]

	depth size of the expression tree










	
class cas.expressions.uop(op, r)[source]

	uop holds unary integer arithmetic and bitwise logic expressions


	
op

	unary operator


	Type

	_operator










	
prop

	type of operator (ARITH, LOGIC, CONDT, SHIFT)


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
l

	returns None in case uop is treated as an op instance.


	Type

	None [https://docs.python.org/3/library/constants.html#None]










	
r

	right-hand expression of the operator


	Type

	exp










	
eval(env)[source]

	evalute expression in given mapper env






	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics






	
depth()[source]

	depth size of the expression tree










	
cas.expressions.ror(x, n)[source]

	high-level rotate right n bits






	
cas.expressions.rol(x, n)[source]

	high-level rotate left n bits






	
cas.expressions.ltu(x, y)[source]

	high-level less-than-unsigned operation






	
cas.expressions.geu(x, y)[source]

	high level greater-or-equal-unsigned operation






	
cas.expressions.symbols_of(e)[source]

	returns all symbols contained in expression e






	
cas.expressions.locations_of(e)[source]

	returns all locations contained in expression e






	
cas.expressions.complexity(e)[source]

	evaluate the complexity of expression e






	
cas.expressions.eqn1_helpers(e, **kargs)[source]

	helpers for simplifying unary expressions






	
cas.expressions.eqn2_helpers(e, bitslice=False, widening=False)[source]

	helpers for simplifying binary expressions






	
cas.expressions.extract_offset(e)[source]

	separate expression e into (e’ + C) with C cst offset.






	
class cas.expressions.vec(l=None)[source]

	vec holds a list of expressions each being a possible
representation of the current expression. A vec object
is obtained by merging several execution paths using
the merge function in the mapper module.
The simplify method uses the complexity measure to
eventually “reduce” the expression to top with a hard-limit
currently set to op.threshold.


	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
simplify(**kargs)[source]

	simplify expression based on predefined heuristics






	
eval(env)[source]

	evalute expression in given mapper env






	
depth()[source]

	depth size of the expression tree










	
class cas.expressions.vecw(v)[source]

	vecw is a widened vec expression: it allows to limit
the list of possible values to a fixed range and acts
as a top (absorbing) expression.


	
toks(**kargs)[source]

	returns list of pretty printing tokens of the expression






	
eval(env)[source]

	evalute expression in given mapper env












cas/smt.py

The smt module defines the amoco interface to the SMT solver.
Currently, only z3 is supported. This module allows to translate
any amoco expression into its z3 equivalent formula, as well as
getting the z3 solver results back as cas.mapper.mapper
instances.


	
cas.smt.newvar(pfx, e, slv)[source]

	return a new z3 BitVec of size e.size, with name prefixed by slv argument






	
cas.smt.top_to_z3(e, slv=None)[source]

	translate top expression into a new _topN BitVec variable






	
cas.smt.cst_to_z3(e, slv=None)[source]

	translate cst expression into its z3 BitVecVal form






	
cas.smt.cfp_to_z3(e, slv=None)[source]

	translate cfp expression into its z3 RealVal form






	
cas.smt.reg_to_z3(e, slv=None)[source]

	translate reg expression into its z3 BitVec form






	
cas.smt.comp_to_z3(e, slv=None)[source]

	translate comp expression into its z3 Concat form






	
cas.smt.slc_to_z3(e, slv=None)[source]

	translate slc expression into its z3 Extract form






	
cas.smt.ptr_to_z3(e, slv=None)[source]

	translate ptr expression into its z3 form






	
cas.smt.mem_to_z3(e, slv=None)[source]

	translate mem expression into z3 a Concat of BitVec bytes






	
cas.smt.cast_z3_bool(x, slv=None)[source]

	translate boolean expression into its z3 bool form






	
cas.smt.cast_z3_bv(x, slv=None)[source]

	translate expression x to its z3 form, if x.size==1 the
returned formula is (If x ? 1 : 0).






	
cas.smt.tst_to_z3(e, slv=None)[source]

	translate tst expression into a z3 If form






	
cas.smt.op_to_z3(e, slv=None)[source]

	translate op expression into its z3 form






	
cas.smt.uop_to_z3(e, slv=None)[source]

	translate uop expression into its z3 form






	
cas.smt.vec_to_z3(e, slv=None)[source]

	translate vec expression into z3 Or form






	
cas.smt.to_smtlib(e, slv=None)[source]

	return the z3 smt form of expression e






	
cas.smt.model_to_mapper(r, locs)[source]

	return an amoco mapper based on given locs for the z3 model r








cas/mapper.py

The mapper module essentially implements the mapper class
and the associated merge() function which allows to get a
symbolic representation of the union of two mappers.


	
class cas.mapper.mapper(instrlist=None, csi=None)[source]

	A mapper is a symbolic functional representation of the execution
of a set of instructions.


	Parameters

	
	instrlist (list [https://docs.python.org/3/library/stdtypes.html#list][instruction]) – a list of instructions that are
symbolically executed within the mapper.


	csi (Optional[object [https://docs.python.org/3/library/functions.html#object]]) – the optional csi attribute that provide
a concrete initial state









	
__map

	is an ordered list of mappings of expressions associated with a
location (register or memory pointer). The order is relevant
only to reflect the order of write-to-memory instructions in
case of pointer aliasing.






	
__Mem

	is a memory model where symbolic memory pointers are addressing
separated memory zones. See MemoryMap and MemoryZone classes.






	
conds

	is the list of conditions that must be True for the mapper






	
csi

	is the optional interface to a concrete state






	
conds

	




	
csi

	




	
view

	




	
inputs()[source]

	list antecedent locations (used in the mapping)






	
outputs()[source]

	list image locations (modified in the mapping)






	
has(loc)[source]

	check if the given location expression is touched by the mapper






	
history(loc)[source]

	




	
delayed(k, v)[source]

	




	
update_delayed()[source]

	




	
rw()[source]

	get the read sizes and written sizes tuple






	
clear()[source]

	clear the current mapper, reducing it to the identity transform






	
getmemory()[source]

	get the local MemoryMap associated to the mapper






	
setmemory(mmap)[source]

	set the local MemoryMap associated to the mapper






	
mmap

	get the local MemoryMap associated to the mapper






	
generation()[source]

	




	
R(x)[source]

	get the expression of register x






	
M(k)[source]

	get the expression of a memory location expression k






	
aliasing(k)[source]

	check if location k is possibly aliased in the mapper:
i.e. the mapper writes to some other symbolic location expression
after writing to k which might overlap with k.






	
update(instr)[source]

	opportunistic update of the self mapper with instruction






	
safe_update(instr)[source]

	update of the self mapper with instruction only if no exception occurs






	
restruct()[source]

	




	
eval(m)[source]

	return a new mapper instance where all input locations have
been replaced by there corresponding values in m.






	
rcompose(m)[source]

	composition operator returns a new mapper
corresponding to function x -> self(m(x))






	
interact()[source]

	




	
use(*args, **kargs)[source]

	return a new mapper corresponding to the evaluation of the current mapper
where all key symbols found in kargs are replaced by their values in
all expressions. The kargs “size=value” allows for adjusting symbols/values
sizes for all arguments.
if kargs is empty, a copy of the result is just a copy of current mapper.






	
usemmap(mmap)[source]

	return a new mapper corresponding to the evaluation of the current mapper
where all memory locations of the provided mmap are used by the current
mapper.






	
assume(conds)[source]

	








	
cas.mapper.merge(m1, m2, **kargs)[source]

	union of two mappers











          

      

      

    

  

    
      
          
            
  
The system package

Modules of this package implement all classes that relate
to operating system specific operations as well as userland
stubs or high-level language structures.


Contents


	The system package


	system/core.py
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	system/utils.py











system/core.py

This module defines all task/process core classes related to binary format and
execution inherited by all system specific execution classes of
the amoco.system package.


	
class system.core.CoreExec(p, cpu=None)[source]

	This class implements the base class for Task(s).
CoreExec or Tasks are used to represent a memory mapped binary
executable program, providing the generic instruction or data fetchers and
the mandatory API for amoco.emu or amoco.sa analysis classes.
Most of the amoco.system modules use this base class to implement
a OS-specific Task class (see Linux/x86, Win32/x86, etc).


	
bin

	the program executable format object. Currently supported formats
are provided in system.elf (Elf32/64), system.pe (PE)
and system.utils (HEX/SREC).






	
cpu

	reference to the architecture cpu module, which provides a generic
access to the PC() program counter and
obviously the CPU registers and disassembler.






	
OS

	optional reference to the OS associated to the child Task.






	
state

	the mapper instance that represents the current state
of the executable program, including mapping of registers as well
as the MemoryMap instance that represents the virtual
memory of the program.






	
read_data(vaddr, size)[source]

	fetch size data bytes at virtual address vaddr, returned
as a list of items being either raw bytes or symbolic expressions.






	
read_instruction(vaddr, **kargs)[source]

	fetch instruction at virtual address vaddr, returned as an
cpu.instruction instance or cpu.ext in case an external expression
is found at vaddr or vaddr is an external symbol.

Raises MemoryError in case vaddr is not mapped,
and returns None if disassembler fails to decode bytes at vaddr.

Note:
Returning a cpu.ext expression means that this instruction starts
an external stub function.
It is the responsibility of the fetcher (emulator or analyzer)
to eventually call the stub to modify the state mapper.






	
getx(loc, size=8, sign=False)[source]

	high level method to get the expressions value associated
to left-value loc (register or address). The returned value
is an integer if the expression is constant or a symbolic
expression instance.
The input loc is either a register string, an integer address,
or associated expressions’ instances.
Optionally, the returned expression sign flag can be adjusted
by the sign argument.






	
setx(loc, val, size=0)[source]

	high level method to set the expressions value associated
to left-value loc (register or address). The value
is possibly an integer or a symbolic expression instance.
The input loc is either a register string, an integer address,
or associated expressions’ instances.
Optionally, the size of the loc expression can be adjusted
by the size argument.






	
get_int64(loc)[source]

	get 64-bit int expression of current state(loc)






	
get_uint64(loc)[source]

	get 64-bit unsigned int expression of current state(loc)






	
get_int32(loc)[source]

	get 32-bit int expression of current state(loc)






	
get_uint32(loc)[source]

	get 32-bit unsigned int expression of current state(loc)






	
get_int16(loc)[source]

	get 16-bit int expression of current state(loc)






	
get_uint16(loc)[source]

	get 16-bit unsigned int expression of current state(loc)






	
get_int8(loc)[source]

	get 8-bit int expression of current state(loc)






	
get_uint8(loc)[source]

	get 8-bit unsigned int expression of current state(loc)






	
get_cstr(loc)[source]

	get null-terminated unsigned char array of current state(loc)










	
class system.core.DefineStub(obj, refname, default=False)[source]

	decorator to define a stub for the given ‘refname’ library function.






	
class system.core.BinFormat[source]

	Base class for binary format API, just to define default attributes
and recommended properties. See elf.py, pe.py and macho.py for example of
child classes.






	
class system.core.shellcode(dataio)[source]

	This is the most basic file format for executable binary code. It
provides zero information about the targeted architecture, entrypoints, or
any other data or code dependencies.






	
class system.core.DataIO(f)[source]

	This class simply wraps a binary file or a bytes string and implements
both the file and bytes interface. It allows an input to be provided as
files of bytes and manipulated as either a file or a bytes object.






	
system.core.read_program(filename)[source]

	Identifies the program header and returns an ELF, PE, Mach-O or DataIO.


	Parameters

	filename (str [https://docs.python.org/3/library/stdtypes.html#str]) – the program to read.



	Returns

	an instance of currently supported program format
(ELF, PE, Mach-O, HEX, SREC)










	
class system.core.DefineLoader(fmt, name='')[source]

	A decorator that allows to register a system-specific loader
while it is implemented. All loaders are stored in the class global
LOADERS dict.

Example

@DefineLoader(‘elf’,elf.EM_386)
def loader_x86(p):


…




Here, a reference to function loader_x86 is stored in
LOADERS[‘elf’][elf.EM_386].






	
system.core.load_program(f, cpu=None)[source]

	Detects program format header (ELF/PE/Mach-O/HEX/SREC),
and maps the program in abstract memory,
loading the associated “system” (linux/win) and “arch” (x86/arm),
based header informations.


	Parameters

	f (str [https://docs.python.org/3/library/stdtypes.html#str]) – the program filename or string of bytes.



	Returns

	a Task, ELF/PE (old CoreExec interfaces) or RawExec instance.












system/memory.py

This module defines all Memory related classes.

The main class of amoco’s Memory model is MemoryMap.
It provides a way to represent both concrete and abstract symbolic values
located in the virtual memory space of a process.
In order to allow addresses to be symbolic as well, the MemoryMap is
organised as a collection of MemoryZone.
A zone holds values located at addresses that are integer offsets
related to a symbolic expression. A default zone with related address set
to None holds values at concrete (virtual) addresses in every MemoryMap.


	
class system.memory.MemoryMap[source]

	Provides a way to represent concrete and abstract symbolic values
located in the virtual memory space of a process.
A MemoryMap is organised as a collection of MemoryZone.


	
_zones

	dictionary of zones, keys are the related address expressions.






	
newzone(label)[source]

	creates a new memory zone with the given label related
expression.






	
locate(address)

	returns the memory object that maps the provided
address expression.






	
reference(address)[source]

	returns a couple (rel,offset) based on the given
address, an integer, a string or an expression allowing to find
a candidate zone within memory.






	
read(address, l)[source]

	reads l bytes at address. returns a list of
datadiv values.






	
write(address, expr, endian=1)[source]

	writes given expression at
given (possibly symbolic) address. Default endianness is ‘little’.
Use endian=-1 to indicate big endian convention.






	
restruct()[source]

	optimize all zones to merge contiguous raw bytes into single
mo objects.






	
grep(pattern)[source]

	find all occurences of the given regular expression in
the raw bytes objects of all memory zones.






	
merge(other)[source]

	update this MemoryMap with a new MemoryMap, merging
overlapping zones with values from the new map.










	
class system.memory.MemoryZone(rel=None)[source]

	A MemoryZone contains mo objects at addresses that are integer offsets
related to a symbolic expression. A default zone with related address set
to None holds values at concrete addresses in every MemoryMap.


	Parameters

	rel (exp) – the relative symbolic expression, defaults to None.






	
rel

	the relative symbolic expression, or None.






	
_map

	the ordered list of mo objects of this zone.






	
range()[source]

	returns the lowest and highest addresses currently used by
mo objects of this zone.






	
locate(vaddr)[source]

	if the given address is within range, return the
index of the corresponding mo object in _map, otherwise
return None.






	
read(vaddr, l)[source]

	reads l bytes starting at vaddr. returns a list of
datadiv values, unmapped areas are returned as bottom exp.






	
write(vaddr, data)[source]

	writes data expression or
bytes at given (offset) address.






	
addtomap(z)[source]

	add (possibly overlapping) mo object z to the
_map, eventually adjusting other objects.






	
restruct()[source]

	optimize the zone to merge contiguous raw bytes into single
mo objects.






	
shift(offset)[source]

	shift all mo objects by a given offset.






	
grep(pattern)[source]

	find all occurences of the given regular expression in
the raw bytes objects of the zone.










	
class system.memory.mo(vaddr, data, endian=1)[source]

	A mo object essentially associates a datadiv with a memory offset, and
provides methods to detect if an address is located within this object,
to read or write bytes at a given address. The offset is relative to the
start of the MemoryZone in which the mo object is stored.


	
vaddr

	a python integer that represents the offset within the memory
zone that contains this memory object (mo).






	
data

	the datadiv object located at this offset.






	
trim(vaddr)[source]

	if this mo contains data at given offset, cut out this
data and points current object to this offset. Note that a trim is
generally the result of data being overwritten by another mo.






	
read(vaddr, l)[source]

	returns the list of datadiv objects at given offset so
that the total length is at most l, and the number of bytes missing
if the total length is less than l.






	
write(vaddr, data)[source]

	updates current mo to reflect the writing of data at
given offset and returns the list of possibly new mo objects to be
inserted in the zone.










	
class system.memory.datadiv(data, endian)[source]

	A datadiv represents any data within memory, including symbolic expressions.


	Parameters

	
	data – either a string of bytes or an amoco expression.


	endian – either [-1,1], used when data is any symbolic expression.
1 is for little-endian, -1 for big-endian.









	
val

	the reference to the data object.






	
_is_raw

	a flag indicating that the data object is a string of bytes.






	
cut(l)[source]

	cut out the first l bytes of the current data, keeping only
the remaining part of the data.






	
setlen(l)[source]

	cut out trailing bytes of the current data, keeping only
the first l bytes.






	
getpart(o, l)[source]

	returns a pair (result, counter) where result is a part
of data of length at most l located at offset o (relative to the
beginning of the data bytes), and counter is the number of bytes
missing (l-len(result)) if the current data length is less than l.






	
setpart(o, data)[source]

	returns a list of contiguous datadiv objects that
correspond to overwriting self with data at offset o (possibly
extending the current datadiv length).










	
system.memory.mergeparts(P)[source]

	This function will detect every contiguous raw datadiv objects in the
input list P, and will return a new list where these objects have been
merged into a single raw datadiv object.


	Parameters

	P (list [https://docs.python.org/3/library/stdtypes.html#list]) – input list of datadiv objects.



	Returns

	the list after raw datadiv objects have been merged.



	Return type

	list [https://docs.python.org/3/library/stdtypes.html#list]












system/structs.py

The system structs module implements classes that allow to easily define,
encode and decode C structures (or unions) as well as formatters to print
various fields according to given types like hex numbers, dates, defined
constants, etc.
This module extends capabilities of struct [https://docs.python.org/3/library/struct.html#module-struct] by allowing formats to
include more than just the basic types and add named fields.
It extends ctypes [https://docs.python.org/3/library/ctypes.html#module-ctypes] as well by allowing formatted printing and
“non-static” decoding where the way a field is decoded depends on
previously decoded fields.

Module system.imx6 uses these classes to decode HAB structures and
thus allow for precise verifications on how the boot stages are verified.
For example, the HAB Header class is defined with:

@StructDefine("""
B :  tag
H :> length
B :  version
""")
class HAB_Header(StructFormatter):
    def __init__(self,data="",offset=0):
        self.name_formatter('tag')
        self.func_formatter(version=self.token_ver_format)
        if data:
            self.unpack(data,offset)
    @staticmethod
    def token_ver_format(k,x,cls=None):
        return highlight([(Token.Literal,"%d.%d"%(x>>4,x&0xf))])





Here, the StructDefine decorator is used to provide the definition of
fields of the HAB Header structure to the HAB_Header class.

The tag Field is an unsigned byte and the StructFormatter
utilities inherited by the class set it as a name_formatter() allow
the decoded byte value from data to be represented by its constant name.
This name is obtained from constants defined with:

with Consts('tag'):
    HAB_TAG_IVT = 0xd1
    HAB_TAG_DCD = 0xd2
    HAB_TAG_CSF = 0xd4
    HAB_TAG_CRT = 0xd7
    HAB_TAG_SIG = 0xd8
    HAB_TAG_EVT = 0xdb
    HAB_TAG_RVT = 0xdd
    HAB_TAG_WRP = 0x81
    HAB_TAG_MAC = 0xac





The length field is a bigendian short integer with default formatter,
and the version field is an unsigned byte with a dedicated formatter
function that extracts major/minor versions from the byte nibbles.

This allows to decode and print the structure from provided data:

In [3]: h = HAB_Header('\xd1\x00\x0a\x40')
In [4]: print(h)
[HAB_Header]
tag                 :HAB_TAG_IVT
length              :10
version             :4.0






	
class system.structs.Consts(name)[source]

	Provides a contextmanager to map constant values with their names in
order to build the associated reverse-dictionary.

All revers-dict are stored inside the Consts class definition.
For example if you declare variables in a Consts(‘example’) with-scope,
the reverse-dict will be stored in Consts.All[‘example’].
When StructFormatter will lookup a variable name matching a given value
for the attribute ‘example’, it will get Consts.All[‘example’][value].

Note: To avoid attribute name conflicts, the lookup is always prepended
the stucture class name (or the ‘alt’ field of the structure class).
Hence, the above ‘tag’ constants could have been defined as:

with Consts('HAB_header.tag'):
    HAB_TAG_IVT = 0xd1
    HAB_TAG_DCD = 0xd2
    HAB_TAG_CSF = 0xd4
    HAB_TAG_CRT = 0xd7
    HAB_TAG_SIG = 0xd8
    HAB_TAG_EVT = 0xdb
    HAB_TAG_RVT = 0xdd
    HAB_TAG_WRP = 0x81
    HAB_TAG_MAC = 0xac





Or the structure definition could have define an ‘alt’ attribute:

@StructDefine("""
B :  tag
H :> length
B :  version
""")
class HAB_Header(StructFormatter):
    alt = 'hab'
    [...]





in which case the variables could have been defined with:

with Consts('hab.tag'):
[...]










	
system.structs.token_default_fmt(k, x, cls=None, fmt=None)[source]

	The default formatter just prints value ‘x’ of attribute ‘k’
as a literal token python string






	
system.structs.token_address_fmt(k, x, cls=None, fmt=None)[source]

	The address formatter prints value ‘x’ of attribute ‘k’
as a address token hexadecimal value






	
system.structs.token_constant_fmt(k, x, cls=None, fmt=None)[source]

	The constant formatter prints value ‘x’ of attribute ‘k’
as a constant token decimal value






	
system.structs.token_mask_fmt(k, x, cls=None, fmt=None)[source]

	The mask formatter prints value ‘x’ of attribute ‘k’
as a constant token hexadecimal value






	
system.structs.token_name_fmt(k, x, cls=None, fmt=None)[source]

	The name formatter prints value ‘x’ of attribute ‘k’
as a name token variable symbol matching the value






	
system.structs.token_flag_fmt(k, x, cls, fmt=None)[source]

	The flag formatter prints value ‘x’ of attribute ‘k’
as a name token variable series of symbols matching
the flag value






	
system.structs.token_datetime_fmt(k, x, cls=None, fmt=None)[source]

	The date formatter prints value ‘x’ of attribute ‘k’
as a date token UTC datetime string from timestamp value






	
class system.structs.Field(ftype, fcount=0, fname=None, forder=None, falign=0, fcomment='')[source]

	A Field object defines an element of a structure, associating a name
to a structure typename and a count. A count of 0 means that the element
is an object of type typename, a count>0 means that the element is a list
of objects of type typename of length count.


	
typename

	name of a Structure type for this field.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
count

	A count of 0 means that the element
is an object of type typename, a count>0 means that the element is a list
of length count of objects of type typename


	Type

	int=0










	
name

	the name associated to this field.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
type

	getter for the type associated with the field’s typename.


	Type

	StructFormatter










	
comment

	comment, useful for pretty printing field usage


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
order

	forces the endianness of this field.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
size()[source]

	number of bytes eaten by this field.






	
format()[source]

	format string that allows to struct.(un)pack the field as a
string of bytes.






	
unpack(data, offset=0)[source]

	unpacks a data from given offset using
the field internal byte ordering. Returns the object (if count is 0) or the
list of objects of type typename.






	
get(data, offset=0)[source]

	returns the field name and the unpacked value
for this field.






	
pack(value)[source]

	packs the value with the internal order and returns the
byte string according to type typename.






	
format()[source]

	a (non-Raw)Field format is always returned as matching a finite-length string.






	
unpack(data, offset=0)[source]

	returns a (sequence of count) element(s) of its self.type










	
class system.structs.RawField(ftype, fcount=0, fname=None, forder=None, falign=0, fcomment='')[source]

	A RawField is a Field associated to a raw type, i.e. an internal type
matching a standard C type (u)int8/16/32/64, floats/double, (u)char.
Contrarily to a generic Field which essentially forward the unpack call to
its subtype, a RawField relies on the struct package to return the raw
unpacked value.


	
format()[source]

	a (non-Raw)Field format is always returned as matching a finite-length string.






	
unpack(data, offset=0)[source]

	returns a (sequence of count) element(s) of its self.type










	
class system.structs.BitField(ftype, fcount=0, fname=None, forder=None, falign=0, fcomment='')[source]

	A BitField is a 0-count RawField with additional subnames and subsizes to allow
unpack the raw type into several named values each of given bit sizes.


	
unpack(data, offset=0)[source]

	returns a (sequence of count) element(s) of its self.type










	
class system.structs.VarField(ftype, fcount=0, fname=None, forder=None, falign=0, fcomment='')[source]

	A VarField is a RawField with variable length, associated with a
termination condition that will end the unpack method.
An instance of VarField has an infinite size() unless it has been
unpacked with data.


	
format()[source]

	a (non-Raw)Field format is always returned as matching a finite-length string.






	
unpack(data, offset=0)[source]

	returns a (sequence of count) element(s) of its self.type










	
class system.structs.CntField(ftype, fcount=0, fname=None, forder=None, falign=0, fcomment='')[source]

	A CntField is a RawField where the amount of elements to unpack
is provided as first bytes, encoded as either a byte/word/dword.


	
format()[source]

	a (non-Raw)Field format is always returned as matching a finite-length string.






	
unpack(data, offset=0)[source]

	returns a (sequence of count) element(s) of its self.type










	
class system.structs.StructDefine(fmt, **kargs)[source]

	StructDefine is a decorator class used for defining structures
by parsing a simple intermediate language input decorating
a StructFormatter class.






	
class system.structs.UnionDefine(fmt, **kargs)[source]

	UnionDefine is a decorator class based on StructDefine,
used for defining unions.






	
class system.structs.StructCore[source]

	StructCore is a ParentClass for all user-defined structures based on a
StructDefine format. This class contains essentially the packing and unpacking
logic of the structure.

Note:
It is mandatory that any class that inherits from StructCore can be
instanciated with no arguments.






	
class system.structs.StructFormatter[source]

	StructFormatter is the Parent Class for all user-defined structures
based on a StructDefine format.
It inherits the core logic from StructCore Parent and provides all
formatting facilities to pretty print the structures based on wether
the field is declared as a named constant, an integer of hex value,
a pointer address, a string or a date.

Note: Since it inherits from StructCore, it is mandatory that any child
class can be instanciated with no arguments.






	
class system.structs.StructMaker[source]

	The StructMaker class is a StructFormatter equipped with methods that
allow to interactively define and adjust fields at some given offsets
or when some given sample bytes match a given value.






	
system.structs.StructFactory(name, fmt, **kargs)[source]

	Returns a StructFormatter class build with name and format






	
system.structs.UnionFactory(name, fmt, **kargs)[source]

	Returns a StructFormatter (union) class build with name and format






	
exception system.structs.StructureError(message)[source]

	






system/elf.py

The system elf module implements Elf classes for both 32/64bits executable format.


	
exception system.elf.ElfError(message)[source]

	ElfError is raised whenever Elf object instance fails
to decode required structures.






	
class system.elf.Elf(f)[source]

	This class takes a DataIO object (ie an opened file of BytesIO instance)
and decodes all ELF structures found in it.


	
entrypoints

	list of entrypoint addresses.


	Type

	list of int










	
filename

	binary file name.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
Ehdr

	the ELF header structure.


	Type

	Ehdr










	
Phdr

	the list of ELF Program header structures.


	Type

	list of Phdr










	
Shdr

	the list of ELF Section header structures.


	Type

	list of Shdr










	
dynamic

	True if the binary wants to load dynamic libs.


	Type

	Bool










	
basemap

	base address for this ELF image.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
functions

	a list of function names gathered from internal
definitions (if not stripped) and import names.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
variables

	a list of global variables’ names (if found.)


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
getsize()[source]

	total file size of all the Program headers






	
getinfo(target)[source]

	target is either an address provided as str or int,
or a symbol str searched in the functions dictionary.


	Returns a triplet with:

	
	section index (0 is error, -1 is a dynamic call)


	offset into section  (idem)


	base virtual address (0 for dynamic calls)













	
data(target, size)[source]

	returns ‘size’ bytes located at target virtual address






	
getfileoffset(target)[source]

	converts given target virtual address back to offset in file






	
readsegment(S)[source]

	returns segment S data padded to S.p_memsz






	
loadsegment(S, pagesize=None)[source]

	If S is of type PT_LOAD, returns a dict {base: bytes}
indicating that segment data bytes (extended to pagesize boundary)
need to be mapped at virtual base address.
(Returns None if not a PT_LOAD segment.)






	
readsection(sect)[source]

	returns the given section data bytes from file.






	
checksec()[source]

	check for usual security features.










	
class system.elf.IDENT(data=None)[source]

	




	
class system.elf.Ehdr(data=None)[source]

	




	
class system.elf.Shdr(data=None, offset=0, order=None, x64=False)[source]

	




	
class system.elf.Sym(data=None, offset=0, order=None, x64=False)[source]

	




	
class system.elf.Rel(data=None, offset=0, order=None, x64=False)[source]

	




	
class system.elf.Rela(data=None, offset=0, order=None, x64=False)[source]

	




	
class system.elf.Phdr(data=None, offset=0, order=None, x64=False)[source]

	




	
class system.elf.Note(data=None, offset=0, order=None, x64=False)[source]

	




	
class system.elf.Dyn(data=None, offset=0, order=None, x64=False)[source]

	




	
class system.elf.Lib(data=None, offset=0, order=None, x64=False)[source]

	






system/pe.py

The system pe module implements the PE class which support both 32 and 64 bits
executable formats.


	
exception system.pe.PEError(message)[source]

	PEError is raised whenever PE object instance fails
to decode required structures.






	
class system.pe.PE(data)[source]

	This class takes a DataIO object (ie an opened file of BytesIO instance)
and decodes all PE structures found in it.


	
data

	a reference to the input data file/bytes object.


	Type

	DataIO










	
entrypoints

	list of entrypoint addresses.


	Type

	list of int










	
filename

	binary file name.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
DOS

	the DOS Header (only if present.)


	Type

	DOSHdr,optional










	
NT

	the PE header.


	Type

	COFFHdr










	
Opt

	the Optional Header


	Type

	OptionalHdr










	
basemap

	base address for this ELF image.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
sections

	list of PE sections.


	Type

	list of SectionHdr










	
functions

	a list of function names gathered from internal
definitions (if not stripped) and import names.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
variables

	a list of global variables’ names (if found.)


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
tls

	the Thead local Storage table (or None.)


	Type

	TlsTable










	
locate(addr, absolute=False)[source]

	
	returns a tuple with:

	
	the section that holds addr (rva or absolute), or 0 or None.


	the offset within the section (or addr or 0).









Note

If returned section is 0, then addr is within SizeOfImage,
but is not found within any sections. Then offset is addr.
If returned section is None, then addr is not mapped at all,
and offset is set to 0.








	
getdata(addr, absolute=False)[source]

	get section bytes from given virtual address to end of mapped section.






	
loadsegment(S, pagesize=0, raw=False)[source]

	returns a dict {base: bytes} (or only bytes if optional arg raw is True,)
indicating that section S data bytes (padded and extended to pagesize bounds)
need to be mapped at virtual base address.


Note

If S is 0, returns base=0 and the first Opt.SizeOfHeaders bytes.








	
getfileoffset(addr)[source]

	converts given address back to offset in file










	
class system.pe.DOSHdr(data=None)[source]

	




	
class system.pe.COFFHdr(data=None, offset=0)[source]

	




	
class system.pe.OptionalHdr(data=None, offset=0)[source]

	




	
class system.pe.DataDirectory(data=None, offset=0)[source]

	




	
class system.pe.SectionHdr(data=None, offset=0)[source]

	




	
class system.pe.COFFRelocation(data=None, offset=0)[source]

	




	
class system.pe.COFFLineNumber(data=None, offset=0)[source]

	




	
class system.pe.StdSymbolRecord(data=None, offset=0)[source]

	




	
class system.pe.AuxSymbolRecord(data=None, offset=0)[source]

	




	
class system.pe.AuxFunctionDefinition(data=None, offset=0)[source]

	




	
class system.pe.Aux_bf_ef(data=None, offset=0)[source]

	




	
class system.pe.AuxWeakExternal(data=None, offset=0)[source]

	




	
class system.pe.AuxFile(data=None, offset=0)[source]

	




	
class system.pe.AuxSectionDefinition(data=None, offset=0)[source]

	




	
class system.pe.AttributeCertificate[source]

	




	
class system.pe.DelayLoadDirectoryTable(data=None, offset=0)[source]

	




	
class system.pe.ExportTable(data=None, offset=0)[source]

	




	
class system.pe.ImportTableEntry(data=None, offset=0)[source]

	




	
class system.pe.TLSTable(data, magic)[source]

	




	
class system.pe.LoadConfigTable(data, magic)[source]

	






system/macho.py

The system macho module implements the Mach-O executable format parser.


	
exception system.macho.MachOError(message)[source]

	MachOError is raised whenever MachO object instance fails
to decode required structures.






	
class system.macho.MachO(f)[source]

	This class takes a DataIO object (ie an opened file of BytesIO instance)
and decodes all Mach-O structures found in it.


	
entrypoints

	list of entrypoint addresses.


	Type

	list of int










	
filename

	binary file name.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
header

	the Mach header structure.


	Type

	struct_mach_header










	
archs

	the list of MachO instances in case the
provided binary file is a “fat” format.


	Type

	list of MachO










	
cmds

	the list of all “command” structures.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
dynamic

	True if the binary wants to load dynamic libs.


	Type

	Bool










	
basemap

	Base address of the binary (or None.)


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
symtab

	the symbol table.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
dysymtab

	the dynamic symbol table.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
dyld_info

	a container with dyld_info attributes
rebase, bind, weak_bind, lazy_bind
and export.


	Type

	container










	
function_starts

	list of function start addresses.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list],optional










	
la_symbol_ptr

	address to lazy symbol bindings


	Type

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
nl_symbol_ptr

	address to non-lazy symbol bindings


	Type

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
read_fat_arch(a)[source]

	takes a struct_fat_arch instance and sets its ‘bin’ attribute
to the corresponding MachO instance.






	
read_commands(offset)[source]

	returns the list of struct_load_command starting from given offset






	
getsize()[source]

	total size of LC_SEGMENT/64 commands






	
getinfo(target)[source]

	getinfo return a triplet (s,off,vaddr) with segment, offset
into segment, and segment virtual base address that contains the
target argument.






	
checksec()[source]

	check for usual OSX security features.






	
data(target, size)[source]

	returns ‘size’ bytes located at target virtual address






	
getfileoffset(target)[source]

	converts given target virtual address back to offset in file






	
readsegment(S)[source]

	returns data of segment/section S






	
loadsegment(S, pagesize=None)[source]

	returns padded & aligned data of segment/section S






	
readsection(sect)[source]

	returns the segment/section data bytes matching given sect name






	
getsection(sect)[source]

	returns the segment/section matching given sect name










	
class system.macho.struct_fat_header(data=None)[source]

	




	
class system.macho.struct_fat_arch(data=None, offset=0)[source]

	




	
class system.macho.struct_mach_header(data=None)[source]

	




	
class system.macho.struct_mach_header_64(data=None)[source]

	




	
class system.macho.struct_load_command(data=None, offset=0)[source]

	




	
class system.macho.MachoFormatter[source]

	




	
class system.macho.struct_segment_command(data=None, offset=0)[source]

	




	
class system.macho.struct_segment_command_64(data=None, offset=0)[source]

	




	
class system.macho.SFLG(data=None, offset=0)[source]

	




	
class system.macho.struct_section(data=None, offset=0)[source]

	




	
class system.macho.struct_section_64(data=None, offset=0)[source]

	




	
class system.macho.lc_str(data=None, offset=0)[source]

	




	
class system.macho.struct_fvmlib(data=None, offset=0)[source]

	




	
class system.macho.struct_fvmlib_command(data='', offset=0)[source]

	




	
class system.macho.struct_dylib(data='', offset=0)[source]

	




	
class system.macho.struct_dylib_command(data='', offset=0)[source]

	




	
class system.macho.struct_sub_framework_command(data='', offset=0)[source]

	




	
class system.macho.struct_sub_client_command(data='', offset=0)[source]

	




	
class system.macho.struct_sub_umbrella_command(data='', offset=0)[source]

	




	
class system.macho.struct_sub_library_command(data='', offset=0)[source]

	




	
class system.macho.struct_prebound_dylib_command(data='', offset=0)[source]

	




	
class system.macho.struct_dylinker_command(data='', offset=0)[source]

	




	
class system.macho.struct_thread_command(data='', offset=0)[source]

	




	
class system.macho.struct_x86_thread_state32(data='', offset=0)[source]

	




	
class system.macho.struct_x86_thread_state64(data='', offset=0)[source]

	




	
class system.macho.struct_arm_thread_state32(data='', offset=0)[source]

	




	
class system.macho.struct_arm_thread_state64(data='', offset=0)[source]

	




	
class system.macho.struct_routines_command(data='', offset=0)[source]

	




	
class system.macho.struct_routines_command_64(data='', offset=0)[source]

	




	
class system.macho.struct_symtab_command(data='', offset=0)[source]

	




	
class system.macho.struct_nlist(data='', offset=0)[source]

	




	
class system.macho.struct_nlist64(data='', offset=0)[source]

	




	
class system.macho.struct_dysymtab_command(data='', offset=0)[source]

	




	
class system.macho.struct_dylib_table_of_contents(data='', offset=0)[source]

	




	
class system.macho.struct_dylib_module(data='', offset=0)[source]

	




	
class system.macho.struct_dylib_module_64(data='', offset=0)[source]

	




	
class system.macho.struct_dylib_reference(data='', offset=0)[source]

	




	
class system.macho.struct_twolevel_hints_command(data='', offset=0)[source]

	




	
class system.macho.twolevel_hint(data='', offset=0)[source]

	




	
class system.macho.struct_prebind_cksum_command(data='', offset=0)[source]

	




	
class system.macho.struct_uuid_command(data='', offset=0)[source]

	




	
class system.macho.struct_rpath_command(data='', offset=0)[source]

	




	
class system.macho.struct_linkedit_data_command(data='', offset=0)[source]

	




	
class system.macho.struct_encryption_info_command(data='', offset=0)[source]

	




	
class system.macho.struct_dyld_info_command(data='', offset=0)[source]

	




	
class system.macho.struct_symseg_command(data='', offset=0)[source]

	




	
class system.macho.struct_ident_command(data='', offset=0)[source]

	




	
class system.macho.struct_fvmfile_command(data='', offset=0)[source]

	




	
class system.macho.struct_entry_point_command(data='', offset=0)[source]

	




	
class system.macho.struct_data_in_code_entry(data='', offset=0)[source]

	




	
class system.macho.struct_note_command(data='', offset=0)[source]

	




	
class system.macho.struct_source_version_command(data='', offset=0)[source]

	




	
class system.macho.struct_version_min_command(data='', offset=0)[source]

	




	
class system.macho.struct_build_version_command(data='', offset=0)[source]

	




	
class system.macho.struct_build_tool_version(data='', offset=0)[source]

	




	
class system.macho.struct_relocation_info(data='', offset=0)[source]

	




	
class system.macho.struct_indirect_entry(data='', offset=0)[source]

	






	
class system.raw.RawExec(p, cpu=None)[source]

	




system/utils.py

The system utils module implements various binary file format like
Intel HEX or Motorola SREC, commonly used for programming MCU, EEPROMs, etc.


	
exception system.utils.FormatError(message)[source]

	




	
class system.utils.HEX(f, offset=0)[source]

	




	
class system.utils.SREC(f, offset=0)[source]

	









          

      

      

    

  

    
      
          
            
  
The static analysis package





          

      

      

    

  

    
      
          
            
  
The user interface package

The amoco user interface is meant to display informations about a binary
in a much more useful way than what can be shown on a simple terminal.
Ideally, we want to allow rich graphic display without losing the
ability to develop programs that access all parts of the framework API.

One approach is to have a GUI application that has the ability to run
“scripts” when required, either loaded from a file or from a dedicated
GUI widget that provides interactive input/output from/to the user.

Running the framework inside a graphical user interface
is to limit possible actions to a very small set of predefined
operations.





          

      

      

    

  

    
      
          
            
  
code.py

This module defines classes that represent assembly instructions blocks,
functions, and calls to external functions. In amoco, such objects are
found as node.data in nodes of a cfg.graph. As such,they
all provide a common API with:



	address to identify and locate the object in memory


	support to get the address range of the object


	view to display the object








	
class code.block(instrlist)[source]

	A block instance holds a sequence of instructions.


	Parameters

	instr (list [https://docs.python.org/3/library/stdtypes.html#list][instruction]) – the sequence of continuous (ordered) instructions






	
instr

	the list of instructions of the block.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list]










	
view

	holds the ui.views object used to display the block.


	Type

	blockView










	
length

	the byte length of the block instructions sequence.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
support

	the memory footprint of the block


	Type

	tuple [https://docs.python.org/3/library/stdtypes.html#tuple]










	
address

	the address of the first instruction in the block.


	Type

	address (cst)










	
cut(address)[source]

	cutting the block at given address will remove instructions after this address,
(which needs to be aligned with instructions boundaries.) The effect is thus to
reduce the block size.


	Parameters

	address (cst) – the address where the cut occurs.



	Returns

	the number of instructions removed from the block.



	Return type

	int [https://docs.python.org/3/library/functions.html#int]










	
raw()[source]

	returns the raw bytestring of the block instructions.










	
class code.func(g=None)[source]

	A graph of blocks that represents a function’s Control-Flow-Graph (CFG).


	Parameters

	g (graph_core) – the connected graph component of nodes.






	
cfg

	the graph_core CFG of the function
(see cfg.)


	Type

	graph_core










	
blocks

	the list of blocks in the CFG


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list][block]










	
support

	the memory footprint of the function


	Type

	tuple [https://docs.python.org/3/library/stdtypes.html#tuple]










	
blocks

	the list of blocks within the function.


	Type

	blocks (list [https://docs.python.org/3/library/stdtypes.html#list])














	
class code.tag[source]

	defines keys as class attributes, used in misc attributes to
indicate various relevant properties of blocks within functions.


	
classmethod list()[source]

	get the list of all defined keys






	
classmethod sig(name)[source]

	symbols for tag keys used to compute the block’s signature













          

      

      

    

  

    
      
          
            
  
cfg.py

This module provides elements to define control flow graphs (CFG).
It is based essentially on classes provided by the grandalf [https://grandalf.readthedocs.io/] package.


	
class cfg.node(acode)[source]

	A node is a graph vertex that embeds a code object.
It extends the Vertex class in order to compare
nodes by their data blocks rather than their id.


	Parameters

	acode – an instance of block, func or xfunc.






	
data

	the reference to the acode argument above.






	
e

	inherited from grandalf [https://grandalf.readthedocs.io/], the list of edges with this
node. In amoco, edges and vertices are called links and nodes.


	Type

	list [https://docs.python.org/3/library/stdtypes.html#list][link]










	
c

	reference to the connected component that contains this
node.


	Type

	graph_core










	
view

	the block or func view object associated with our data.






	
map

	the map object associated with out data.


	Type

	mapper










	
cut(address)[source]

	reduce the block size up to given address if data is block.






	
deg()

	returns the degree of this node (number of its links).






	
N(dir=0)

	provides a list of neighbor nodes, all if dir parameter is 0,
parent nodes if dir<0, children nodes if dir>0.






	
e_dir(dir=0)

	provides a list of links, all if dir parameter is 0,
incoming links if dir<0, outgoing links if dir>0.






	
e_in()

	a shortcut for e_dir(-1).






	
e_out()

	a shortcut for e_dir(+1).






	
e_with(v)

	provides a link to or from v. Should be used with caution: if there is
several links between current node and v this method gives the first one
listed only, independently of the direction.






	
e_to(v)

	provides the link from current node to node v.






	
e_from(v)

	provides the link to current node from node v.






	
view

	view property of the node’s code object.


	Type

	view














	
class cfg.link(x, y, w=1, data=None, connect=False)[source]

	A directed edge between two nodes. It extends Edge
class in order to compare edges based on their data rather than id.


	Parameters

	
	x (node) – the source node.


	y (node) – the destination node.


	w (int [https://docs.python.org/3/library/functions.html#int]) – an optional weight value, default 1.


	data – a list of conditional expressions associated with the link.


	connect – a flag to indicate that a new node should be automatically
added to the connected component of its parent/child if it
is defined (default False).









	
name

	the name property returns the string composed of source and
destination node’s addresses.






	
deg

	1 if source and destination are the same node, 0 otherwise.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
v

	inherited from grandalf [https://grandalf.readthedocs.io/], the 2-tuple (source,dest)
nodes of the link.


	Type

	tuple [https://docs.python.org/3/library/stdtypes.html#tuple][node]










	
feedback

	a flag indicating that this link is involved in a loop,
used internally by grandalf [https://grandalf.readthedocs.io/] layout algorithm.






	
attach()

	add current link to its node.e attribute list.






	
detach()

	remove current link from its node.e attribute list.










	
class cfg.graph(*args, **kargs)[source]

	a <grandalf:Graph> that represents a set of functions as its
individual connected components.


	Parameters

	
	V (iterable[node]) – the set of (possibly detached) nodes.


	E (iterable[link]) – the set of links of this graph.









	
C

	the list of graph_core connected
components of the graph.






	
support

	the abstract memory zone
holding all nodes contained in this graph.


	Type

	MemoryZone










	
overlay

	defaults to None, another instance of MemoryZone
with nodes of the graph that overlap other nodes already mapped
in support.






	
get_by_name(name)[source]

	get the node with the given name (as string).






	
get_with_address(vaddr)[source]

	get the node that contains the given vaddr
cst expression.






	
add_vertex(v[, support=None])[source]

	add node v to the graph and declare
node support in the default MemoryZone or the overlay zone if
provided as support argument. This method deals with a node v
that cuts or swallows a previously added node.






	
remove_vertex(v)

	remove node v from the graph.






	
add_edge(e)

	add link to the graph as well as possible new nodes.






	
remove_edge(e)

	remove the provided link.






	
get_vertices_count()

	a synonym for order().






	
V()

	generator of all nodes of the graph.






	
E()

	generator of all links of the graph.






	
N(v, f_io=0)

	returns the neighbors of node v in direction f_io.






	
path(x, y, f_io=0, hook=None)

	




	
order()

	number of nodes in the graph.






	
norm()

	number of links in the graph.






	
deg_min()

	minimum degree of nodes.






	
deg_max()

	maximum degree of nodes.






	
deg_avg()

	average degree of nodes.






	
eps()

	ratio of links over nodes (norm/order).






	
connected()

	boolean flag indicating that the graph as
only one connected component.






	
components()

	synonym for attribute C.













          

      

      

    

  

    
      
          
            
  
db.py

This module implements all amoco’s database facilities using the
sqlalchemy [http://www.sqlalchemy.org/] package, allowing to store many analysis results and
pickled objects.


	
db.createdb(url=None)[source]

	creates the database engine and bind it to the scoped Session class.
The database URL (see config.py) is opened and the
schema is created if necessary. The default URL uses sqlite dialect and
opens a temporary file for storage.









          

      

      

    

  

    
      
          
            
  
config.py

This module defines the default amoco configuration
and loads any user-defined configuration file. It is based on the traitlets package.


	
config.conf

	holds in a Config object based on Configurable traitlets,
various parameters mostly related to how outputs should be formatted.

The defined configurable sections are:


	‘Code’ which deals with how basic blocks are printed, with options:



	‘helper’ will use codeblock helper functions to pretty print code if True (default)


	‘header’ will show a dashed header line including the address of the block if True (default)


	‘footer’ will show a dashed footer line if True


	‘segment’ will show memory section/segment name in codeblock view if True (default)


	‘bytecode’ will show the hex encoded bytecode string of every instruction if True (default)


	‘padding’ will add the specified amount of blank chars to between address/bytecode/instruction (default 4).


	‘hist’ number of instruction’s history shown in emulator view (default 3).









	‘Cas’ which deals with parameters of the algebra system:



	‘noaliasing’ will assume that mapper’s memory pointers are not aliased if True (default)


	‘complexity’ threshold for expressions (default 100). See cas.expressions for details.


	‘memtrace’ store memory writes as mapper items if True (default).


	‘unicode’ will use math unicode symbols for expressions operators if True (default False).









	‘DB’ which deals with database backend options:



	‘url’ allows to define the dialect and/or location of the database (default to sqlite)


	‘log’ indicates that database logging should be redirected to the amoco logging handlers









	‘Log’ which deals with logging options:



	‘level’ one of ‘ERROR’ (default), ‘VERBOSE’, ‘INFO’, ‘WARNING’ or ‘DEBUG’ from less to more verbose,


	‘tempfile’ to also save DEBUG logs in a temporary file if True (default is False),


	‘filename’ to also save DEBUG logs using this filename.









	‘UI’ which deals with some user-interface pretty-printing options:



	‘formatter’ one of ‘Null’ (default), ‘Terminal’, “Terminal256’, ‘TerminalDark’, ‘TerminalLight’, ‘Html’


	‘graphics’ one of ‘term’ (default), ‘qt’ or ‘gtk’


	‘console’ one of ‘python’ (default), or ‘ipython’


	‘unicode’ will use unicode symbols for drawing lines and icons if True









	‘Server’ which deals with amoco’s server parameters:



	‘wbsz’ sets the size of the server’s internal shared memory buffer with spawned commands


	‘timeout’ sets the servers’s internal timeout for the connection with spawned commands









	‘Emu’ which deals with amoco’s emulator parameters:



	‘hist’ defines the size of the emulator’s instructions’ history list (defaults to 100.)


	‘stacksize’ defines the size in bytes of the emulator’s frame view that displays the stack.









	‘Arch’ which allows to configure assembly format parameters:



	‘assemble’ (unused)


	‘format_x86’ one of ‘Intel’ (default), ‘ATT’


	‘format_x64’ one of ‘Intel’ (default), ‘ATT’












	Type

	Config










	
class config.DB(**kwargs)[source]

	Configurable parameters related to the database.


	
url

	defaults to sqlite:// (in-memory database).


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
log

	If True, merges database’s logs into amoco loggers.


	Type

	Bool














	
class config.Code(**kwargs)[source]

	Configurable parameters related to assembly blocks (code.block).


	
helper

	use block helpers if True.


	Type

	Bool










	
header

	display block header dash-line with its name if True.


	Type

	Bool










	
footer

	display block footer dash-line if True.


	Type

	Bool










	
segment

	display memory section/segment name if True.


	Type

	Bool










	
bytecode

	display instructions’ bytes.


	Type

	Bool










	
padding

	add space-padding bytes to bytecode (default=4).


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
hist

	number of history instructions to show in
emulator’s code frame view.


	Type

	int [https://docs.python.org/3/library/functions.html#int]














	
class config.Cas(**kwargs)[source]

	Configurable parameters related to the Computer Algebra System (expressions).


	
complexity

	limit expressions complexity to given value. Defaults
to 10000, a relatively high value that keeps precision
but can lead to very large expressions.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
unicode

	use unicode character for expressions’ operators if True.


	Type

	Bool










	
noaliasing

	If True (default), then assume that symbolic memory
expressions (pointers) are never aliased.


	Type

	Bool










	
memtrace

	keep memory writes in mapper in addition to MemoryMap (default).


	Type

	Bool














	
class config.Log(**kwargs)[source]

	Configurable parameters related to logging.


	
level

	terminal logging level (defaults to ‘INFO’.)


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
filename

	if not “” (default), a filename receiving VERBOSE logs.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
tempfile

	log at VERBOSE level to a temporary tmp/ file if True.


	Type

	Bool










Note

observers for Log traits are defined in the amoco.logger module
(to avoid module cyclic imports.)








	
class config.UI(**kwargs)[source]

	Configurable parameters related to User Interface(s).


	
formatter

	pygments formatter for pretty printing. Defaults to Null,
but recommended to be set to ‘Terminal256’ if pygments
package is installed.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
graphics

	rendering backend. Currently only ‘term’ is supported.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
console

	default python console, either ‘python’ (default) or ‘ipython’.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
completekey

	client key for command completion (Tab).


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
cli

	client frontend. Currently only ‘cmdcli’ is supported.


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]














	
class config.Server(**kwargs)[source]

	Configurable parameters related to the Server mode.


	
wbsz

	size of the shared buffer between server and its command threads.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
timeout

	timeout for the servers’ command threads.


	Type

	int [https://docs.python.org/3/library/functions.html#int]














	
class config.Arch(**kwargs)[source]

	Configurable parameters related to CPU architectures.


	
assemble

	unused yet.


	Type

	Bool










	
format_x86

	select disassembly flavor: Intel (default) vs. AT&T (att).


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
format_x64

	select disassembly flavor: Intel (default) vs. AT&T (att).


	Type

	str [https://docs.python.org/3/library/stdtypes.html#str]














	
class config.Emu(**kwargs)[source]

	Configurable parameters related to the amoco.emu module.


	
hist

	size of the emulated instruction history list (defaults to 100.)


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
stacksize

	max-size of the stack frame displayed by the emulator (defaults to 256.)


	Type

	int [https://docs.python.org/3/library/functions.html#int]














	
class config.System(**kwargs)[source]

	Configurable parameters related to the system sub-package.


	
pagesize

	provides the default memory page size in bytes.


	Type

	int [https://docs.python.org/3/library/functions.html#int]










	
aslr

	simulates ASLR if True. (not supported yet.)


	Type

	Bool










	
nx

	unused.


	Type

	Bool














	
class config.Config(f=None)[source]

	A Config instance takes an optional filename argument or
looks for .amoco/config or .amocorc files to
load a traitlets.config.PyFileConfigLoader used to adjust
UI, DB, Code, Arch, Log, Cas, System, and Server parameters.


Note

The Config object supports a print() method to display
the entire configuration.











          

      

      

    

  

    
      
          
            
  
logger.py

This module defines amoco logging facilities.
The Log class inherits from a standard logging.Logger [https://docs.python.org/3/library/logging.html#logging.Logger],
with minor additional features like a 'VERBOSE' level introduced between
'INFO' and 'DEBUG'
levels, and a progress method that can be useful for time consuming activities.
See below for details.

Most amoco modules start by creating their local logger object used to
provide various feedback.
Users can thus focus on messages from selected amoco modules by adjusting their
level independently, or use the set_quiet(), set_debug() or
set_log_all(level) functions to adjust all loggers at once.

Examples

Setting the mapper module to 'VERBOSE' level:

In [1]: import amoco
In [2]: amoco.cas.mapper.logger.setlevel('VERBOSE')





Setting all modules loggers to 'ERROR' level:

In [2]: amoco.logger.set_quiet()





Note:
All loggers can be configured to log both to stderr with selected level
and to a unique temporary file with 'DEBUG' level. See configuration.


	
class logger.Log(name, handler=<StreamHandler <stderr> (NOTSET)>)[source]

	This class is intended to allow amoco activities to be logged
simultaneously to the stderr output with an adjusted level and to
a temporary file with full verbosity.

All instanciated Log objects are tracked by the Log class attribute
Log.loggers which maps their names with associated instances.

The recommended way to create a Log object is to add, near the begining
of amoco modules:

from amoco.logger import Log
logger = Log(__name__)






	
setLevel(lvl)[source]

	Set the logging level of this logger.  level must be an int or a str.










	
logger.set_quiet()[source]

	set all loggers to 'ERROR' level






	
logger.set_debug()[source]

	set all loggers to 'DEBUG' level






	
logger.set_log_all(level)[source]

	set all loggers to specified level


	Parameters

	level (int [https://docs.python.org/3/library/functions.html#int]) – level value as an integer.










	
logger.reset_log_file(filename, level=10)[source]

	set DEBUG log file for all loggers.


	Parameters

	filename (str [https://docs.python.org/3/library/stdtypes.html#str]) – filename for the FileHandler added
to all amoco loggers
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  Source code for cfg

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2006-2011 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
cfg.py
======

This module provides elements to define *control flow graphs* (CFG).
It is based essentially on classes provided by the `grandalf`_ package.

.. _grandalf: https://grandalf.readthedocs.io/

"""

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from grandalf.graphs import Vertex, Edge, Graph
from amoco.cas.mapper import mapper
from amoco.system.memory import MemoryZone
from collections import defaultdict
from amoco.code import _code_misc_default

# ------------------------------------------------------------------------------
[docs]class node(Vertex):
    """A node is a graph vertex that embeds a :mod:`code` object.
    It extends the :ref:`Vertex <grandalf:Vertex>` class in order to compare
    nodes by their data blocks rather than their id.

    Args:
        acode : an instance of :class:`block`, :class:`func` or :class:`xfunc`.

    Attributes:
        data : the reference to the ``acode`` argument above.
        e (list[link]): inherited from `grandalf`_, the list of edges with this
            node. In amoco, edges and vertices are called links and nodes.
        c (graph_core): reference to the connected component that contains this
            node.
        view: the block or func view object associated with our data.
        map(mapper): the map object associated with out data.

    Methods:
        cut(address): reduce the block size up to given address if data is block.
        deg(): returns the *degree* of this node (number of its links).

        N(dir=0): provides a list of *neighbor* nodes, all if *dir* parameter is 0,
            parent nodes if *dir<0*, children nodes if *dir>0*.

        e_dir(dir=0): provides a list of *links*, all if *dir* parameter is 0,
            incoming links if *dir<0*, outgoing links if *dir>0*.

        e_in(): a shortcut for ``e_dir(-1)``.

        e_out(): a shortcut for ``e_dir(+1)``.

        e_with(v): provides a *link* to or from v. Should be used with caution: if there is
            several links between current node and v this method gives the first one
            listed only, independently of the direction.

        e_to(v): provides the *link* from current node to node v.

        e_from(v): provides the *link* to current node from node v.

    """

    def __init__(self, acode):
        super().__init__(data=acode)
        pre = "blck_" if acode._is_block else "func_"
        self.name = "{}{}".format(pre, str(self.data.address))
        self._map = None
        self.misc = defaultdict(_code_misc_default)

    @property
    def view(self):
        """view : view property of the node's code object.
        """
        return self.data.view

    @property
    def map(self):
        if self._map:
            return self._map
        else:
            if self.data._is_block:
                self._map = mapper(self.data.instr)
            return self._map

[docs]    def cut(self, address):
        if self.data._is_block:
            nl = self.data.cut(address)
            self._map = None
            return nl


    def __repr__(self):
        return "<%s [%s] at 0x%x>" % (self.__class__.__name__, self.name, id(self))

    def __cmp__(self, n):
        return cmp(hash(self.data), hash(n.data))

    def __hash__(self):
        return id(self)

    def __len__(self):
        return self.data.length

    def __eq__(self, n):
        return hash(self) == hash(n)

    def __lt__(self, n):
        return hash(self) < hash(n)

    def __getitem__(self, i):
        res = node(self.data.__getitem__(i))
        return res

    def __getstate__(self):
        return (self.index, self.data, self.name)

    def __setstate__(self, state):
        self.__index, self.data, self.name = state
        self._map = None
        self.c = None
        self.e = []



# ------------------------------------------------------------------------------
[docs]class link(Edge):
    """A directed edge between two nodes. It extends :ref:`Edge <grandalf:Edge>`
    class in order to compare edges based on their data rather than id.

    Args:
        x (node) : the source node.
        y (node) : the destination node.
        w (int)  : an optional weight value, default 1.
        data     : a list of conditional expressions associated with the link.
        connect  : a flag to indicate that a new node should be automatically
                   added to the connected component of its parent/child if it
                   is defined (default False).

    Attributes:
        name : the name property returns the string composed of source and
               destination node's *addresses*.
        deg (int): 1 if source and destination are the same node, 0 otherwise.
        v (tuple[node]): inherited from `grandalf`_, the 2-tuple (source,dest)
            nodes of the link.
        feedback: a flag indicating that this link is involved in a loop,
                  used internally by `grandalf`_ layout algorithm.

    Methods:
        attach(): add current link to its :attr:`node.e` attribute list.

        detach(): remove current link from its :attr:`node.e` attribute list.

    """

    def __str__(self):
        n0 = self.v[0].name
        n1 = self.v[1].name
        c = "?" if self.data else "-"
        return "%s -%s-> %s" % (n0, c, n1)

    def __repr__(self):
        return "<%s [%s] at 0x%x>" % (self.__class__.__name__, self.name, id(self))

    @property
    def name(self):
        n0 = self.v[0].name
        n1 = self.v[1].name
        return "%s -> %s" % (n0, n1)

    def __cmp__(self, e):
        return cmp(hash(self), hash(e))

    def __eq__(self, e):
        return hash(self) == hash(e)

    def __lt__(self, e):
        return hash(self) < hash(e)

    def __hash__(self):
        return hash(self.name)

    def __getstate__(self):
        xi, yi = (self.v[0].index, self.v[1].index)
        return (xi, yi, self.w, self.data, self.feedback)

    def __setstate__(self, state):
        xi, yi, self.w, self.data, self.feedback = state
        self._v = [xi, yi]
        self.deg = 0 if xi == yi else 1



# ------------------------------------------------------------------------------
[docs]class graph(Graph):
    """a :ref:`<grandalf:Graph>` that represents a set of functions as its
    individual connected components.

    Args:
        V (iterable[node]) : the set of (possibly detached) nodes.
        E (iterable[link]) : the set of links of this graph.

    Attributes:
        C : the list of :class:`graph_core <grandalf:graph_core>` connected
            components of the graph.
        support (:class:`~system.core.MemoryZone`): the abstract memory zone
            holding all nodes contained in this graph.
        overlay : defaults to None, another instance of MemoryZone
            with nodes of the graph that overlap other nodes already mapped
            in :attr:`support`.

    Methods:
        get_by_name(name): get the node with the given name (as string).

        get_with_address(vaddr): get the node that contains the given *vaddr*
            :class:`~cas.expressions.cst` expression.

        add_vertex(v,[support=None]): add node v to the graph and declare
            node support in the default MemoryZone or the overlay zone if
            provided as support argument. This method deals with a node v
            that cuts or swallows a previously added node.

        remove_vertex(v): remove node v from the graph.

        add_edge(e): add link to the graph as well as possible new nodes.

        remove_edge(e): remove the provided link.

        get_vertices_count(): a synonym for :meth:`order`.

        V(): generator of all nodes of the graph.

        E(): generator of all links of the graph.

        N(v,f_io=0): returns the neighbors of node v in direction f_io.

        path(x,y,f_io=0,hook=None):

        order(): number of nodes in the graph.

        norm(): number of links in the graph.

        deg_min(): minimum degree of nodes.

        deg_max(): maximum degree of nodes.

        deg_avg(): average degree of nodes.

        eps(): ratio of links over nodes (norm/order).

        connected(): boolean flag indicating that the graph as
            only one connected component.

        components(): synonym for attribute :attr:`C`.

    """

    def __init__(self, *args, **kargs):
        self.support = MemoryZone()
        self.overlay = None
        super(graph, self).__init__(*args, **kargs)

    def __cut_add_vertex(self, v, mz, vaddr, mo):
        oldnode = mo.data.val
        if oldnode == v:
            return oldnode
        # so v cuts an existing block:
        # if vaddr matches an oldblock instr, cut it:
        cutdone = oldnode.cut(vaddr)
        if not cutdone:
            if mz is self.overlay:
                logger.warning("double overlay block at %s" % vaddr)
                v = super(graph, self).add_vertex(v)
                v.misc["double-overlay"] = 1
                return v
            overlay = self.overlay or MemoryZone()
            return self.add_vertex(v, support=overlay)
        else:
            oldnode.misc["cut"] = cutdone
            v = super(graph, self).add_vertex(v)  # ! avoid recursion for add_edge
            mz.write(vaddr, v)
            self.add_edge(link(oldnode, v))
            for n in oldnode.N(+1):
                self.add_edge(link(v, n))
                self.remove_edge(oldnode.e_to(n))
            return v

[docs]    def add_vertex(self, v, support=None):
        if v.data._is_func:
            return super(graph, self).add_vertex(v)
        # insert block:
        vaddr = v.data.address
        if support is None:
            support = self.support
        else:
            logger.verbose("add overlay block at %s" % vaddr)
            self.overlay = support
        i = support.locate(vaddr)
        # check if block intersects others:
        if i is not None:
            mo = support._map[i]
            if vaddr in mo:
                return self.__cut_add_vertex(v, support, vaddr, mo)
            else:  # v does not cut an existing block,
                try:  # but may swallow next one...
                    nextmo = support._map[i + 1]
                except IndexError:
                    # no more nodes here so back to default case:
                    pass
                else:
                    nextnode = nextmo.data.val
                    if vaddr + len(v) > nextnode.data.address:
                        # nextnode is inside v...
                        # try to cut v at nextnode bound:
                        cutdone = v.cut(nextnode.data.address)
                        if not cutdone:
                            # nextnode address does not match an instruction in v...
                            # thats an overlay:
                            if support is self.overlay:
                                # we already are in overlay...
                                logger.warning("double overlay block at %s" % vaddr)
                                v = super(graph, self).add_vertex(v)
                                v.misc["double-overlay"] = 1
                                return v
                            support = self.overlay or MemoryZone()
        v = super(graph, self).add_vertex(v)  # before support write !!
        support.write(vaddr, v)
        return v


[docs]    def get_by_name(self, name):
        for v in self.V():
            if v.name == name:
                return v
        return None


[docs]    def get_with_address(self, vaddr):
        i = self.support.locate(vaddr)
        if i is not None:
            mo = self.support._map[i]
            if vaddr in mo:
                return mo.data.val
        return None


    def to_dot(self, name=None, full=True):
        dot = "digraph G {\n"
        dot += "    graph [orientation=landscape, labeljust=left];\n"
        dot += "    node [shape=box,fontname=monospace,fontsize=8];\n"
        if name:
            g = self.get_by_name(name).c
        else:
            g = self
        for v in g.V():
            txt = "%s" % v.data if full else "%s [%d]" % (v.name, len(v.data.instr))
            dot += '    "%s" [label="%s"];\n' % (id(v), txt)
        for e in g.E():
            dot += '    "%s" -> "%s"' % (id(e.v[0]), id(e.v[1]))
            dot += " [style=bold];\n" if e.feedback else ";\n"
        dot += "}\n"
        return dot





          

      

      

    

  

    
      
          
            
  Source code for code

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2006-2011 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
code.py
=======

This module defines classes that represent assembly instructions blocks,
functions, and calls to *external* functions. In amoco, such objects are
found as :attr:`node.data` in nodes of a :class:`cfg.graph`. As such,they
all provide a common API with:

    * ``address`` to identify and locate the object in memory
    * ``support`` to get the address range of the object
    * ``view`` to display the object

"""

from heapq import heappush

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from amoco.ui.views import blockView, funcView

# -------------------------------------------------------------------------------
class acode(object):
    _is_block = False
    _is_func = False

    def cut(self, address):
        raise ValueError(address)


[docs]class block(acode):
    """A block instance holds a sequence of instructions.

    Args:
        instr (list[instruction]): the sequence of continuous (ordered) instructions

    Attributes:
        instr (list): the list of instructions of the block.
        view (:class:`blockView`): holds the :mod:`ui.views` object used to display the block.
        length (int): the byte length of the block instructions sequence.
        support (tuple): the memory footprint of the block
    """

    _is_block = True
    __slots__ = ["instr", "view"]

    def __init__(self, instrlist):
        self.instr = instrlist
        self.view = blockView(self)

    @property
    def address(self):
        """address (:class:`cst`): the address of the first instruction in the block.
        """
        try:
            return self.instr[0].address
        except IndexError:
            return None

    @property
    def length(self):
        return sum([i.length for i in self.instr], 0)

    def __len__(self):
        return self.length

    # @property
    # def cfi(self):
    #    ii = self.instr
    #    TODO

    @property
    def support(self):
        if len(self.instr) > 0:
            return (self.address, self.address + self.length)
        else:
            return (None, None)

    def __getitem__(self, i):
        """block objects support slicing from given start/stop addresses

           Args:
               i (slice): start and stop address *within* the block. The
                          values must match addresses of instructions otherwise
                          a :exc:`ValueError` exception is raised.

           Returns:
               block: a new block with selected instructions.
        """
        sta, sto, stp = i.indices(self.length)
        assert stp == 1
        pos = [0]
        for i in self.instr:
            pos.append(pos[-1] + i.length)
        try:
            ista = pos.index(sta)
            isto = pos.index(sto)
        except ValueError:
            logger.warning(
                "can't slice block: indices must match instruction boudaries"
            )
            return None
        I = self.instr[ista:isto]
        if len(I) > 0:
            return block(self.instr[ista:isto])

[docs]    def cut(self, address):
        """cutting the block at given address will remove instructions after this address,
        (which needs to be aligned with instructions boundaries.) The effect is thus to
        reduce the block size.

        Args:
            address (cst): the address where the cut occurs.

        Returns:
            int: the number of instructions removed from the block.
        """
        I = [i.address for i in self.instr]
        try:
            pos = I.index(address)
        except ValueError:
            logger.warning(
                "invalid attempt to cut block @%s at %s" % (self.address, address)
            )
            return 0
        else:
            self.instr = self.instr[:pos]
            nl = len(I) - pos
            return nl


    def __str__(self):
        T = self.view._vltable(formatter="Null")
        return "\n".join([r.show(raw=True, **T.rowparams) for r in T.rows])

    def __repr__(self):
        sta, sto = self.support
        nbi = len(self.instr)
        return "<{} object ({}-{}) with {} instructions>".format(
            self.__class__.__name__, sta, sto, nbi
        )

[docs]    def raw(self):
        """returns the *raw* bytestring of the block instructions.
       """
        return b"".join([i.bytes for i in self.instr])


    def __cmp__(self, b):
        return cmp(self.raw(), b.raw())

    def __eq__(self, b):
        return self.raw() == b.raw()

    def __hash__(self):
        return hash(self.address.value)

    def __getstate__(self):
        return self.instr

    def __setstate__(self, state):
        self.instr = state
        self.view = blockView(self)



# ------------------------------------------------------------------------------
[docs]class func(acode):
    """A graph of blocks that represents a function's Control-Flow-Graph (CFG).

    Args:
        g (graph_core): the connected graph component of nodes.

    Attributes:
        cfg (graph_core): the :class:`graph_core` CFG of the function
                          (see :mod:`cfg`.)
        blocks (list[block]): the list of blocks in the CFG
        support (tuple): the memory footprint of the function
    """

    _is_func = True
    __slots__ = ["cfg", "view"]

    # the init of a func takes a core_graph and creates a map of it:
    def __init__(self, g=None):
        self.cfg = g
        if self.cfg:
            roots = self.cfg.roots()
            if len(roots) > 1:
                raise ValueError("multiple roots node in CFG")
            self.view = funcView(self)

    @property
    def address(self):
        root = self.cfg.roots()[0]
        return root.data.address

    @property
    def blocks(self):
        """blocks (list): the list of blocks within the function.
        """
        return sorted(
            filter(lambda x: x._is_block, [n.data for n in self.cfg.sV]),
            key=lambda x: x.address,
        )

    @property
    def support(self):
        smin = self.address
        smax = max((b.address + b.length for b in self.blocks))
        return (smin, smax)

    def __str__(self):
        return "%s{%d}" % (self.address, len(self.blocks))

    def __getstate__(self):
        return self.cfg

    def __setstate__(self, state):
        self.cfg = state
        self.view = funcView(self)



# ------------------------------------------------------------------------------


[docs]class tag:
    """defines keys as class attributes, used in :attr:`misc` attributes to
    indicate various relevant properties of blocks within functions.
    """

    FUNC_START = "func_start"
    FUNC_END = "func_end"
    FUNC_STACK = "func_stack"
    FUNC_UNSTACK = "func_unstack"
    FUNC_CALL = "func_call"
    FUNC_GOTO = "func_goto"
    FUNC_ARG = "func_arg"
    FUNC_VAR = "func_var"
    FUNC_IN = "func_in"
    FUNC_OUT = "func_out"
    LOOP_START = "loop_start"
    LOOP_END = "loop_end"
    LOOP_COND = "loop_cond"

[docs]    @classmethod
    def list(cls):
        """get the list of all defined keys
        """
        return filter(lambda kv: kv[0].startswith("FUNC_"), cls.__dict__.items())


[docs]    @classmethod
    def sig(cls, name):
        """symbols for tag keys used to compute the block's signature
        """
        return {
            "cond": "?",
            "func": "F",
            cls.FUNC_START: "e",
            cls.FUNC_END: "r",
            cls.FUNC_STACK: "+",
            cls.FUNC_UNSTACK: "-",
            cls.FUNC_CALL: "c",
            cls.FUNC_GOTO: "j",
            cls.FUNC_ARG: "a",
            cls.FUNC_VAR: "v",
            cls.FUNC_IN: "i",
            cls.FUNC_OUT: "o",
            cls.LOOP_START: "l",
        }.get(name, "")




def _code_misc_default():
    return 0




          

      

      

    

  

    
      
          
            
  Source code for config

# -*- coding: utf-8 -*-
"""
config.py
=========

This module defines the default amoco configuration
and loads any user-defined configuration file. It is based on the traitlets package.

Attributes:
    conf (Config): holds in a Config object based on Configurable traitlets,
        various parameters mostly related to how outputs should be formatted.

        The defined configurable sections are:

        - 'Code' which deals with how basic blocks are printed, with options:

            - 'helper' will use codeblock helper functions to pretty print code if True (default)
            - 'header' will show a dashed header line including the address of the block if True (default)
            - 'footer' will show a dashed footer line if True
            - 'segment' will show memory section/segment name in codeblock view if True (default)
            - 'bytecode' will show the hex encoded bytecode string of every instruction if True (default)
            - 'padding' will add the specified amount of blank chars to between address/bytecode/instruction (default 4).
            - 'hist' number of instruction's history shown in emulator view (default 3).

        - 'Cas' which deals with parameters of the algebra system:

            - 'noaliasing' will assume that mapper's memory pointers are not aliased if True (default)
            - 'complexity' threshold for expressions (default 100). See `cas.expressions` for details.
            - 'memtrace' store memory writes as mapper items if True (default).
            - 'unicode' will use math unicode symbols for expressions operators if True (default False).

        - 'DB' which deals with database backend options:

            - 'url' allows to define the dialect and/or location of the database (default to sqlite)
            - 'log' indicates that database logging should be redirected to the amoco logging handlers

        - 'Log' which deals with logging options:

            - 'level' one of 'ERROR' (default), 'VERBOSE', 'INFO', 'WARNING' or 'DEBUG' from less to more verbose,
            - 'tempfile' to also save DEBUG logs in a temporary file if True (default is False),
            - 'filename' to also save DEBUG logs using this filename.

        - 'UI' which deals with some user-interface pretty-printing options:

            - 'formatter' one of 'Null' (default), 'Terminal', "Terminal256', 'TerminalDark', 'TerminalLight', 'Html'
            - 'graphics' one of 'term' (default), 'qt' or 'gtk'
            - 'console' one of 'python' (default), or 'ipython'
            - 'unicode' will use unicode symbols for drawing lines and icons if True

        - 'Server' which deals with amoco's server parameters:

            - 'wbsz' sets the size of the server's internal shared memory buffer with spawned commands
            - 'timeout' sets the servers's internal timeout for the connection with spawned commands

        - 'Emu' which deals with amoco's emulator parameters:

            - 'hist' defines the size of the emulator's instructions' history list (defaults to 100.)
            - 'stacksize' defines the size in bytes of the emulator's frame view that displays the stack.

        - 'Arch' which allows to configure assembly format parameters:

            - 'assemble' (unused)
            - 'format_x86' one of 'Intel' (default), 'ATT'
            - 'format_x64' one of 'Intel' (default), 'ATT'
"""


import os
from traitlets.config import Configurable,PyFileConfigLoader
from traitlets import Integer, Unicode, Bool, observe

# -----------------------


[docs]class DB(Configurable):
    """
    Configurable parameters related to the database.

    Attributes:
        url (str): defaults to sqlite:// (in-memory database).
        log (Bool): If True, merges database's logs into amoco loggers.
    """
    url = Unicode("sqlite://", config=True)
    log = Bool(False, config=True)



[docs]class Code(Configurable):
    """
    Configurable parameters related to assembly blocks (code.block).

    Attributes:
        helper (Bool): use block helpers if True.
        header (Bool): display block header dash-line with its name if True.
        footer (Bool): display block footer dash-line if True.
        segment (Bool): display memory section/segment name if True.
        bytecode (Bool): display instructions' bytes.
        padding (int): add space-padding bytes to bytecode (default=4).
        hist (int): number of history instructions to show in
                    emulator's code frame view.
    """
    helper = Bool(True, config=True)
    header = Bool(True, config=True)
    footer = Bool(True, config=True)
    bytecode = Bool(True, config=True)
    segment = Bool(True, config=True)
    padding = Integer(4, config=True)
    hist = Integer(3, config=True)



[docs]class Cas(Configurable):
    """
    Configurable parameters related to the Computer Algebra System (expressions).

    Attributes:
        complexity (int): limit expressions complexity to given value. Defaults
                          to 10000, a relatively high value that keeps precision
                          but can lead to very large expressions.
        unicode (Bool): use unicode character for expressions' operators if True.
        noaliasing (Bool): If True (default), then assume that symbolic memory
                           expressions (pointers) are **never** aliased.
        memtrace (Bool): keep memory writes in mapper in addition to MemoryMap (default).
    """
    complexity = Integer(10000, config=True)
    unicode = Bool(False, config=True)
    noaliasing = Bool(True, config=True)
    memtrace = Bool(True, config=True)



[docs]class Log(Configurable):
    """
    Configurable parameters related to logging.

    Attributes:
        level (str): terminal logging level (defaults to 'INFO'.)
        filename (str): if not "" (default), a filename receiving VERBOSE logs.
        tempfile (Bool): log at VERBOSE level to a temporary tmp/ file if True.

    Note:
        observers for Log traits are defined in the amoco.logger module
        (to avoid module cyclic imports.)
    """
    level = Unicode("INFO", config=True)
    filename = Unicode("", config=True)
    tempfile = Bool(False, config=True)


[docs]class UI(Configurable):
    """
    Configurable parameters related to User Interface(s).

    Attributes:
        formatter (str): pygments formatter for pretty printing. Defaults to Null,
                         but recommended to be set to 'Terminal256' if pygments
                         package is installed.
        graphics (str):  rendering backend. Currently only 'term' is supported.
        console (str): default python console, either 'python' (default) or 'ipython'.
        completekey (str): client key for command completion (Tab).
        cli (str): client frontend. Currently only 'cmdcli' is supported.
    """
    formatter = Unicode("Null", config=True)
    graphics = Unicode("term", config=True)
    console = Unicode("python", config=True)
    completekey = Unicode("tab", config=True)
    cli = Unicode("cmdcli", config=True)
    unicode = Bool(False, config=True)



[docs]class Server(Configurable):
    """
    Configurable parameters related to the Server mode.

    Attributes:
        wbsz (int): size of the shared buffer between server and its command threads.
        timeout (int): timeout for the servers' command threads.
    """
    wbsz = Integer(0x1000, config=True)
    timeout = Integer(600, config=True)



[docs]class Arch(Configurable):
    """
    Configurable parameters related to CPU architectures.

    Attributes:
        assemble (Bool): unused yet.
        format_x86 (str): select disassembly flavor: Intel (default) vs. AT&T (att).
        format_x64 (str): select disassembly flavor: Intel (default) vs. AT&T (att).
    """
    assemble = Bool(False, config=True)
    format_x86 = Unicode("Intel", config=True)

    @observe("format_x86")
    def _format_x86_changed(self, change):
        from amoco.arch.x86.cpu_x86 import configure

        configure(format=change.new)

    format_x64 = Unicode("Intel", config=True)

    @observe("format_x64")
    def _format_x64_changed(self, change):
        from amoco.arch.x64.cpu_x64 import configure

        configure(format=change.new)



[docs]class Emu(Configurable):
    """
    Configurable parameters related to the amoco.emu module.

    Attributes:
        hist (int): size of the emulated instruction history list (defaults to 100.)
        stacksize (int): max-size of the stack frame displayed by the emulator (defaults to 256.)
    """
    hist = Integer(100, config=True)
    stacksize = Integer(256, config=True)



[docs]class System(Configurable):
    """
    Configurable parameters related to the system sub-package.

    Attributes:
        pagesize (int): provides the default memory page size in bytes.
        aslr (Bool): simulates ASLR if True. (not supported yet.)
        nx (Bool): unused.
    """
    pagesize = Integer(4096, config=True)
    aslr = Bool(False, config=True)
    nx = Bool(False, config=True)



[docs]class Config(object):
    """
    A Config instance takes an optional filename argument or
    looks for .amoco/config or .amocorc files to
    load a traitlets.config.PyFileConfigLoader used to adjust
    UI, DB, Code, Arch, Log, Cas, System, and Server parameters.

    Note:
        The Config object supports a print() method to display
        the entire configuration.
    """
    _locations = [".config/amoco/config", ".amoco/config", ".amocorc"]
    BANNER = "amoco (version 3.0)"

    def __init__(self, f=None):

        if f is not None:
            f = os.path.expanduser(f)
            self._locations = [f]
        for f in self._locations:
            cl = PyFileConfigLoader(filename=f, path=(".", os.getenv("HOME")))
            try:
                c = cl.load_config()
            except Exception:
                c = None
                self.f = None
            else:
                self.f = f
                break
        self.setup(c)

    def load(self,f):
        f = os.path.expanduser(f)
        cl = PyFileConfigLoader(filename=f, path=(".", os.getenv("HOME")))
        self.setup(cl.load_config())

    def setup(self,c=None):
        self.UI = UI(config=c)
        self.DB = DB(config=c)
        self.Code = Code(config=c)
        self.Arch = Arch(config=c)
        self.Log = Log(config=c)
        self.Cas = Cas(config=c)
        self.System = System(config=c)
        self.Emu = Emu(config=c)
        self.Server = Server(config=c)
        self.src = c

    def __str__(self):
        s = []
        mlen = 0
        for c in filter(
            lambda x: isinstance(getattr(self, x), Configurable), dir(self)
        ):
            pfx = "c.%s" % c
            c = getattr(self, c)
            for t in c.trait_names():
                if t in ("config", "parent"):
                    continue
                v = getattr(c, t)
                t = "{}.{}".format(pfx, t)
                mlen = max(mlen, len(t))
                if isinstance(v, str):
                    v = "'%s'" % v
                s.append((t, v))
        return "\n".join(("{:{mlen}} = {}".format(t, v, mlen=mlen) for (t, v) in s))



# define default config:
# -----------------------

conf = Config()

from amoco.logger import Log as _LogClass #lgtm [py/unsafe-cyclic-import]

logger = _LogClass(__name__)
logger.debug("loading module")




          

      

      

    

  

    
      
          
            
  Source code for db

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2016 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
db.py
=====

This module implements all amoco's database facilities using the
`sqlalchemy`_ package, allowing to store many analysis results and
pickled objects.

.. _sqlalchemy: http://www.sqlalchemy.org/

"""

from amoco.config import conf

from amoco.logger import Log, logging

logger = Log(__name__)
logger.debug("loading module")

try:
    import sqlalchemy as sql
    from sqlalchemy import orm
    from sqlalchemy.ext.declarative import declarative_base

    has_sql = True
    Session = orm.scoped_session(orm.sessionmaker())
    Base = declarative_base()
    if conf.DB.log:
        for l in ("sqlalchemy.engine", "sqlalchemy.orm"):
            alog = logging.getLogger(l)
            for h in logger.handlers:
                alog.addHandler(h)
except ImportError:
    logger.warning("package sqlalchemy not found.")
    has_sql = False


[docs]def createdb(url=None):
    """creates the database engine and bind it to the scoped Session class.
    The database URL (see :mod:`config.py`) is opened and the
    schema is created if necessary. The default URL uses *sqlite* dialect and
    opens a temporary file for storage.
    """
    if url is None:
        url = conf.DB.url
    if has_sql:
        logflag = conf.DB.log
        engine = sql.create_engine(
            url,
            echo=logflag,
            echo_pool=logflag,
            logging_name=__name__
        )
        Session.configure(bind=engine)
        Case.metadata.create_all(bind=engine)
        logger.info("SQL Session available")
    else:
        logger.info("no Session defined")
        engine = None
    return engine



if has_sql:

    class Case(Base):
        """
        A Case instance describes the analysis of some binary program.
        It allows to query stored results by date, source, format or
        architecture for example, and provides relations to associated
        functions that have been discovered or saved traces.

        A Case is initialized from an analysis instance.
        """

        __tablename__ = "cases_info"
        id = sql.Column(sql.Integer, primary_key=True)
        date = sql.Column(sql.DateTime)
        name = sql.Column(sql.String)
        source = sql.Column(sql.String)
        binfmt = sql.Column(sql.String)
        arch = sql.Column(sql.String)
        msize = sql.Column(sql.Integer)
        score = sql.Column(sql.Integer, default=0)
        method = sql.Column(sql.String)
        funcs = orm.relationship("FuncData", back_populates="case")
        other = orm.relationship("CfgData", back_populates="case")
        traces = orm.relationship("Trace", back_populates="case")

        def __init__(self, z, name=None):
            from datetime import datetime
            from os.path import basename, splitext

            self.date = datetime.now()
            self.source = z.prog.bin.filename
            self.name = name or splitext(basename(self.source))[0]
            self.binfmt = z.prog.bin.__class__.__name__
            self.arch = z.prog.cpu.__name__
            self.msize = len(z.prog.mmap)
            self.method = z.__class__.__name__
            if z.G.order() > 0:
                self.score = z.score()
                F = z.functions
                for f in F:
                    self.funcs.append(FuncData(f))
                F = [f.cfg for f in F]
                for g in z.G.C:
                    if g not in F:
                        self.other.append(CfgData(obj=g))

        def __repr__(self):
            s = (self.id, self.name, self.binfmt, self.arch, self.method)
            return "<Case #{}: {:<.016} ({},{}) using {}>".format(*s)

    class FuncData(Base):
        """This class holds pickled :class:`~cas.mapper.mapper` and
        :class:`code.func` instances related to a Case, and provides
        relationship with gathered infos about the discovered function.
        """

        __tablename__ = "funcs_data"
        id = sql.Column(sql.Integer, primary_key=True)
        fmap = orm.deferred(sql.Column(sql.PickleType))
        obj = orm.deferred(sql.Column(sql.PickleType))
        case_id = sql.Column(sql.Integer, sql.ForeignKey("cases_info.id"))
        case = orm.relationship("Case", back_populates="funcs")
        info = orm.relationship("FuncInfo", uselist=False, back_populates="data")

        def __init__(self, f):
            self.fmap = f.map
            self.obj = f
            self.info = FuncInfo(f, self)

        def __repr__(self):
            s = (self.id, self.info.name, self.case_id)
            return "<FuncData #{}: {:<.016} of Case #{}>".format(*s)

    class FuncInfo(Base):
        """This class gathers useful informations about a function, allowing
        to query by signature or various characteristics like number of blocks,
        number of args, stack size, byte size, number of instructions, calls,
        or cross-references.
        """

        __tablename__ = "funcs_info"
        id = sql.Column(sql.Integer, sql.ForeignKey("funcs_data.id"), primary_key=True)
        name = sql.Column(sql.String, nullable=False)
        sig = sql.Column(sql.String)
        blocks = sql.Column(sql.Integer)
        argsin = sql.Column(sql.Integer)
        argsout = sql.Column(sql.Integer)
        stksz = sql.Column(sql.Integer)
        vaddr = sql.Column(sql.Integer)
        bsize = sql.Column(sql.Integer)
        nbinst = sql.Column(sql.Integer)
        calls = sql.Column(sql.String)
        xrefs = sql.Column(sql.String)
        data = orm.relationship("FuncData", uselist=False, back_populates="info")
        notes = orm.deferred(sql.Column(sql.Text, default=""))

        def __init__(self, f, data):
            from amoco.cfg import signature

            self.name = f.name
            self.sig = signature(f.cfg)
            self.blocks = f.cfg.order()
            self.argsin = f.misc["func_in"]
            self.argsout = f.misc["func_out"]
            self.stksz = min([0] + [x.a.disp for x in f.misc["func_var"]])
            self.vaddr = str(f.address)
            self.bsize = sum([b.length for b in f.blocks], 0)
            self.nbinst = sum([len(b.instr) for b in f.blocks], 0)
            self.calls = " ".join(
                filter(None, [x.name if hasattr(x, "cfg") else None for x in f.blocks])
            )
            self.xrefs = " ".join(
                [str(x.data.support[1]) for x in f.cfg.sV[0].data.misc["callers"]]
            )

        def __repr__(self):
            s = (self.id, self.name, self.data.id)
            return "<FuncInfo #{}: {:<.016} with FuncData #{}>".format(*s)

    class CfgData(Base):
        """The CfgData class is intented to pickle data that has not yet been
        identified as a function but is part of the recovered :class:graph.
        """

        __tablename__ = "cfgs_data"
        id = sql.Column(sql.Integer, primary_key=True)
        obj = orm.deferred(sql.Column(sql.PickleType))
        case_id = sql.Column(sql.Integer, sql.ForeignKey("cases_info.id"))
        case = orm.relationship("Case", back_populates="other")

        def __repr__(self):
            s = (self.id, self.case_id)
            return "<CfgData #{}: object related to Case #{}>".format(*s)

    class Trace(Base):
        """The Trace class allows to pickle abstract memory states (:class:`mapper` objects)
        obtained from a given input map after executing the binary program from *start* address
        to *stop* address.
        """

        __tablename__ = "traces_data"
        id = sql.Column(sql.Integer, primary_key=True)
        start = sql.Column(sql.Integer)
        stop = sql.Column(sql.Integer)
        mapin = orm.deferred(sql.Column(sql.PickleType))
        mapout = orm.deferred(sql.Column(sql.PickleType))
        case_id = sql.Column(sql.Integer, sql.ForeignKey("cases_info.id"))
        case = orm.relationship("Case", back_populates="traces")

        def __repr__(self):
            s = (self.id, self.start, self.stop, self.case_id)
            return "<Trace #{}: ({}->{}) in Case #{}>".format(*s)

    class StructData(Base):
        """This class holds description of C structures in a format suitable
        for StructFactory(name,fmt).
        """

        __tablename__ = "structs_data"
        id = sql.Column(sql.Integer, primary_key=True)
        name = sql.Column(sql.String, nullable=False)
        sz = sql.Column(sql.Integer)
        fields = sql.Column(sql.String)
        types = sql.Column(sql.String)

        def __init__(self, S):
            self.name = S[0]
            self.sz = len(S[1])
            self.fields = "\n".join(y for (x, y) in S[1])
            self.types = "\n".join(x for (x, y) in S[1])

        def __repr__(self):
            s = (self.id, self.name)
            return "<StructData #{}: {:<.016}>".format(*s)

    createdb()
    session = Session()




          

      

      

    

  

    
      
          
            
  All modules for which code is available

	amoco.cas.mapper

	arch.core

	cas.expressions

	cas.mapper

	cas.smt

	cfg

	code

	config

	db

	grandalf.graphs

	logger

	system.core

	system.elf

	system.macho

	system.memory

	system.pe

	system.raw

	system.structs

	system.utils

	traitlets.traitlets




          

      

      

    

  

    
      
          
            
  Source code for logger

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2006-2011 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
logger.py
=========

This module defines amoco logging facilities.
The ``Log`` class inherits from a standard :py:class:`logging.Logger`,
with minor additional features like a ``'VERBOSE'`` level introduced between
``'INFO'`` and ``'DEBUG'``
levels, and a progress method that can be useful for time consuming activities.
See below for details.

Most amoco modules start by creating their local ``logger`` object used to
provide various feedback.
Users can thus focus on messages from selected amoco modules by adjusting their
level independently, or use the ``set_quiet()``, ``set_debug()`` or
``set_log_all(level)`` functions to adjust all loggers at once.

Examples:

    Setting the mapper module to ``'VERBOSE'`` level::

        In [1]: import amoco
        In [2]: amoco.cas.mapper.logger.setlevel('VERBOSE')

    Setting all modules loggers to ``'ERROR'`` level::

        In [2]: amoco.logger.set_quiet()

Note:
All loggers can be configured to log both to *stderr* with selected level
and to a unique temporary file with ``'DEBUG'`` level. See configuration.
"""

import logging

VERBOSE = 15
logging.addLevelName(VERBOSE, "VERBOSE")
# logging.captureWarnings(True)

default_format = logging.Formatter("[%(levelname)-7s] %(name)-24s: %(message)s")

from amoco.config import conf

# setting logfile global. Static definition here, see below for traits observer.

logfile = None

def set_file_logging(filename,level):
    global logfile
    if not filename and conf.Log.tempfile:
        import tempfile
        filename = tempfile.mkstemp(".log", prefix="amoco-")[1]
    if filename:
        logfile = logging.FileHandler(filename, mode="w")
        logfile.setFormatter(default_format)
        logfile.setLevel(level)
    else:
        logfile = None

# By default, we log at INFO level in console, and VERBOSE in file:
set_file_logging(conf.Log.filename,VERBOSE)

[docs]class Log(logging.Logger):
    """
    This class is intended to allow amoco activities to be logged
    simultaneously to the *stderr* output with an adjusted level and to
    a temporary file with full verbosity.

    All instanciated Log objects are tracked by the Log class attribute
    ``Log.loggers`` which maps their names with associated instances.

    The recommended way to create a Log object is to add, near the begining
    of amoco modules::

        from amoco.logger import Log
        logger = Log(__name__)

    """

    loggers = {}

    def __init__(self, name, handler=logging.StreamHandler()):
        super().__init__(name)
        handler.setFormatter(default_format)
        self.addHandler(handler)
        self.setLevel(conf.Log.level)
        if logfile:
            self.addHandler(logfile)
        self.register(name, self)

    def verbose(self, msg, *args, **kargs):
        return self.log(VERBOSE, msg, *args, **kargs)

    def progress(self, count, total=0, pfx=""):
        h = self.handlers[0]
        if h.level > VERBOSE:
            return
        term = h.stream
        if not term.isatty():
            return
        if total > 0:
            barlen = 40
            fillr = min((count + 1.0) / total, 1.0)
            done = int(round(barlen * fillr))
            ratio = round(100.0 * fillr, 1)
            s = ("=" * done).ljust(barlen, "-")
            term.write("%s[%s] %s%%\r" % (pfx, s, ratio))
        else:
            s = ("%s[%d]" % (pfx, count)).ljust(80, " ")
            term.write("%s\r" % s)

[docs]    def setLevel(self, lvl):
        return super().setLevel(lvl)


    @classmethod
    def register(cls, name, self):
        if name in self.loggers:
            raise KeyError
        else:
            cls.loggers[name] = self



[docs]def set_quiet():
    """set all loggers to ``'ERROR'`` level
    """
    set_log_all(logging.ERROR)



[docs]def set_debug():
    """set all loggers to ``'DEBUG'`` level
    """
    set_log_all(logging.DEBUG)



[docs]def set_log_all(level):
    """set all loggers to specified level

    Args:
        level (int): level value as an integer.
    """
    for l in Log.loggers.values():
        l.setLevel(level)


def set_log_module(name, level):
    if name in Log.loggers:
        Log.loggers[name].setLevel(level)

def log_level_observed(change):
    level = change["new"]
    set_log_all(level)

conf.Log.observe(log_level_observed, names=["level"])

[docs]def reset_log_file(filename, level=logging.DEBUG):
    """set DEBUG log file for all loggers.

    Args:
        filename (str): filename for the FileHandler added
                         to all amoco loggers
    """
    global logfile
    if logfile is not None:
        logfile.close()
        unset_log_file()
    set_file_logging(filename,level)
    for l in Log.loggers.values():
        l.addHandler(logfile)


def unset_log_file():
    global logfile
    if logfile:
        for l in Log.loggers.values():
            l.removeHandler(logfile)
        logfile = None

def log_tempfile_observed(change):
    if not conf.Log.filename:
        if change['new'] is True:
            if not logfile:
                reset_log_file("",VERBOSE)
        else:
            unset_log_file()

conf.Log.observe(log_tempfile_observed, names=["tempfile"])

def log_filename_observed(change):
    reset_log_file(change["new"])

conf.Log.observe(log_filename_observed, names=["filename"])




          

      

      

    

  

    
      
          
            
  Source code for amoco.cas.mapper

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2006-2011 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
cas/mapper.py
=============

The mapper module essentially implements the :class:`mapper` class
and the associated :func:`merge` function which allows to get a
symbolic representation of the *union* of two mappers.
"""

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from .expressions import *

from amoco.cas.tracker import generation
from amoco.system.memory import MemoryMap
from amoco.arch.core import Bits
from amoco.ui.views import mapperView


[docs]class mapper(object):
    """A mapper is a symbolic functional representation of the execution
    of a set of instructions.

    Args:
        instrlist (list[instruction]): a list of instructions that are
                  symbolically executed within the mapper.
        csi (Optional[object]): the optional csi attribute that provide
                  a *concrete* initial state

    Attributes:
        __map  : is an ordered list of mappings of expressions associated with a
                 location (register or memory pointer). The order is relevant
                 only to reflect the order of write-to-memory instructions in
                 case of pointer aliasing.
        __Mem  : is a memory model where symbolic memory pointers are addressing
                 separated memory zones. See MemoryMap and MemoryZone classes.
        conds  : is the list of conditions that must be True for the mapper
        csi    : is the optional interface to a *concrete* state
    """

    __slots__ = ["__map", "__Mem", "conds", "csi", "view"]

    def __init__(self, instrlist=None, csi=None):
        self.__map = generation()
        self.__map.lastw = 0
        self.__map.delayed = None
        self.__Mem = MemoryMap()
        self.conds = []
        self.csi = csi
        icache = []
        # if the __map needs to be inited before executing instructions
        # one solution is to prepend the instrlist with a function dedicated
        # to this init phase...
        for instr in instrlist or []:
            # call the instruction with this mapper:
            instr(self)
        self.view = mapperView(self)

    def __len__(self):
        return len(self.__map)

    def __str__(self):
        return "\n".join(["%s <- %s" % x for x in self])

[docs]    def inputs(self):
        "list antecedent locations (used in the mapping)"
        r = []
        for l, v in iter(self.__map.items()):
            if (l==v):
                continue
            for lv in locations_of(v):
                if lv._is_reg and l._is_reg:
                    if (lv.etype & l.etype & regtype.FLAGS):
                        continue
                r.append(lv)
        return r


[docs]    def outputs(self):
        "list image locations (modified in the mapping)"
        L = []
        for l in sum([locations_of(e) for e in self.__map], []):
            if l._is_reg and (l.etype & (regtype.PC | regtype.FLAGS)):
                continue
            if l._is_ptr:
                l = mem(l, self.__map[l].size)
            if self[l] == l:
                continue
            L.append(l)
        return L


[docs]    def has(self, loc):
        "check if the given location expression is touched by the mapper"
        for l in self.__map.keys():
            if loc == l:
                return True
        return False


[docs]    def history(self, loc):
        k, v = self.__map.hist
        if k==loc:
            return v
        else:
            return self[k]


[docs]    def delayed(self, k ,v):
        self.__map.delayed = (k,v)


[docs]    def update_delayed(self):
        kv = self.__map.delayed
        if kv is not None:
            self.__map.delayed = None
            self.__setitem__(*kv)


[docs]    def rw(self):
        "get the read sizes and written sizes tuple"
        r = filter(lambda x: x._is_mem, self.inputs())
        w = filter(lambda x: x._is_mem, self.outputs())
        sr = [x.size for x in r]
        sw = [x.size for x in w]
        return (sr, sw)


[docs]    def clear(self):
        "clear the current mapper, reducing it to the identity transform"
        self.__map.clear()
        self.__Mem = MemoryMap()
        self.conds = []


[docs]    def getmemory(self):
        "get the local :class:`MemoryMap` associated to the mapper"
        return self.__Mem


[docs]    def setmemory(self, mmap):
        "set the local :class:`MemoryMap` associated to the mapper"
        self.__Mem = mmap


    mmap = property(getmemory, setmemory)

[docs]    def generation(self):
        return self.__map


    def __cmp__(self, m):
        d = cmp(self.__map.lastdict(), m.__map.lastdict())
        return d

    def __eq__(self, m):
        d = self.__map.lastdict() == m.__map.lastdict()
        return d

    # iterate over ordered correspondances:
    def __iter__(self):
        for (loc, v) in iter(self.__map.items()):
            yield (loc, v)

[docs]    def R(self, x):
        "get the expression of register x"
        if self.csi:
            return self.__map.get(x, self.csi(x))
        else:
            return self.__map.get(x, x)


[docs]    def M(self, k):
        """get the expression of a memory location expression k"""
        if k.a.base._is_lab:
            return k
        if k.a.base._is_ext:
            return k.a.base
        n = self.aliasing(k)
        if n > 0:
            f = lambda e: e[0]._is_ptr
            items = filter(f, list(self.__map.items())[0:n])
            res = mem(k.a, k.size, mods=list(items), endian=k.endian)
        else:
            res = self._Mem_read(k.a, k.length, k.endian)
            res.sf = k.sf
        return res


[docs]    def aliasing(self, k):
        """check if location k is possibly aliased in the mapper:
        i.e. the mapper writes to some other symbolic location expression
        after writing to k which might overlap with k."""
        if conf.Cas.noaliasing:
            return 0
        K = list(self.__map.keys())
        n = self.__map.lastw
        try:
            i = K.index(k.a)
        except ValueError:
            # k has never been written to explicitly
            # but it is maybe in a zone that was written to
            i = -1
        for l in K[i + 1 : n]:
            if not l._is_ptr:
                continue
            if l.base == k.a.base:
                continue
            return n
        return 0


    def _Mem_read(self, a, l, endian=1):
        "read l bytes from memory address a and return an expression"
        try:
            res = self.__Mem.read(a, l)
        except MemoryError:  # no zone for location a;
            res = [exp(l * 8)]
        if endian == -1:
            res.reverse()
        P = []
        cur = 0
        for p in res:
            plen = len(p)
            if isinstance(p, exp) and (p._is_def == 0):
                # p is "bottom":
                if self.csi:
                    p = self.csi(mem(a, p.size, disp=cur, endian=endian))
                else:
                    p = mem(a, p.size, disp=cur)
            if isinstance(p, bytes):
                p = cst(Bits(p[::endian], bitorder=1).int(), plen * 8)
            P.append(p)
            cur += plen
        return composer(P)

    def _Mem_write(self, a, v, endian=1):
        "write expression v at memory address a with given endianness"
        if a.base._is_vec:
            locs = (ptr(l, a.seg, a.disp) for l in a.base.l)
        else:
            locs = (a,)
        for l in locs:
            self.__Mem.write(l, v, endian)
            if l in self.__map:
                del self.__map[l]

    def __getitem__(self, k):
        "just a convenient wrapper around M/R"
        r = self.M(k) if k._is_mem else self.R(k)
        if k.size != r.size:
            raise ValueError("size mismatch")
        return r[0 : k.size]

    # define image v of antecedent k:
    def __setitem__(self, k, v):
        if k._is_ptr:
            loc = k
        else:
            if k.size != v.size:
                raise ValueError("size mismatch")
            try:
                loc = k.addr(self)
            except TypeError:
                logger.error("setitem ignored (invalid left-value expression: %s)" % k)
                return
        # now loc is either a reg or a ptr, we prepare the right-value r from v:
        if k._is_slc and not loc._is_reg:
            raise ValueError("memory location slc is not supported")
        elif loc._is_ptr:
            r = v
            oldr = self.__map.get(loc, None)
            if oldr is not None and oldr.size > r.size:
                r = composer([r, oldr[r.size : oldr.size]])
            if k._is_mem:
                endian = k.endian
            else:
                endian = 1
            self._Mem_write(loc, r, endian)
            if conf.Cas.memtrace or not conf.Cas.noaliasing:
                # if we assume that aliasing may exists, we
                # need to keep tracks of the memory writes ordering
                # in the mapper:
                self.__map.lastw = len(self.__map) + 1 #this is O(1) AFAIK...
                self.__map[loc] = r
        else:
            r = self.R(loc)
            if r._is_reg:
                r = comp(loc.size)
                r[0 : loc.size] = loc
            pos = k.pos if k._is_slc else 0
            r[pos : pos + k.size] = v.simplify()
            self.__map[loc] = r

[docs]    def update(self, instr):
        "opportunistic update of the self mapper with instruction"
        instr(self)


[docs]    def safe_update(self, instr):
        "update of the self mapper with instruction *only* if no exception occurs"
        if not isinstance(instr,ext):
            try:
                m = mapper()
                instr(m)
                _ = self >> m
            except Exception as e:
                logger.error("instruction @ %s raises exception %s" % (instr.address, e))
                raise e
        self.update(instr)


    def __call__(self, x):
        """evaluation of expression x in this map:
           note the difference between a mapper[mem(p)] and mapper(mem(p)):
           in the call form, p is first evaluated so that the target address
           is the expression of p "after execution" whereas the indexing form
           uses p as an input (i.e "before execution") expression.
        """
        if len(self) == 0:
            return x
        return x.eval(self)

[docs]    def restruct(self):
        self.__Mem.restruct()


[docs]    def eval(self, m):
        """return a new mapper instance where all input locations have
           been replaced by there corresponding values in m.
        """
        mm = mapper(csi=self.csi)
        mm.setmemory(self.mmap.copy())
        for c in self.conds:
            cc = c.eval(m)
            if not cc._is_def:
                continue
            if cc == 1:
                continue
            if cc == 0:
                logger.verbose("invalid mapper eval: cond %s is false" % c)
                raise ValueError
            mm.conds.append(cc)
        for loc, v in self:
            if loc._is_ptr:
                loc = m(loc)
            mm[loc] = m(v)
        return mm


[docs]    def rcompose(self, m):
        """composition operator returns a new mapper
           corresponding to function x -> self(m(x))
        """
        mm = m.use()
        for c in self.conds:
            cc = c.eval(m)
            if not cc._is_def:
                continue
            if cc == 1:
                continue
            if cc == 0:
                logger.verbose("invalid mapper eval: cond %s is false" % c)
                raise ValueError
            mm.conds.append(cc)
        for loc, v in self:
            if loc._is_ptr:
                loc = m(loc)
            mm[loc] = m(v)
        return mm


    def __lshift__(self, m):
        "self << m : composition (self(m))"
        return self.rcompose(m)

    def __rshift__(self, m):
        "self >> m : composition (m(self))"
        return m.rcompose(self)

[docs]    def interact(self):
        raise NotImplementedError


[docs]    def use(self, *args, **kargs):
        """return a new mapper corresponding to the evaluation of the current mapper
           where all key symbols found in kargs are replaced by their values in
           all expressions. The kargs "size=value" allows for adjusting symbols/values
           sizes for all arguments.
           if kargs is empty, a copy of the result is just a copy of current mapper.
        """
        m = mapper(csi=self.csi)
        for loc, v in args:
            m[loc] = v
        if len(kargs) > 0:
            argsz = kargs.get("size", 32)
            for k, v in iter(kargs.items()):
                m[reg(k, argsz)] = cst(v, argsz)
        return self.eval(m)


[docs]    def usemmap(self, mmap):
        """return a new mapper corresponding to the evaluation of the current mapper
           where all memory locations of the provided mmap are used by the current
           mapper."""
        m = mapper()
        m.setmemory(mmap)
        for xx in set(self.inputs()):
            if xx._is_mem:
                v = m.M(xx)
                m[xx] = v
        return self << m


    # attach/apply conditions to the output mapper
[docs]    def assume(self, conds):
        m = mapper(csi=self.csi)
        if conds is None:
            conds = []
        for c in conds:
            if not c._is_eqn:
                continue
            if c.op.symbol == OP_EQ and c.r._is_cst:
                if c.l._is_reg:
                    m[c.l] = c.r
        m.conds = conds
        mm = self.eval(m)
        mm.conds += conds
        return mm




from amoco.cas.smt import *


def merge(m1, m2, **kargs):
    "union of two mappers"
    m1 = m1.assume(m1.conds)
    m2 = m2.assume(m2.conds)
    mm = mapper()
    # "import" m2 values into m1 locations:
    for loc, v1 in m1:
        if loc._is_ptr:
            seg = loc.seg
            disp = loc.disp
            if loc.base._is_vec:
                v2 = vec([m2[mem(l, v1.size, seg, disp)] for l in loc.base.l])
                v2 = v2.simplify(**kargs)
            else:
                v2 = m2[mem(loc, v1.size)]
        else:
            if loc._is_reg and (loc.etype & regtype.FLAGS):
                v2 = top(loc.size)
            else:
                v2 = m2[loc]
        v1 = v1.simplify(**kargs)
        v2 = v2.simplify(**kargs)
        vv = vec([v1, v2]).simplify(**kargs)
        mm[loc] = vv
    # "import" m1 values into m2 locations:
    for loc, v2 in m2:
        if mm.has(loc):
            continue
        if loc._is_ptr:
            seg = loc.seg
            disp = loc.disp
            if loc.base._is_vec:
                v1 = vec([m1[mem(l, v2.size, seg, disp)] for l in loc.base.l])
                v1 = v1.simplify(**kargs)
            else:
                v1 = m1[mem(loc, v2.size)]
        else:
            if loc._is_reg and (loc.etype & regtype.FLAGS):
                v1 = top(loc.size)
            else:
                v1 = m1[loc]
        v2 = v2.simplify(**kargs)
        v1 = v1.simplify(**kargs)
        vv = vec([v1, v2]).simplify(**kargs)
        mm[loc] = vv
    return mm




          

      

      

    

  

    
      
          
            
  Source code for arch.core

#!/usr/bin/env python

"""
arch/core.py
============

The architecture's core module implements essential classes
for the definition of new cpu architectures:

- the :class:`instruction` class models cpu instructions decoded by the disassembler.
- the :class:`disassembler` class implements the instruction decoding logic based \
        on provided specifications.
- the :class:`ispec` class is a function decorator that allows to define the \
        specification of an instruction.
- the :class:`Formatter` class is used for instruction pretty printing

"""

# This code is part of Amoco
# Copyright (C) 2006-2014 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

import inspect
import importlib
import codecs
from types import FunctionType
from collections import defaultdict
from functools import reduce
import pyparsing as pp

from crysp.bits import Bits, pack, unpack

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from amoco.ui.render import Token, highlight

type_unpredictable = -1
type_undefined = 0
type_data_processing = 1
type_control_flow = 2
type_cpu_state = 3
type_system = 4
type_other = 5

INSTRUCTION_TYPES = {
    type_unpredictable: "unpredictable",
    type_undefined: "undefined",
    type_data_processing: "data_processing",
    type_control_flow: "control_flow",
    type_cpu_state: "cpu_state",
    type_system: "system",
    type_other: "other",
}


[docs]class icore(object):
    """This is the core class for the generic parent instruction class below.
       It defines the mandatory API for all instructions.

       Attributes:
         bytes (bytes)  : instruction's bytes
         type  (int)    : one of (type_data_processing, type_control_flow,
                          type_cpu_state, type_system, type_other) or
                          type_undefined (default) or type_unpredictable.
         spec  (ispec)  : the specification that was decoded by the disassembler
                          to instanciate this instruction.
         mnemonic (str) : the mnemonic string as defined by the specification.
         operands (list): the list of operands' expressions.
         misc (dict)    : a defaultdict for passing various arch-dependent infos
                          (which returns None for undefined keys.)
    """
    def __init__(self, istr=b""):
        self.bytes = bytes(istr)
        self.type = type_undefined
        self.spec = None
        self.mnemonic = None
        self.operands = []
        # we add a misc defaultdict container.
        # see x86 specs for example of misc usage.
        self.misc = defaultdict(_core_misc_default)

[docs]    @classmethod
    def set_uarch(cls, uarch):
        "class method to define the instructions' semantics uarch dict"
        cls._uarch = uarch


[docs]    def typename(self):
        "returns the instruction's type as a string"
        return INSTRUCTION_TYPES[self.type]


    def __call__(self, fmap):
        """calls the uarch[mnemonic] semantics function for this instruction
           or warns if no semantics is found.
        """
        if self.type in (type_undefined, type_unpredictable):
            logger.error("%s instruction" % self.typename())
        try:
            i_xxx = self._uarch["i_%s" % self.mnemonic]
        except AttributeError:
            logger.warning("no uarch defined (%s)" % self.mnemonic)
        except KeyError:
            logger.warning("instruction %s not implemented" % self.mnemonic)
        else:
            i_xxx(self, fmap)

    @property
    def length(self):
        "length of the instruction in bytes"
        return len(self.bytes)




# instruction class
# -----------------


[docs]class instruction(icore):
    """The generic instruction class allows to define instruction for any cpu
    instructions set and provides a common API for all arch-independent methods.
    It extends the :class:`icore` with an :attr:`address` attribute and formatter
    methods.

    Attributes:
        address (cst): the memory address where this instruction as been disassembled. 
    """

    def __init__(self, istr):
        icore.__init__(self, istr)
        self.address = None

    def __repr__(self):
        s = inspect.getmodule(self.spec.hook).__name__ if self.spec else ""
        if self.address is not None:
            s += " [%s] " % self.address
        s += " %s ( " % self.mnemonic
        for k, v in inspect.getmembers(self):
            if k in (
                "address",
                "mnemonic",
                "bytes",
                "spec",
                "operands",
                "misc",
                "formatter",
            ):
                continue
            if k.startswith("_") or inspect.ismethod(v):
                continue
            s += "%s=%s " % (k, v)
        return "<%s)>" % s

[docs]    @classmethod
    def set_formatter(cls, f):
        "classmethod that defines the formatter for all instances"
        cls.formatter = f


[docs]    @staticmethod
    def formatter(i, toks=False):
        """default formatter if no formatter has been set, will return
           the highlighted list from tokens for raw mnemonic,
           and comma-separated operands expressions.
        """
        t = [(Token.Mnemonic, i.mnemonic)]
        t += [(Token.Literal, op) for op in map(str, i.operands[0:1])]
        t += [(Token.Literal, ", " + op) for op in map(str, i.operands[1:])]
        return t if toks else highlight(t)


    def __str__(self):
        return self.formatter(i=self)

[docs]    def toks(self):
        "returns the (unjoined) list of formatted tokens."
        return self.formatter(i=self, toks=True)




[docs]class InstructionError(Exception):
    def __init__(self, i):
        self.ins = i

    def __str__(self):
        return repr(self.ins)



[docs]class DecodeError(Exception):
    pass



def _core_misc_default():
    return None


# disassembler core  class
# ------------------------


[docs]class disassembler(object):
    """The generic disassembler class will decode a byte string based on provided
    sets of instructions specifications and various parameters like endianess and
    ways to select the appropriate instruction set.

    Arguments:

      specmodules: list of python modules containing ispec decorated funcs
      iclass: the specific instruction class based on :class:`instruction` 
      iset: lambda used to select module (ispec list)
      endian: instruction fetch endianess (1: little, -1: big)

    Attributes:

      maxlen: the length of the longest instruction found in provided specmodules.
      iset: the lambda used to select the right specifications for decoding
      endian: the lambda used to define endianess.
      specs: the *tree* of :class:`ispec` objects that defines the cpu architecture.
    """

    def __init__(
        self,
        specmodules,
        iclass=instruction,
        iset=(lambda *args, **kargs: 0),
        endian=(lambda *args, **kargs: 1),
    ):
        self.iclass = iclass
        self.maxlen = max(
            (s.mask.size // 8 for s in sum((m.ISPECS for m in specmodules), []))
        )
        self.iset = iset
        self.endian = endian
        # build ispecs tree for each set:
        logger.debug("building specs tree for modules %s", [m.__name__ for m in specmodules])
        # self.indent = 0
        self.specs = [self.setup(m.ISPECS) for m in specmodules]
        # del self.indent
        # some arch like x86 require a stateful decoding due to optional prefixes,
        # so we keep an __i instruction for decoding until a non prefix ispec is used.
        self.__i = None

[docs]    def setup(self, ispecs):
        """setup will (recursively) organize the provided ispecs list into an optimal tree so that
        __call__ can efficiently find the matching ispec format for a given bytestring
        (we don't want to search all specs until a match, so we need to separate formats as much
        as possible). The output tree is (f,l) where f is the submask to check at this level
        and l is a defaultdict such that l[x] is the subtree of formats for which submask is x.
        """
        # self.indent += 2
        # ind = ' '*self.indent
        # sort ispecs from high constrained to low constrained:
        # logger.debug('%scurrent subset count: %d',ind,len(ispecs))
        ispecs.sort(key=(lambda x: x.mask.hw()), reverse=True)
        if len(ispecs) < 5:
            # logger.debug('%stoo small to divide',ind)
            # self.indent -= 2
            return (0, ispecs)
        # find separating mask:
        adjust = lambda x: x.ival
        if self.endian() == -1:
            # in bigendian cases (like ARM), bytes are supposed to be MSB-justified
            # that means that a spec of length = 1 byte long needs to match the MSB of the
            # encoded instruction.
            maxsize = self.maxlen * 8
            adjust = lambda x: x.ival << (maxsize - x.size)
        localmask = reduce(lambda x, y: x & y, [adjust(s.mask) for s in ispecs])
        if localmask == 0:
            # logger.debug('%sno local mask',ind)
            # self.indent -= 2
            return (0, ispecs)
        # subsetup:
        f = localmask
        # logger.debug('%slocal mask is %X',ind,f)
        l = defaultdict(lambda: list())
        for s in ispecs:
            l[adjust(s.fix) & f].append(s)
        if len(l) == 1:  # if subtree has only 1 spec, we're done here
            # logger.debug('%sfound 1 branch: done',ind)
            # self.indent -=2
            return (0, list(l.values())[0])
        # logger.debug('%sfound %d branches',ind,len(l))
        for x, S in l.items():
            l[x] = self.setup(S)
        # self.indent -=2
        return (f, l)


    def __call__(self, bytestring, **kargs):
        e = self.endian(**kargs)
        adjust = lambda x: x.ival
        if e == -1:
            maxsize = self.maxlen * 8
            adjust = lambda x: x.ival << (maxsize - x.size)
        b = adjust(Bits(bytestring[::e], bitorder=1))
        # get organized/optimized tree of specs:
        fl = self.specs[self.iset(**kargs)]
        while True:
            f, l = fl
            if f == 0:  # we are on a leaf...
                for s in l:  # lets search linearly over this branch
                    try:
                        i = s.decode(bytestring, e, i=self.__i, iclass=self.iclass)
                    except (DecodeError, InstructionError):
                        # logger.debug(u'exception raised by disassembler:'
                        #             u'decoding %s with spec %s'%(codecs.encode(bytestring,'hex'),s.format))
                        continue
                    # we found the instruction (or prefix)
                    if i.spec.pfx is True:
                        if self.__i is None:
                            self.__i = i
                        return self(bytestring[s.mask.size // 8 :], **kargs)
                    elif i.spec.pfx > 0:
                        i.misc["xsz"] = i.spec.pfx
                    self.__i = None
                    if "address" in kargs:
                        i.address = kargs["address"]
                    return i
                logger.debug(
                    "no instruction spec matching %s"
                    % (codecs.encode(bytestring, "hex"))
                )
                break
            else:  # go deeper in the tree according to submask value of b
                fl = l.get(b & f, None)
                if fl is None:
                    break
        self.__i = None
        return None



# -----------------------------------------


[docs]class ispec(object):
    """ispec (customizable) decorator

    @ispec allows to easily define instruction decoders based on architecture specifications.

    Arguments:

        spec (str):
            a human-friendly *format* string that describes how the ispec object will
            (on request) decode a given bytestring and how it will expose various 
            decoded entities to the decorated function in order to define an instruction.
        **kargs: 
            additional arguments to ispec decorator **must** be provided with ``name=value``
            form and are declared as attributes/values within the instruction instance *before* 
            calling the decorated function. See below for conventions about names.

    Attributes:

        format (str): the spec format passed as argument (see Note below).
        hook (callable): the decorated python function to be called during decoding. The hook
                         function name is relevant only for instructions' formatter.
                         See :class:`arch.core.Formatter`.
        iattr (dict): the dictionary of instruction attributes to add before decoding.
                      Attributes and their values are passed from the spec's kargs when the
                      name does not start with an underscore.
        fargs (dict): the dictionary of keywords arguments to pass to the hook.
                      These keywords are decoded from the format or given by the spec's kargs
                      when name starts with an underscore.
        precond (func): an optional function that takes the instruction object as argument
                        and returns a boolean to indicate wether the hook can be called or not.
                        (This allows to avoid decoding when a prefix is missing for example.)
        size (int): the bit length of the format (``LEN`` value)
        fix (Bits): the values of fixed bits within the format
        mask (Bits): the mask of fixed bits within the format

    Examples:

        This statement creates an ispec object with hook ``f``, and registers this object
        automatically in a SPECS list object within the module where the statement is found::

            @ispec("32[ .cond(4) 101 1 imm24(24) ]", mnemonic="BL", _flag=True)
            def f(obj,imm24,_flag):
                [...]

        When provided with a bytestring, the :meth:`decode` method of this ispec object will:

         - proceed with decoding ONLY if bits 27,26,25,24 are 1,0,1,1 or raise an exception
         - instanciate an instruction object (obj)
         - decode 4 bits at position [28,29,30,31] and provide this value as an integer \
              in 'obj.cond' instruction instance attribute.
         - decode 24 bits at positions 23..0 and provide this value as an integer as \
              argument 'imm24' of the decorated function f.
         - set obj.mnemonic to 'BL' and pass argument _flag=True to f.
         - call f(obj,...)
         - return obj

    Note:

        The ``spec`` string format is  ``LEN ('<' or '>') '[' FORMAT ']' ('+' or '&' NUMBER)``

          - ``LEN`` is either an integer that represents the bit length of the instruction or '*'.
              Length must be a multiple of 8, '*' is used for a variable length
              instruction.
          - ``FORMAT`` is a series of *directives* (see below.)
             Each directive represents a sequence of bits ordered according to the spec
             direction : '<' (default) means that directives are ordered from MSB (bit index LEN-1)
             to LSB (bit index 0) whereas '>' means LSB to MSB.

        The spec string is optionally terminated with  '+' to indicate that it
        represents an instruction *prefix*, or by '&' NUMBER to indicate that the instruction
        has a *suffix* of NUMBER more bytes to decode some of its operands. 
        In the *prefix* case, the bytestring matching the ispec format is stacked temporarily
        until the rest of the bytestring matches a non prefix ispec.
        In the *suffix* case, only the spec bytestring is used to define the instruction
        but the :meth:`read_instruction` fetcher will provide NUMBER more bytes to the
        :meth:`xdata` method of the instruction.

        The directives defining the ``FORMAT`` string are used to associate symbols to bits
        located at dedicated offsets within the bitstring to be decoded. A directive has the
        following syntax:

        * ``-`` (indicates that current bit position is not decoded)
        * ``0`` (indicates that current bit position must be 0)
        * ``1`` (indicates that current bit position must be 1)
        
        or
        
        * ``type SYMBOL location`` where:

           * ``type`` is an *optional* modifier char with possible values:

             * ``.`` indicates that the ``SYMBOL`` will be an *attribute* of the :class:`instruction`.
             * ``~`` indicates that the decoded value will be returned as a Bits instance.
             * ``#`` indicates that the decoded value will be returned as a string of [01] chars.
             * ``=`` indicates that decoding should *end* at current position (overlapping)

             if not present, the ``SYMBOL`` will be passed as a keyword argument to the function with
             value decoded as an integer.
           * ``SYMBOL``: is a mandatory string matching regex ``[A-Za-z_][0-9A-Za-z_]*``
           * ``location``: is an optional string matching the following expressions:

             * ``( len )``    : indicates that the value is decoded from the next len bits starting
                                from the current position of the directive within the ``FORMAT`` string.
             * ``(*)``        : indicates a *variable length directive* for which the value is decoded
                                from the current position with all remaining bits in the ``FORMAT``.\
                                If the ``LEN`` is also variable then all remaining bits from the instruction
                                buffer input string are used.

             default location value is ``(1)``.
             
        The special directive ``{byte}`` is a shortcut for 8 fixed bits. For example
        ``8>[{2f}]`` is equivalent to ``8>[ 1111 0100 ]``, or ``8<[ 0010 1111 ]``.
    """

    __slots__ = [
        "format",
        "iattr",
        "fargs",
        "precond",
        "ast",
        "fix",
        "mask",
        "pfx",
        "size",
        "hook",
    ]

    def __init__(self, format, **kargs):
        self.format = format
        self.setup(kargs)
        # when ispec is used as a function decorator, hook holds the decorated function
        self.hook = None

    def __getstate__(self):
        D = {}
        D["format"] = self.format
        D["module"] = self.hook.__module__
        return D

    def __setstate__(self, state):
        self.format = state["format"]
        modname = state["module"]
        m = importlib.import_module(modname)
        self.hook = None
        for h in m.ISPECS:
            if h.format == self.format:
                self.hook = h.hook
                break

    def setup(self, kargs):
        self.iattr = {}
        self.fargs = {}
        self.precond = None
        for k, v in iter(kargs.items()):
            if k.startswith("_"):
                if k=="__obj":
                    self.precond = v
                else:
                    self.fargs[k] = v
            else:
                self.iattr[k] = v
        self.ast = self.buildspec()

    def fixed(self):
        s = list(str(self.fix))
        for i, x in enumerate(self.mask):
            if x == 0:
                s[i] = "-"
        if self.ast[0][1] == "<":
            s.reverse()
        return "".join(s)

    def buildspec(self):
        ast = specdecode.parseString(self.format, True)
        size, direction = ast[0]
        self.size = size
        fmt = ast[1]
        self.pfx = ast[2]
        xsz = ast[3]
        if self.pfx and xsz:
            self.pfx = xsz
        go = +1
        chklen = True
        if direction == "<":  # format goes from high bits to low bits
            fmt = list(reversed(fmt))
            go = -1
        if size == "*":
            self.size = 0
            chklen = False
            size = 0
            for d in fmt:
                if d in ("-", "0", "1"):
                    size += 1
                elif isinstance(d, Bits):
                    size += d.size
                else:
                    loc = d[2]
                    if loc == "*":
                        break
                    if d[0]!='=':
                        size += loc
        if size % 8 != 0:
            logger.error("ispec length %d not a multiple of 8 %s" % (size,self.format))
        self.fix = Bits(0, size)  # values of fixed bits
        self.mask = Bits(0, size)  # location of fixed bits
        i = 0
        count = 0
        for d in fmt:
            if chklen and not i < size:
                logger.error("ispec format too wide %s" % self.format)
            # unknown bit (skipped)
            if d == "-":
                i += 1
                count += 1
                continue
            # fixed bit:
            if d in ("0", "1"):
                self.fix[i] = int(d)
                self.mask[i] = 1
                i += 1
                count += 1
                continue
            # fixed byte:
            if isinstance(d, Bits):
                self.fix[i : i + d.size] = d
                self.mask[i : i + d.size] = d.mask
                i += d.size
                count += d.size
                continue
            # directive:
            opt, symbol, loc = d
            if loc != "*":
                if opt == "=" and go > 0:
                    i = i - loc
                sta = i
                sto = i + loc
                if sta < 0 or sto > size:
                    logger.error("ispec directive out of bound in %s" % self.format)
                if opt != "=":
                    count += loc
                i = sto
                if opt == "=" and go < 0:
                    i = i - loc
            else:
                if opt == "=":
                    logger.error("ispec directive invalid length in %s" % self.format)
                sta = i
                sto = None
                i = size
                if count < size:
                    count = size
                chklen = True
            # now set D (fargs or iattr) to corresponding extractor lambdas which
            # will be called when decode is called by the disassembler:
            D = self.fargs
            if "." in opt:
                D = self.iattr
            if symbol in D:
                raise logger.error("ispec symbol %s redefined" % symbol)
            if "~" in opt:
                f = lambda b, p=sta, q=sto: b[p:q]
            elif "#" in opt:
                f = lambda b, p=sta, q=sto, x=go: str(b[p:q])[::x]
            else:
                f = lambda b, p=sta, q=sto: b[p:q].ival
            D[symbol] = f
        if count != size:
            logger.error("ispec size mismatch (%s)" % self.format)
        return ast

    # decode always receive input bytes in ascending memory order
    def decode(self, istr, endian=1, i=None, iclass=instruction):
        # check spec :
        blen = self.fix.size // 8
        if len(istr) < blen:
            raise DecodeError
        bs = istr[0:blen]
        # Bits object created with LSB to MSB byte string:
        ival = bs[::endian]
        b = Bits(ival, self.fix.size, bitorder=1)
        if b & self.mask != self.fix:
            raise DecodeError
        if self.size == 0:  # variable length spec:
            if endian != 1:
                logger.error("invalid endianess")
            b = b // Bits(istr[blen:], bitorder=1)
        # create & update instruction object:
        if i is None:
            i = iclass(bs)
        else:
            i.bytes += bs
        i.spec = self
        # set instruction attributes from directives, and then
        # call hook function with instruction as first parameter
        # and fargs (note that hook can thus overwrite previous attributes)
        for k, v in iter(self.iattr.items()):
            if isinstance(v, FunctionType):
                v = v(b)
            setattr(i, k, v)
        kargs = {}
        for k, v in iter(self.fargs.items()):
            if isinstance(v, FunctionType):
                v = v(b)
            kargs[k] = v
        # and finally call the hook:
        try:
            # check any precondition on i:
            if self.precond and (not self.precond(i)):
                raise InstructionError(i)
            # ok, lets call the spec hook...
            self.hook(obj=i, **kargs)
        except InstructionError:
            # clean up:
            i.bytes = i.bytes[: -len(bs)]
            for k in iter(self.iattr.keys()):
                delattr(i, k)
            raise InstructionError(i)
        return i

    def encode(self, i):
        raise NotImplementedError

    # decorate:
    def __call__(self, handler):
        m = inspect.getmodule(handler)
        ispec_register(self, m)
        varnames = handler.__code__.co_varnames
        fname = handler.__name__
        for k in iter(self.fargs.keys()):
            if k not in varnames:
                logger.error("ispec symbol not found in decorated function %s" % fname)
        self.hook = handler
        return handler



# -------------------------------------------------


[docs]class Formatter(object):
    """Formatter is used for instruction pretty printing

    Basically, a ``Formatter`` object is created from a dict associating a key with a list
    of functions or format string. The key is either one of the mnemonics or possibly
    the name of a @ispec-decorated function (this allows to group formatting styles rather
    than having to declare formats for every possible mnemonic.)
    When the instruction is printed, the formatting list elements are "called" and
    concatenated to produce the output string.
    """

    def __init__(self, formats):
        self.formats = formats
        self.default = ("{i.mnemonic:<20}", lambda i: ", ".join(map(str, i.operands)))

    def getkey(self, i):
        if i.mnemonic in self.formats:
            return i.mnemonic
        fname = i.spec.hook.__name__
        if fname in self.formats:
            return fname
        return None

    def getparts(self, i):
        try:
            fmts = self.formats[i.mnemonic]
        except KeyError:
            fname = i.spec.hook.__name__
            fmts = self.formats.get(fname, self.default)
        return fmts

    def __call__(self, i, toks=False):
        s = []
        for f in self.getparts(i):
            if hasattr(f, "format"):
                t = f.format(i=i)
            else:
                t = f(i)
            if isinstance(t, str):
                t = [(Token.Literal, t)]
            s.extend(t)
        return s if toks else highlight(s)



# ispec format parser:
# ---------------------

integer = pp.Regex(r"[1-9][0-9]*")
indxdir = pp.oneOf(["<", ">"])
fixbit = pp.oneOf(["0", "1"])
number = integer | fixbit
number.setParseAction(lambda r: int(r[0]))
unklen = pp.Literal("*")
length = number | unklen
unkbit = pp.oneOf(["-"])
fixbyte = pp.Regex(r"{[0-9a-fA-F][0-9a-fA-F]}").setParseAction(
    lambda r: Bits(int(r[0][1:3], 16), 8)
)
fixed = fixbyte | fixbit | unkbit
option = pp.oneOf([".", "~", "#", "="])
symbol = pp.Regex(r"[A-Za-z_][A-Za-z0-9_]*")
location = pp.Suppress("(") + length + pp.Suppress(")")
directive = pp.Group(
    pp.Optional(option, default="") + symbol + pp.Optional(location, default=1)
)
speclen = pp.Group(length + pp.Optional(indxdir, default="<"))
specformat = pp.Group(
    pp.Suppress("[") + pp.OneOrMore(directive | fixed) + pp.Suppress("]")
)
specoption = pp.Optional(pp.Literal("+").setParseAction(lambda r: True), default=False)
specmore = pp.Optional(pp.Suppress("&") + number, default=0)
specdecode = speclen + specformat + specoption + specmore


def ispec_register(x, module):
    F = []
    try:
        S = module.ISPECS
    except AttributeError:
        logger.error("spec modules must declare ISPECS=[] before @ispec decorators")
        raise AttributeError
    f = x.fixed()
    if f in F:
        logger.error(
            "ispec conflict for %s (vs. %s)" % (x.format, S[F.index(f)].format)
        )
    else:
        if x.mask != 0:
            S.append(x)
            F.append(f)


def test_parser():
    while 1:
        try:
            res = raw_input("ispec>")
            s = ispec(res, mnemonic="TEST")
            print(s.ast)
            return s
        except EOFError:
            return


if __name__ == "__main__":
    test_parser()




          

      

      

    

  

    
      
          
            
  Source code for cas.expressions

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2006-2011 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license
"""
cas/expressions.py
==================

The expressions module implements all above :class:`exp` classes.
All symbolic representation of data in amoco rely on these expressions.
"""

from amoco.config import conf
from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")
from amoco.ui import render
import operator


# decorators:
# ------------


def _checkarg1_exp(f):
    def checkarg1_exp(*args):
        if len(args) > 0 and isinstance(args[0], exp):
            return f(*args)
        else:
            logger.error("first arg is not an expression")
            raise TypeError(args)

    return checkarg1_exp


def _checkarg_sizes(f):
    def checkarg_sizes(self, n):
        if self.size != n.size:
            if self.size > 0 and n.size > 0:
                logger.error("size mismatch")
                raise ValueError(n)
        return f(self, n)

    return checkarg_sizes


def _checkarg_numeric(f):
    def checkarg_numeric(self, n):
        if isinstance(n, int):
            n = cst(n, self.size)
        elif isinstance(n, (float)):
            n = cfp(n, self.size)
        return f(self, n)

    return checkarg_numeric


def _checkarg_slice(f):
    def checkarg_slice(self, *args):
        i = args[0]
        if isinstance(i, slice):
            if i.step != None:
                raise ValueError(i)
            if i.start < 0 or i.stop > self.size:
                logger.error("size mismatch")
                raise ValueError(i)
            if i.stop <= i.start:
                logger.error("invalid slice")
                raise ValueError(i)
        else:
            logger.error("argument should be a slice")
            raise TypeError(i)
        return f(self, *args)

    return checkarg_slice

# expression types:

et_cst = 0x00001
et_reg = 0x00002
# note:  0x000#0 is for reg subtypes (STD/PC/FLAG/STACK/OTHER)
et_slc = 0x00100
et_ext = 0x00200
et_lab = 0x00400
et_mem = 0x00800
et_ptr = 0x01000
et_tst = 0x02000
et_eqn = 0x04000
et_vec = 0x08000
et_cmp = 0x10000
et_msk = 0x1ffff

# ------------------------------------------------------------------------------
# exp is the core class for all expressions.
# It defines mandatory attributes, shared methods like dumps/loads, etc.
# ------------------------------------------------------------------------------

[docs]class exp(object):
    """the core class for all expressions.
    It defines mandatory attributes, shared methods like dumps/loads etc.

    Attributes:
        size (int): the bit size of the expression (default is 0.)
        sf (Bool): the sign flag of the expression (default is False: unsigned.)
        length (int): the byte size of the expression.
        mask (int): the bit mask of the expression.

    Note:
        len(exp) returns the byte size, assuming that size is a multiple of 8.
    """
    etype = 0
    __slots__ = ["size", "sf"]

    def __init__(self, size=0, sf=False):
        self.size = size
        self.sf = False

    def __len__(self):
        return self.length

[docs]    def signed(self):
        "consider expression as signed"
        self.sf = True
        return self


[docs]    def unsigned(self):
        "consider expression as unsigned"
        self.sf = False
        return self


    @property
    def length(self):  # length value is in bytes
        return self.size // 8

    @property
    def mask(self):
        return (1 << self.size) - 1

[docs]    def eval(self, env):
        "evalute expression in given :class:`mapper` env"
        if self._is_top:
            return top(self.size)
        if not self._is_def:
            return exp(self.size)
        else:
            raise NotImplementedError("can't eval %s" % self)


[docs]    def simplify(self, **kargs):
        "simplify expression based on predefined heuristics"
        return self


[docs]    def depth(self):
        "depth size of the expression tree"
        return 1.0


    def addr(self, env):
        raise TypeError("exp has no address")

[docs]    def dumps(self):
        "pickle expression"
        from pickle import dumps, HIGHEST_PROTOCOL

        return dumps(self, HIGHEST_PROTOCOL)


[docs]    def loads(self, s):
        "unpickle expression"
        from pickle import loads

        self = loads(s)
        return self


    def __unicode__(self):
        if self._is_top:
            return render.icons.top+("%d" % self.size)
        if not self._is_def:
            return render.icons.bot+("%d" % self.size)
        raise ValueError("void expression")

    def __str__(self):
        res = self.__unicode__()
        try:
            return str(res)
        except UnicodeEncodeError:
            return res.encode("utf-8")

[docs]    def toks(self, **kargs):
        "returns list of pretty printing tokens of the expression"
        return [(render.Token.Literal, "%s" % self)]


[docs]    def pp(self, **kargs):
        "pretty-printed string of the expression"
        return render.highlight(self.toks(**kargs))


[docs]    def bit(self, i):
        "extract i-th bit expression of the expression"
        i = i % self.size
        return self[i : i + 1]


[docs]    def bytes(self, sta=0, sto=None, endian=1):
        """
        returns the expression slice located at bytes [sta,sto]
        taking into account given endianess 1 (little)
        or -1 (big). Defaults to little endian.
        """
        s = slice(sta, sto)
        l = self.length
        sta, sto, stp = s.indices(l)
        if endian == -1:
            sta, sto = l - sto, l - sta
        return self[sta * 8 : sto * 8]


    # get item allows to extract the expression of a slice of the exp
    @_checkarg_slice
    def __getitem__(self, i):
        return slicer(self, i.start, i.stop - i.start)

    # set item allows to insert the expression of a slice in the exp
    # note: most child classes can't really inherit from this method
    # since the method makes sense only by returning an comp object
    # while __setitem__ is supposed to modify self...
    @_checkarg_slice
    def __setitem__(self, i, e):
        res = comp(self.size)
        res[0 : res.size] = self
        res[i.start : i.stop] = e
        return res.simplify()

[docs]    def extend(self, sign, size):
        "extend expression to given size, taking sign into account"
        xt = size - self.size
        if xt <= 0:
            return self
        sb = self[self.size - 1 : self.size]
        if sign is True:
            xx = tst(sb, cst(-1, xt), cst(0, xt))
            xx.sf = True
        else:
            xx = cst(0, xt)
            xx.sf = False
        return composer([self, xx])


[docs]    def signextend(self, size):
        "sign extend expression to given size"
        return self.extend(True, size)


[docs]    def zeroextend(self, size):
        "zero extend expression to given size"
        return self.extend(False, size)


    # arithmetic / logic methods : These methods are shared by all nodes.

    # unary operators:
    def __invert__(self):
        return oper(OP_NOT, self)

    def __neg__(self):
        return oper(OP_MIN, self)

    def __pos__(self):
        return self

    # binary operators:
    @_checkarg_numeric
    def __add__(self, n):
        return oper(OP_ADD, self, n)

    @_checkarg_numeric
    def __sub__(self, n):
        return oper(OP_MIN, self, n)

    @_checkarg_numeric
    def __mul__(self, n):
        return oper(OP_MUL, self, n)

    @_checkarg_numeric
    def __pow__(self, n):
        return oper(OP_MUL2, self, n)

    @_checkarg_numeric
    def __truediv__(self, n):
        return oper(OP_DIV, self, n)

    @_checkarg_numeric
    def __div__(self, n):
        return oper(OP_DIV, self, n)

    @_checkarg_numeric
    def __truediv__(self, n):
        return oper(OP_DIV, self, n)

    @_checkarg_numeric
    def __mod__(self, n):
        return oper(OP_MOD, self, n)

    @_checkarg_numeric
    def __floordiv__(self, n):
        return oper(OP_ASR, self, n)

    @_checkarg_numeric
    def __and__(self, n):
        return oper(OP_AND, self, n)

    @_checkarg_numeric
    def __or__(self, n):
        return oper(OP_OR, self, n)

    @_checkarg_numeric
    def __xor__(self, n):
        return oper(OP_XOR, self, n)

    # reflected operand cases:
    @_checkarg_numeric
    def __radd__(self, n):
        return oper(OP_ADD, n, self)

    @_checkarg_numeric
    def __rsub__(self, n):
        return oper(OP_MIN, n, self)

    @_checkarg_numeric
    def __rmul__(self, n):
        return oper(OP_MUL, n, self)

    @_checkarg_numeric
    def __rpow__(self, n):
        return oper(OP_MUL2, n, self)

    @_checkarg_numeric
    def __rand__(self, n):
        return oper(OP_AND, n, self)

    @_checkarg_numeric
    def __ror__(self, n):
        return oper(OP_OR, n, self)

    @_checkarg_numeric
    def __rxor__(self, n):
        return oper(OP_XOR, n, self)

    # shifts:
    @_checkarg_numeric
    def __lshift__(self, n):
        return oper(OP_LSL, self, n)

    @_checkarg_numeric
    def __rshift__(self, n):
        return oper(OP_LSR, self, n)

    # WARNING: comparison operators cmp returns a python bool
    # but any other operators always return an expression !
    def __hash__(self):
        return hash("%s" % self) + self.size

    # An expression defaults to False, and only bit1 will return True.
    def __bool__(self):
        return False

    def __eq__(self, n):
        # we inline checkarg_numeric only here:
        if isinstance(n, int):
            n = cst(n, self.size)
        elif isinstance(n, (float)):
            n = cfp(n, self.size)
        if hash(self) == hash(n):
            return bit1
        return oper(OP_EQ, self, n)

    @_checkarg_numeric
    def __ne__(self, n):
        if hash(self) == hash(n):
            return bit0
        return oper(OP_NEQ, self, n)

    @_checkarg_numeric
    def __lt__(self, n):
        if hash(self) == hash(n):
            return bit0
        return oper(OP_LT, self, n)

    @_checkarg_numeric
    def __le__(self, n):
        if hash(self) == hash(n):
            return bit1
        return oper(OP_LE, self, n)

    @_checkarg_numeric
    def __ge__(self, n):
        if hash(self) == hash(n):
            return bit1
        return oper(OP_GE, self, n)

    @_checkarg_numeric
    def __gt__(self, n):
        if hash(self) == hash(n):
            return bit0
        return oper(OP_GT, self, n)

[docs]    def to_smtlib(self, solver=None):
        "translate expression to its smt form"
        logger.warning("no SMT solver defined")
        raise NotImplementedError


    def is_(self,t):
        return t & self.etype

    def set_top(self):
        self.etype = ~(~self.etype & et_msk)

    @property
    def _is_def(self):
        return self.etype > 0
    @property
    def _is_top(self):
        return self.etype < 0
    @property
    def _is_cst(self):
        return et_cst & self.etype
    @property
    def _is_reg(self):
        return et_reg & self.etype
    @property
    def _is_cmp(self):
        return et_cmp & self.etype
    @property
    def _is_slc(self):
        return et_slc & self.etype
    @property
    def _is_mem(self):
        return et_mem & self.etype
    @property
    def _is_ext(self):
        return et_ext & self.etype
    @property
    def _is_lab(self):
        return et_lab & self.etype
    @property
    def _is_ptr(self):
        return et_ptr & self.etype
    @property
    def _is_tst(self):
        return et_tst & self.etype
    @property
    def _is_eqn(self):
        return et_eqn & self.etype
    @property
    def _is_vec(self):
        return et_vec & self.etype



[docs]class top(exp):
    """
    top expression represents symbolic values
    that have reached a high complexity threshold.

    Note:
    This expression is an absorbing element of the
    algebra. Any expression that involves a top
    expression results in a top expression.
    """
    etype = -et_msk-1
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__

[docs]    def depth(self):
        return float("inf")




# -----------------------------------
# cst holds numeric immediate values
# -----------------------------------

[docs]class cst(exp):
    """
    cst expression represents concrete values (constants).

    Attributes:
        value (int): get the integer of the expression, taking into account
                     the sign flag.
    """
    __slots__ = ["v"]
    etype = et_cst
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__

    def __init__(self, v, size=32):
        if isinstance(v, bool):  # only True/False forces size=1 (not 0/1 !)
            v = 1 if v else 0
            size = 1
        self.sf = False if v >= 0 else True
        self.size = size
        self.v = v & self.mask

    @property
    def value(self):
        if self.sf and (self.v >> (self.size - 1) == 1):
            return -(self.v ^ self.mask) - 1
        else:
            return self.v

    # for slicing purpose:
    def __index__(self):
        return self.value

    # coercion to Python int:
    def __int__(self):
        return self.value

    # defaults to signed hex base
    def __unicode__(self):
        return "{:#x}".format(self.value)

[docs]    def toks(self, **kargs):
        return [(render.Token.Constant, "%s" % self)]


[docs]    def to_sym(self, ref):
        "cast into a symbol expression associated to name ref"
        return sym(ref, self.v, self.size)


    def to_bytes(self,endian=1):
        s = []
        v = self.v
        for i in range(0,self.size,8):
            s.append(v&0xff)
            v = v>>8
        return bytes(s[::endian])

    # eval of cst is always itself: (sf flag conserved)
[docs]    def eval(self, env):
        return cst(self.value, self.size)


[docs]    def zeroextend(self, size):
        return cst(self.v, max(size, self.size))


[docs]    def signextend(self, size):
        sf = self.sf
        self.sf = True
        v = self.value
        self.sf = sf
        return cst(v, max(size, self.size))


    # bit-slice (returns cst) :
    @_checkarg_slice
    def __getitem__(self, i):
        start = i.start or 0
        stop = i.stop or self.size
        return cst(self.v >> start, stop - start)

    def __invert__(self):
        # note: masking is needed because python uses unlimited ints
        # so ~0x80 means not(...0000080) = ...fffffef
        return cst((~(self.v)) & self.mask, self.size)

    def __neg__(self):
        return cst(-(self.value), self.size)

    @_checkarg_numeric
    @_checkarg_sizes
    def __add__(self, n):
        if n._is_cst:
            return cst(self.value + n.value, self.size)
        else:
            return exp.__add__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __sub__(self, n):
        if n._is_cst:
            return cst(self.value - n.value, self.size)
        else:
            return exp.__sub__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __mul__(self, n):
        if n._is_cst:
            return cst(self.value * n.value, self.size)
        else:
            return exp.__mul__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __pow__(self, n):
        if n._is_cst:
            return cst(self.value * n.value, 2 * self.size)
        else:
            return exp.__pow__(self, n)

    @_checkarg_numeric
    def __div__(self, n):
        if n._is_cst:
            return cst(self.value // n.value, self.size)
        else:
            return exp.__div__(self, n)

    @_checkarg_numeric
    def __truediv__(self, n):
        if n._is_cst:
            return cst(self.value // n.value, self.size)
        else:
            return exp.__truediv__(self, n)

    @_checkarg_numeric
    def __div__(self, n):
        if n._is_cst:
            return cst(self.value // n.value, self.size)
        else:
            return exp.__div__(self, n)

    @_checkarg_numeric
    def __mod__(self, n):
        if n._is_cst:
            return cst(self.value % n.value, self.size)
        else:
            return exp.__mod__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __and__(self, n):
        if n._is_cst:
            return cst(self.v & n.v, self.size)
        else:
            return exp.__and__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __or__(self, n):
        if n._is_cst:
            return cst(self.v | n.v, self.size)
        else:
            return exp.__or__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __xor__(self, n):
        if n._is_cst:
            return cst(self.v ^ n.v, self.size)
        else:
            return exp.__xor__(self, n)

    @_checkarg_numeric
    def __lshift__(self, n):
        if n._is_cst:
            return cst(self.value << n.value, self.size)
        else:
            return exp.__lshift__(self, n)

    @_checkarg_numeric
    def __rshift__(self, n):
        self.sf = False  # rshift implements logical right shift
        if n._is_cst:
            return cst(self.value >> n.value, self.size)
        else:
            return exp.__rshift__(self, n)

    @_checkarg_numeric
    def __floordiv__(self, n):
        self.sf = True  # floordiv implements arithmetic right shift
        if n._is_cst:
            return cst(self.value >> n.value, self.size)
        else:
            return exp.__floordiv__(self, n)

    @_checkarg_numeric
    def __radd__(self, n):
        return n + self

    @_checkarg_numeric
    def __rsub__(self, n):
        return n - self

    @_checkarg_numeric
    def __rmul__(self, n):
        return n * self

    @_checkarg_numeric
    def __rpow__(self, n):
        return n ** self

    @_checkarg_numeric
    def __rdiv__(self, n):
        return n / self

    @_checkarg_numeric
    def __rand__(self, n):
        return n & self

    @_checkarg_numeric
    def __ror__(self, n):
        return n | self

    @_checkarg_numeric
    def __rxor__(self, n):
        return n ^ self

    # the only atom that is considered True is the cst(1,1) (ie bit1 below)
    def __bool__(self):
        if self.size == 1 and self.v == 1:
            return True
        else:
            return False

    @_checkarg_numeric
    @_checkarg_sizes
    def __eq__(self, n):
        if n._is_cst:
            return cst(self.v == n.v)
        else:
            return exp.__eq__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __ne__(self, n):
        if n._is_cst:
            return cst(self.v != n.v)
        else:
            return exp.__ne__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __lt__(self, n):
        if n._is_cst:
            return cst(self.value < n.value)
        else:
            return exp.__lt__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __le__(self, n):
        if n._is_cst:
            return cst(self.value <= n.value)
        else:
            return exp.__le__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __ge__(self, n):
        if n._is_cst:
            return cst(self.value >= n.value)
        else:
            return exp.__ge__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __gt__(self, n):
        if n._is_cst:
            return cst(self.value > n.value)
        else:
            return exp.__gt__(self, n)



bit0 = cst(0, 1)
bit1 = cst(1, 1)
assert bool(bit1)


[docs]class sym(cst):
    "symbol expression extends cst with a reference name for pretty printing"
    __slots__ = ["ref"]
    __hash__ = cst.__hash__
    __eq__ = exp.__eq__

    def __init__(self, ref, v, size=32):
        self.ref = ref
        cst.__init__(self, v, size)

    def __unicode__(self):
        return "#%s" % self.ref



[docs]class cfp(exp):
    "floating point concrete value expression"
    __slots__ = ["v"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__
    etype = et_cst

    def __init__(self, v, size=32):
        self.size = size
        self.v = float(v)

    @property
    def value(self):
        return self.v

    # coercion to integer:
    def __int__(self):
        return NotImplementedError

    def __unicode__(self):
        return "{:f}".format(self.value)

[docs]    def toks(self, **kargs):
        return [(render.Token.Constant, "%s" % self)]


[docs]    def eval(self, env):
        return cfp(self.value, self.size)


    def __neg__(self):
        return cfp(-(self.value), self.size)

    @_checkarg_numeric
    @_checkarg_sizes
    def __add__(self, n):
        if n._is_cst:
            return cfp(self.v + n.value, self.size)
        else:
            return exp.__add__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __sub__(self, n):
        if n._is_cst:
            return cfp(self.v - n.value, self.size)
        else:
            return exp.__sub__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __mul__(self, n):
        if n._is_cst:
            return cfp(self.v * n.value, self.size)
        else:
            return exp.__mul__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __pow__(self, n):
        if n._is_cst:
            return cfp(self.v * n.value, self.size)
        else:
            return exp.__pow__(self, n)

    @_checkarg_numeric
    def __div__(self, n):
        if n._is_cst:
            return cfp(self.v / n.value, self.size)
        else:
            return exp.__div__(self, n)

    @_checkarg_numeric
    def __truediv__(self, n):
        if n._is_cst:
            return cfp(self.v / n.value, self.size)
        else:
            return exp.__truediv__(self, n)

    @_checkarg_numeric
    def __radd__(self, n):
        return n + self

    @_checkarg_numeric
    def __rsub__(self, n):
        return n - self

    @_checkarg_numeric
    def __rmul__(self, n):
        return n * self

    @_checkarg_numeric
    def __rpow__(self, n):
        return n ** self

    @_checkarg_numeric
    def __rdiv__(self, n):
        return n / self

    @_checkarg_numeric
    @_checkarg_sizes
    def __eq__(self, n):
        if n._is_cst:
            return cst(self.value == n.value)
        else:
            return exp.__eq__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __ne__(self, n):
        if n._is_cst:
            return cst(self.value != n.value)
        else:
            return exp.__ne__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __lt__(self, n):
        if n._is_cst:
            return cst(self.value < n.value)
        else:
            return exp.__lt__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __le__(self, n):
        if n._is_cst:
            return cst(self.value <= n.value)
        else:
            return exp.__le__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __ge__(self, n):
        if n._is_cst:
            return cst(self.value >= n.value)
        else:
            return exp.__ge__(self, n)

    @_checkarg_numeric
    @_checkarg_sizes
    def __gt__(self, n):
        if n._is_cst:
            return cst(self.value > n.value)
        else:
            return exp.__gt__(self, n)



# ------------------------------------------------------------------------------
# reg holds 32-bit register reference (refname).
# ------------------------------------------------------------------------------

[docs]class reg(exp):
    "symbolic register expression"
    __slots__ = ["ref", "etype", "_subrefs", "__protect"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__

    def __init__(self, refname, size=32):
        self.__protect = False
        self.size = size
        self.__protect = True
        self.sf = False
        self.ref = refname
        self._subrefs = {}
        self.etype = et_reg | (regtype.cur or regtype.STD)

    def __unicode__(self):
        return "%s" % self.ref

[docs]    def toks(self, **kargs):
        return [(render.Token.Register, "%s" % self)]


[docs]    def eval(self, env):
        r = env[self]
        r.sf = self.sf
        return r


    def addr(self, env):
        return self

    def __setattr__(self, a, v):
        if a == "size" and self.__protect == True:
            raise AttributeError("protected attribute")
        exp.__setattr__(self, a, v)

    # howto pickle/unpickle reg objects:
    def __setstate__(self, state):
        v = state[1]
        self.__protect = False
        self.size = v["size"]
        self.sf = v["sf"]
        self.ref = v["ref"]
        self.etype = v["etype"]
        self._subrefs = v["_subrefs"]
        self.__protect = v["_reg__protect"]




[docs]class regtype(object):
    """
    decorator and context manager (with...) for associating
    a register to a specific category among STD (standard),
    PC (program counter), FLAGS, STACK, OTHER.
    """
    STD   = 0x00
    PC    = 0x10
    FLAGS = 0x20
    STACK = 0x40
    OTHER = 0x80
    cur = None

    def __init__(self, t):
        self.t = t

    def __call__(self, r):
        if not r._is_reg:
            logger.error("pc decorator ignored (not a register)")
        r.etype |= self.t
        return r

    def __enter__(self):
        regtype.cur = self.t

    def __exit__(self, exc_type, exc_value, traceback):
        regtype.cur = None



is_reg_pc    = regtype(regtype.PC)
is_reg_flags = regtype(regtype.FLAGS)
is_reg_stack = regtype(regtype.STACK)
is_reg_other = regtype(regtype.OTHER)

# ------------------------------------------------------------------------------
# ext holds external symbols used by the dynamic linker.
# ------------------------------------------------------------------------------

[docs]class ext(reg):
    "external reference to a dynamic (lazy or non-lazy) symbol"
    __hash__ = reg.__hash__
    __eq__ = exp.__eq__

    def __init__(self, refname, **kargs):
        self.ref = refname
        self._subrefs = kargs
        self.size = kargs.get("size", None)
        self.sf = False
        self._reg__protect = False
        self.etype = et_ext | et_reg | regtype.OTHER
        self.stub = None
        # add the instruction interface:
        self.address = None
        self.operands = []
        self.misc = {}
        self.type = 2 # type_control_flow

    def __unicode__(self):
        return "@%s" % self.ref

[docs]    def toks(self, **kargs):
        tk = render.Token.Tainted if "!" in self.ref else render.Token.Name
        return [(tk, "%s" % self)]


    def __setattr__(self, a, v):
        exp.__setattr__(self, a, v)

[docs]    def call(self, env, **kargs):
        "explicit call to the ext's stub"
        logger.info("stub %s explicit call" % self.ref)
        if not "size" in kargs:
            kargs.update(size=self.size)
        try:
            res = self.stub(env, **kargs)
        except TypeError:
            res = None
        if res is None:
            return top(self.size)
        return res[0 : self.size]


    def __call__(self, env):
        "used when the expression is used as a target instruction"
        logger.info("stub %s implicit call" % self.ref)
        f = self.stub
        f(env, **self._subrefs)


# ------------------------------------------------------------------------------
# lab holds labels/symbols, e.g. from relocations
# ------------------------------------------------------------------------------

[docs]class lab(ext):
    "label expression used by the assembler"
    __hash__ = ext.__hash__
    __eq__ = exp.__eq__

    def __init__(self, refname, **kargs):
        super().__init__(refname,**kargs)
        self.etype |= et_lab


# ------------------------------------------------------------------------------

[docs]def composer(parts):
    """
    composer returns a comp object (see below) constructed with parts from low
    significant bits parts to most significant bits parts.
    The last part sf flag propagates to the resulting comp.
    """
    assert len(parts) > 0
    if len(parts) == 1:
        return parts[0]
    s = sum([x.size for x in parts])
    c = comp(s)
    c.sf = parts[-1].sf
    pos = 0
    for x in parts:
        c[pos : pos + x.size] = x
        pos += x.size
    return c.simplify()


# ------------------------------------------------------------------------------

[docs]class comp(exp):
    """
    composite expression, represents an expression made of several parts.

    Attributes:
        parts (dict): expressions parts dictionary.
                      Each key is a tuple (pos,sz) and value is the exp part.
                      pos is the bit position for this part, and sz is its size.
        smask (list): mapping of bit index to the part's key that defines this bit.
    Note:
        Each part can be accessed by 'slicing' the comp to obtain another
        comp or the part if the given slice indices match the part position.
    """
    __slots__ = ["smask", "parts"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__
    etype = et_cmp

    def __init__(self, s):
        self.size = s
        self.sf = False
        self.smask = [None] * self.size
        self.parts = {}
        # the symp is only obtained after a restruct !

    def __unicode__(self):
        s = "{ |"
        cur = 0
        for nv in self:
            nk = cur, cur + nv.size
            s += " %s->%s |" % ("[%d:%d]" % nk, nv)
            cur += nv.size
        return s + " }"

[docs]    def toks(self, **kargs):
        if "indent" in kargs:
            p = kargs.get("indent", 0)
            pad = "\n".ljust(p + 1)
            kargs["indent"] = p + 4
        else:
            pad = ""
        tl = (render.Token.Literal, ", ")
        s = [(render.Token.Literal, "{")]
        cur = 0
        for nv in self:
            loc = "%s[%2d:%2d] -> " % (pad, cur, cur + nv.size)
            cur += nv.size
            s.append((render.Token.Literal, loc))
            t = nv.toks(**kargs)
            s.extend(t)
            s.append(tl)
        if len(s) > 1:
            s.pop()
        s.append((render.Token.Literal, "}"))
        return s


[docs]    def eval(self, env):
        res = comp(self.size)
        res.sf = self.sf
        res.smask = self.smask[:]
        for nk, nv in iter(self.parts.items()):
            res.parts[nk] = nv.eval(env)
        # now there may be raw numeric value in enode dict, so tiddy up:
        res.restruct()
        # once simplified, it may be reduced to 1 part, so:
        if (0, res.size) in res.parts.keys():
            res = res.parts[(0, res.size)]
        return res


    def copy(self):
        res = comp(self.size)
        res.smask = self.smask[:]
        for nk, nv in iter(self.parts.items()):
            res.parts[nk] = nv
        res.sf = self.sf
        return res

[docs]    def simplify(self, **kargs):
        for nk, nv in iter(self.parts.items()):
            self.parts[nk] = nv.simplify(**kargs)
        self.restruct()
        if (0, self.size) in self.parts.keys():
            return self.parts[(0, self.size)]
        else:
            return self


    @_checkarg_slice
    def __getitem__(self, i):
        start = i.start or 0
        stop = i.stop or self.size
        # see if the slice is exactly in the compound set:
        if (start, stop) in self.parts.keys():
            return self.parts[(start, stop)]
        if start == 0 and stop == self.size:
            return self.copy()
        l = stop - start
        res = comp(l)
        res.sf = self.sf
        b = 0
        while b < l:
            # select symbol index and object:
            idx = self.smask[start]
            if idx is None:
                b += 1
                start += 1
                continue
            else:  # idx is a slice keyed in enode dict
                s = self.parts[idx]
                # get slice for this symbol:
                deb = start - idx[0]
                fin = min(idx[1], stop) - idx[0]
                d = fin - deb
                res[b : b + d] = s[deb:fin]
                b += d
                start += d
        res.restruct()
        if len(res.parts.keys()) == 0:
            return slicer(self, start, stop - start)
        if len(res.parts.keys()) == 1:
            return list(res.parts.values())[0]
        return res

    @_checkarg_slice
    def __setitem__(self, i, v):
        sta = i.start or 0
        sto = i.stop or self.size
        l = sto - sta
        if v.size != l:
            raise ValueError("size mismatch")
        # make cmp always flat:
        if v._is_cmp:
            for vp, vv in v.parts.items():
                vsta, vsto = vp
                self[sta + vsta : sta + vsto] = vv
        else:
            # see if the slice is exactly in the compound set:
            if (sta, sto) in self.parts.keys():
                self.parts[(sta, sto)] = v
            else:
                self.parts[(sta, sto)] = v
                self.cut(sta, sto)

[docs]    def cut(self, start, stop):
        """
        cut will scan the parts dict to find those spanning **over**
        start and/or stop bounds then it will split them and remove their
        inner parts.

        Note:
            cut is in in-place method (affects self).
        """
        # list parts that cover (start,stop) range:
        maskset = []
        for nk in filter(None, self.smask[start:stop]):
            if not nk in maskset:
                maskset.append(nk)
        # for each listed part, remove its covering in this range
        # and update parts and smask dicts accordingly:
        for nk in maskset:
            nv = self.parts.pop(nk)
            if nk[0] < start:
                self.parts[(nk[0], start)] = nv[0 : start - nk[0]]
                self.smask[nk[0] : start] = [(nk[0], start)] * (start - nk[0])
            if nk[1] > stop:
                self.parts[(stop, nk[1])] = nv[stop - nk[0] : nk[1] - nk[0]]
                self.smask[stop : nk[1]] = [(stop, nk[1])] * (nk[1] - stop)
        self.smask[start:stop] = [(start, stop)] * (stop - start)


    def __iter__(self):
        # gather cst as possible:
        part = list(self.parts.keys())
        part.sort(key=operator.itemgetter(0))
        cur = 0
        for p in part:
            assert p[0] == cur
            yield self.parts[p]
            cur = p[1]

[docs]    def restruct(self):
        """
        restruct will aggregate consecutive cst expressions in order
        to minimize the number of parts.
        """
        # gather cst as possible:
        part = list(self.parts.keys())
        part.sort(key=operator.itemgetter(0))
        for i in range(len(part) - 1):
            ra = part[i]
            rb = part[i + 1]
            if ra[1] == rb[0]:
                na = self.parts[ra]
                nb = self.parts[rb]
                if na._is_cst and nb._is_cst:
                    v = (nb.v << na.size) | (na.v)
                    self.parts[(ra[0], rb[1])] = cst(v, na.size + nb.size)
                    self.parts.pop(ra)
                    self.parts.pop(rb)
                    self.smask[ra[0] : rb[1]] = [(ra[0], rb[1])] * (rb[1] - ra[0])
                    self.restruct()
                    break
                elif not (na._is_def or nb._is_def):
                    self.parts[(ra[0], rb[1])] = top(rb[1] - ra[0])
                    self.parts.pop(ra)
                    self.parts.pop(rb)
                    self.smask[ra[0] : rb[1]] = [(ra[0], rb[1])] * (rb[1] - ra[0])
                    self.restruct()
                    break


[docs]    def depth(self):
        return sum((p.depth() for p in self))



# ------------------------------------------------------------------------------

[docs]class mem(exp):
    """
    memory expression represents a symbolic value of length size, in segment seg,
    at given address expression.

    Attributes:
        a (ptr): a pointer expression that represents the address.
        endian (int): 1 means little, -1 means big.
        mods (list): list of possibly aliasing operations affecting this exp.

    Note:
        The mods list allows to handle aliasing issues detected at fetching time
        and adjust the eval result accordingly.
    """
    __slots__ = ["a", "mods", "endian"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__
    etype = et_mem

    def __init__(self, a, size=32, seg=None, disp=0, mods=None, endian=1):
        self.size = size
        self.sf = False
        self.a = ptr(a, seg, disp)
        self.mods = mods or []
        self.endian = endian

    def __unicode__(self):
        n = len(self.mods)
        n = "$%d" % n if n > 0 else ""
        return "M%d%s%s" % (self.size, n, self.a)

[docs]    def toks(self, **kargs):
        return [(render.Token.Memory, "%s" % self)]


[docs]    def eval(self, env):
        a = self.a.eval(env)
        m = env.use()
        for loc, v in self.mods:
            if loc._is_ptr:
                loc = env(loc)
            m[loc] = env(v)
        res = m[mem(a, self.size, endian=self.endian)]
        res.sf = self.sf
        return res


[docs]    def simplify(self, **kargs):
        self.a.simplify(**kargs)
        if self.a.base._is_vec:
            seg, disp = self.a.seg, self.a.disp
            l = []
            for a in self.a.base.l:
                x = mem(a, self.size, seg, disp, mods=self.mods, endian=self.endian)
                l.append(x)
            v = vec(l)
            return v if self.a.base._is_def else vecw(v)
        return self


    def addr(self, env):
        return self.a.eval(env).unsigned()

[docs]    def bytes(self, sta=0, sto=None, endian=0):
        s = slice(sta, sto)
        l = self.length
        sta, sto, stp = s.indices(l)
        size = (sto - sta) * 8
        a = self.a
        return mem(a, size, disp=sta, mods=self.mods, endian=self.endian)


    @_checkarg_slice
    def __getitem__(self, i):
        sta, sto, stp = i.indices(self.size)
        b1, r1 = divmod(sta, 8)
        b2, r2 = divmod(sto, 8)
        if r2 > 0:
            b2 += 1
        l = self.length
        if self.endian == -1:
            b1, b2 = l - b2, l - b1
        a = self.a
        size = (b2 - b1) * 8
        x = mem(a, size, disp=b1, mods=self.mods, endian=self.endian)
        x.sf = self.sf
        if r1 > 0 or r2 > 0:
            x = slc(x, r1, (sto - sta))
        return x


# ------------------------------------------------------------------------------

[docs]class ptr(exp):
    """
    ptr holds memory addresses with segment, base expressions and
    displacement integer (offset relative to base).

    Attributes:
        base (exp): symbolic expression for the base of pointer address.
        disp (int): offset relative to base for the pointer address.
        seg  (reg): segment register (or None if unused.)
    """
    __slots__ = ["base", "disp", "seg"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__
    etype = et_ptr

    def __init__(self, base, seg=None, disp=0):
        if base._is_ptr:
            if seg is None:
                seg = base.seg
            disp = base.disp + disp
            base = base.base
        self.base, offset = extract_offset(base)
        self.disp = disp + offset
        self.seg = seg
        self.size = base.size
        self.sf = False

    def __unicode__(self):
        d = self.disp_tostring()
        seg = "" if self.seg is None else self.seg
        return "%s(%s%s)" % (seg, self.base, d)

    def disp_tostring(self, base10=True):
        if hasattr(self.disp, "_is_cst"):
            # When allowing label in expressions, e.g. when parsing
            # relocatable objects and relocations, 'disp' (displacement
            # from a base address in memory) can not only be a number as
            # in standard amoco, but also a label, a difference of labels
            # or even a difference of labels added with an integer
            return "+%s" % self.disp
        if self.disp == 0:
            return ""
        if base10:
            return "%+d" % self.disp
        c = cst(self.disp, self.size)
        c.sf = False
        return "+%s" % c

[docs]    def toks(self, **kargs):
        return [(render.Token.Address, "%s" % self)]


[docs]    def simplify(self, **kargs):
        self.base, offset = extract_offset(self.base)
        self.disp += offset
        if isinstance(self.seg, exp):
            self.seg = self.seg.simplify(**kargs)
        if not self.base._is_def:
            self.disp = 0
        return self


    # default segment handler does not care about seg value:
    @staticmethod
    def segment_handler(env, s, bd):
        base, disp = bd
        return ptr(base, s, disp)

[docs]    def eval(self, env):
        a = self.base.eval(env)
        s = self.seg
        if isinstance(s, exp):
            s = s.eval(env)
        return self.segment_handler(env, s, (a, self.disp))



# ------------------------------------------------------------------------------

[docs]def slicer(x, pos, size):
    """
    wrapper of slc class that returns a simplified version of x[pos:pos+size].
    """
    if not isinstance(x, exp):
        raise TypeError(x)
    if not x._is_def:
        return top(size)
    if pos == 0 and size == x.size:
        return x
    else:
        if x._is_mem or x._is_cmp:
            res = x[pos : pos + size]
            res.sf = x.sf
            return res
        return slc(x, pos, size)


# ------------------------------------------------------------------------------

[docs]class slc(exp):
    """
    slice expression, represents an expression part.

    Attributes:
        x (exp): reference to the symbolic expression
        pos (int): start bit for the part.
        ref (str): an alternative symbolic name for this part.
    """
    __slots__ = ["x", "pos", "ref", "__protect", "etype"]
    __eq__ = exp.__eq__

    def __init__(self, x, pos, size, ref=None):
        if not isinstance(pos, int):
            raise TypeError(pos)
        self.__protect = False
        self.size = size
        self.sf = x.sf
        if isinstance(x, slc):
            res = x[pos : pos + size]
            x, pos = res.x, res.pos
        self.x = x
        self.pos = pos
        self.etype = et_slc
        self.setref(ref)

    def setref(self, ref):
        if self.x._is_reg:
            self.etype |= self.x.etype
            if ref is None:
                ref = self.x._subrefs.get((self.pos, self.size), None)
            else:
                self.x._subrefs[(self.pos, self.size)] = ref
            self.__protect = True
        self.ref = ref

[docs]    def raw(self):
        "returns the raw symbolic name (ignore the ref attribute.)"
        return "%s[%d:%d]" % (self.x, self.pos, self.pos + self.size)


    def __setattr__(self, a, v):
        if a == "size" and self.__protect == True:
            raise AttributeError("protected attribute")
        exp.__setattr__(self, a, v)

    def __unicode__(self):
        return self.ref or self.raw()

[docs]    def toks(self, **kargs):
        if self._is_reg:
            return [(render.Token.Register, "%s" % self)]
        subpart = [(render.Token.Literal, "[%d:%d]" % (self.pos, self.pos + self.size))]
        return self.x.toks(**kargs) + subpart


    def __hash__(self):
        return hash(self.raw())  # lgtm [py/equals-hash-mismatch]

[docs]    def depth(self):
        return 2 * self.x.depth()


[docs]    def eval(self, env):
        n = self.x.eval(env)
        res = n[self.pos : self.pos + self.size]
        res.sf = self.sf
        return res


    # slc of mem objects are simplified by adjusting the disp offset of
    # the sliced mem object.
[docs]    def simplify(self, **kargs):
        self.x = self.x.simplify(**kargs)
        if not self.x._is_def:
            return top(self.size)
        if self.x._is_cmp or self.x._is_cst:
            res = self.x[self.pos : self.pos + self.size]
            res.sf = self.sf
            return res
        if self.x._is_mem and self.size % 8 == 0:
            off, rst = divmod(self.pos, 8)
            if rst == 0:
                a = ptr(self.x.a.base, self.x.a.seg, self.x.a.disp + off)
                res = mem(a, self.size)
                res.sf = self.sf
                return res
        if self.x._is_eqn and (
            self.x.op.type == 2
            or (self.x.op.symbol in (OP_ADD, OP_MIN) and self.pos == 0)
        ):
            r = self.x.r[self.pos : self.pos + self.size]
            if self.x.op.unary:
                return self.x.op(r)
            l = self.x.l[self.pos : self.pos + self.size]
            return self.x.op(l, r)
        if self.x._is_vec:
            return vec([x[self.pos : self.pos + self.size] for x in self.x.l])
        else:
            return self


    # slice of a slice:
    @_checkarg_slice
    def __getitem__(self, i):
        if i.start == 0 and i.stop == self.size:
            return self
        else:
            start = self.pos + i.start
            return slicer(self.x, start, i.stop - i.start)

    ##
    # simplify: the only simplification would apply on slc'ed expression x
    # but x can't be of type slc...
    def addr(self, env):
        if self.x._is_mem:
            a = self.x.addr(env).unsigned()
            a.disp = self.pos
            return a
        elif self.x._is_reg:
            return self.x
        else:
            raise TypeError("this expression is not a location")

    def __setstate__(self, state):
        v = state[1]
        self.__protect = False
        self.size = v["size"]
        self.sf = v["sf"]
        self.x = v["x"]
        self.pos = v["pos"]
        self.ref = v["ref"]
        self.etype = v["etype"]
        self.__protect = v["_slc__protect"]


# ------------------------------------------------------------------------------

[docs]class tst(exp):
    """
    Conditional expression.

    Attributes:
        tst (exp): the boolean expression that represents the condition.
        l   (exp): the resulting expression if test == bit1.
        r   (exp): the resulting expression if test == bit0.
    """
    __slots__ = ["tst", "l", "r"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__
    etype = et_tst

    def __init__(self, t, l, r):
        if t is True or t is False:
            t = cst(t, 1)
        self.tst = t  # the expression to test, probably a 'op' expressions.
        if l.size != r.size:
            raise ValueError((l, r))
        self.l = l  # true (tst evals to val)
        self.r = r  # false
        self.size = self.l.size
        self.sf = False

    ##
    def __unicode__(self):
        return "(%s ? %s : %s)" % (self.tst, self.l, self.r)

[docs]    def toks(self, **kargs):
        ttest = self.tst.toks(**kargs)
        ttest.append((render.Token.Literal, " ? "))
        ttrue = self.l.toks(**kargs)
        ttrue.append((render.Token.Literal, " : "))
        tfalse = self.r.toks(**kargs)
        return ttest + ttrue + tfalse


    # default verify method if smt module is not loaded.
    # here we check if tst or its negation exist in env.conds but we can
    # only rely on "syntaxic" features unless we have a solver.
    # see smt.py: tst_verify() for a SMT-based implementation.
    def verify(self, env):
        flag = self.tst.eval(env)
        for c in env.conds:
            if c == flag:
                flag = bit1
                break
            if c == (~flag):
                flag = bit0
                break
        return flag

[docs]    def eval(self, env):
        cond = self.verify(env)
        l = self.l.eval(env)
        r = self.r.eval(env)
        if not cond._is_cst:
            return tst(cond, l, r)
        if cond.v == 1:
            return l
        else:
            return r


[docs]    def simplify(self, **kargs):
        self.tst = self.tst.simplify(**kargs)
        widening = kargs.get("widening", False)
        if widening or not self.tst._is_def:
            return vec([self.l, self.r]).simplify()
        self.l = self.l.simplify(**kargs)
        if self.tst == bit1:
            return self.l
        self.r = self.r.simplify(**kargs)
        if self.tst == bit0:
            return self.r
        if self.l == self.r:
            return self.l
        return self


[docs]    def depth(self):
        return (self.tst.depth() + self.l.depth() + self.r.depth()) / 3.0



# ------------------------------------------------------------------------------

[docs]def oper(opsym, l, r=None):
    "wrapper of the operator expression that detects unary operations"
    if r is None:
        return uop(opsym, l).simplify()
    return op(opsym, l, r).simplify()



# ------------------------------------------------------------------------------

[docs]class op(exp):
    """
    op holds binary integer arithmetic and bitwise logic expressions

    Attributes:
        op (_operator): binary operator
        prop (int): type of operator (ARITH, LOGIC, CONDT, SHIFT)
        l (exp): left-hand expression of the operator
        r (exp): right-hand expression of the operator
    """
    __slots__ = ["op", "l", "r", "prop"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__
    etype = et_eqn

    def __init__(self, op, l, r):
        self.op = _operator(op)
        self.prop = self.op.type
        if self.prop < 4:
            if l.size != r.size:
                raise ValueError("Size mismatch %d != %d" % (l.size, r.size))
        self.l = l
        self.r = r
        self.size = self.l.size
        if self.prop == 4:
            self.size = 1
        elif self.op.symbol in [OP_MUL2]:
            self.size *= 2
        self.sf = l.sf
        if self.prop == 1:
            self.sf |= r.sf
        if self.l._is_eqn:
            self.prop |= self.l.prop
        if self.r._is_eqn:
            self.prop |= self.r.prop

[docs]    def eval(self, env):
        # single-operand :
        l = self.l.eval(env)
        r = self.r.eval(env)
        res = self.op(l, r)
        res.sf = self.sf
        return res


    ##

    def __unicode__(self):
        return "(%s%s%s)" % (self.l, render.icons.op(self.op.symbol), self.r)

[docs]    def toks(self, **kargs):
        l = self.l.toks(**kargs)
        l.insert(0, (render.Token.Literal, "("))
        r = self.r.toks(**kargs)
        r.append((render.Token.Literal, ")"))
        return l + [(render.Token.Literal, self.op.symbol)] + r


[docs]    def simplify(self, **kargs):
        l = self.l.simplify(**kargs)
        r = self.r.simplify(**kargs)
        if self.prop < 4 and self.op.symbol not in (OP_DIV, OP_MOD):
            if l._is_top:
                return l
            if r._is_top:
                return r
            minus = self.op.symbol == OP_MIN
            # arithm/logic normalisation:
            # push cst to the right
            if l._is_cst:
                if r._is_cst:
                    return self.op(l, r)
                if minus:
                    l, r = (-r), l
                    self.op = _operator(OP_ADD)
                else:
                    l, r = r, l
            # lexical ordering of symbols:
            elif not r._is_cst:
                lh = "".join(["%s" % x for x in symbols_of(l)])
                rh = "".join(["%s" % x for x in symbols_of(r)])
                if lh > rh:
                    if minus:
                        l, r = (-r), l
                        self.op = _operator(OP_ADD)
                    else:
                        l, r = r, l
        self.l = l
        self.r = r
        return eqn2_helpers(self, **kargs)


[docs]    def depth(self):
        return self.l.depth() + self.r.depth()




# ------------------------------------------------------------------------------

[docs]class uop(exp):
    """
    uop holds unary integer arithmetic and bitwise logic expressions

    Attributes:
        op (_operator): unary operator
        prop (int): type of operator (ARITH, LOGIC, CONDT, SHIFT)
        l (None): returns None in case uop is treated as an op instance.
        r (exp): right-hand expression of the operator
    """
    __slots__ = ["op", "r", "prop"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__
    etype = et_eqn

    def __init__(self, op, r):
        self.op = _operator(op, unary=1)
        self.prop = self.op.type
        self.r = r
        self.size = r.size
        self.sf = r.sf
        if self.r._is_eqn:
            self.prop |= self.r.prop

[docs]    def eval(self, env):
        # single-operand :
        r = self.r.eval(env)
        res = self.op(r)
        res.sf = self.sf
        return res


    @property
    def l(self):
        return None

    def __unicode__(self):
        return "(%s%s)" % (render.icons.op(self.op.symbol), self.r)

[docs]    def toks(self, **kargs):
        r = self.r.toks(**kargs)
        r.append((render.Token.Literal, ")"))
        return [(render.Token.Literal, "(%s" % self.op.symbol)] + r


[docs]    def simplify(self, **kargs):
        r = self.r.simplify(**kargs)
        if r._is_top:
            return r
        self.r = r
        return eqn1_helpers(self, **kargs)


[docs]    def depth(self):
        return self.r.depth()



# operators:
# -----------

OP_ADD = "+"
OP_MIN = "-"
OP_MUL = "*"
OP_MUL2 = "**"
OP_DIV = "/"
OP_MOD = "%"
OP_AND = "&"
OP_OR = "|"
OP_XOR = "^"
OP_NOT = "~"
OP_EQ = "=="
OP_NEQ = "!="
OP_LE = "<="
OP_GE = ">="
OP_GEU = ">=."
OP_LT = "<"
OP_LTU = "<."
OP_GT = ">"
OP_LSL = "<<"
OP_LSR = ">>"
OP_ASR = ".>>"
OP_ROR = ">>>"
OP_ROL = "<<<"


[docs]def ror(x, n):
    "high-level rotate right n bits"
    return (x >> n | x << (x.size - n)) if x._is_cst else op(OP_ROR, x, n)



[docs]def rol(x, n):
    "high-level rotate left n bits"
    return (x << n | x >> (x.size - n)) if x._is_cst else op(OP_ROL, x, n)



[docs]def ltu(x, y):
    "high-level less-than-unsigned operation"
    try:
        if not (x._is_cst and y._is_cst):
            return op(OP_LTU, x, y)
    except AttributeError:
        pass
    x.sf = y.sf = True
    return x < y



[docs]def geu(x, y):
    "high level greater-or-equal-unsigned operation"
    try:
        if not (x._is_cst and y._is_cst):
            return op(OP_GEU, x, y)
    except AttributeError:
        pass
    x.sf = y.sf = True
    return x >= y



OP_ARITH = {
    OP_ADD: operator.add,
    OP_MIN: operator.sub,
    OP_MUL: operator.mul,
    OP_MUL2: operator.pow,
    OP_DIV: operator.truediv,
    OP_MOD: operator.mod,
}
OP_LOGIC = {
    OP_AND: operator.and_,
    OP_OR: operator.or_,
    OP_XOR: operator.xor,
    OP_NOT: operator.invert,
}
OP_CONDT = {
    OP_EQ: operator.eq,
    OP_NEQ: operator.ne,
    OP_LE: operator.le,
    OP_GE: operator.ge,
    OP_GEU: geu,
    OP_LT: operator.lt,
    OP_LTU: ltu,
    OP_GT: operator.gt,
}
OP_SHIFT = {
    OP_LSR: operator.rshift,  # logical shift right (see cst.value)
    OP_LSL: operator.lshift,
    OP_ASR: operator.floordiv,  # this is arithmetic shift right
    OP_ROR: ror,
    OP_ROL: rol,
}


class _operator(object):
    def __init__(self, op, unary=0):
        self.symbol = op
        self.unary = unary
        self.unsigned = False
        if op in OP_ARITH:
            self.type = 1
            if self.unary:
                self.impl = {OP_ADD: operator.pos, OP_MIN: operator.neg}[op]
            else:
                self.impl = OP_ARITH[op]
        elif op in OP_LOGIC:
            self.type = 2
            self.unsigned = True
            if self.unary:
                assert op == OP_NOT
            self.impl = OP_LOGIC[op]
        elif op in OP_CONDT:
            self.type = 4
            self.impl = OP_CONDT[op]
            if op in (OP_GEU, OP_LTU):
                self.unsigned = True
        elif op in OP_SHIFT:
            self.type = 8
            self.impl = OP_SHIFT[op]
        else:
            raise NotImplementedError

    def __call__(self, l, r=None):
        if r is None:
            assert self.unary
            return self.impl(l)
        if self.unsigned:
            l.sf = r.sf = False
        return self.impl(l, r)

    def __mul__(self, op):
        ss = self.symbol + op.symbol
        if ss in ("++", "--"):
            return OP_ADD
        if ss in ("+-", "-+"):
            return OP_MIN
        return None


# basic simplifier:
# ------------------

[docs]def symbols_of(e):
    "returns all symbols contained in expression e"
    if e is None:
        return []
    if e._is_cst:
        return []
    if e._is_reg:
        return [e]
    if e._is_mem:
        return symbols_of(e.a.base)
    if e._is_ptr:
        return symbols_of(e.base)
    if e._is_eqn:
        return symbols_of(e.l) + symbols_of(e.r)
    if e._is_tst:
        return sum([symbols_of(x) for x in (e.tst, e.l, e.r)], [])
    if e._is_slc:
        return symbols_of(e.x)
    if e._is_cmp:
        return sum([symbols_of(x) for x in e.parts.values()], [])
    if e._is_vec:
        return sum([symbols_of(x) for x in e.l], [])
    if not e._is_def:
        return []
    raise ValueError(e)



[docs]def locations_of(e):
    "returns all locations contained in expression e"
    if e is None:
        return []
    if e._is_cst:
        return []
    if e._is_reg:
        return [e]
    if e._is_mem:
        return [e]
    if e._is_ptr:
        return [e]
    if e._is_eqn:
        return locations_of(e.l) + locations_of(e.r)
    if e._is_tst:
        return sum([locations_of(x) for x in (e.tst, e.l, e.r)], [])
    if e._is_slc:
        return locations_of(e.x)
    if e._is_cmp:
        return sum([locations_of(x) for x in e.parts.values()], [])
    if e._is_vec:
        return sum([locations_of(x) for x in e.l], [])
    if not e._is_def:
        return []
    raise ValueError(e)



[docs]def complexity(e):
    "evaluate the complexity of expression e"
    factor = e.prop if e._is_eqn else 1
    return (e.depth() + len(symbols_of(e))) * factor



[docs]def eqn1_helpers(e, **kargs):
    "helpers for simplifying unary expressions"
    assert e.op.unary
    if e.r._is_cst:
        return e.op(e.r)
    if e.r._is_vec:
        return vec([e.op(x) for x in e.r.l])
    if e.r._is_eqn:
        if e.r.op.unary:
            ss = e.op * e.r.op
            if ss == OP_ADD:
                return e.r.r
            elif ss == OP_MIN:
                return -e.r.r
        elif e.op.symbol == OP_MIN:
            if e.r.op.symbol in (OP_MIN, OP_ADD):
                l = -e.r.l
                r = e.r.r
                return OP_ARITH[e.op * e.r.op](l, r)
        elif e.op.symbol == OP_NOT and e.r.op.type == 4:
            notop = {
                OP_EQ: OP_NEQ,
                OP_NEQ: OP_EQ,
                OP_LT: OP_GE,
                OP_GT: OP_LE,
                OP_LTU: OP_GEU,
                OP_GEU: OP_LTU,
                OP_LE: OP_GT,
                OP_GE: OP_LT,
            }[e.r.op.symbol]
            return OP_CONDT[notop](e.r.l, e.r.r)
    return e



def get_lsb_msb(v):
    msb = v.bit_length() - 1
    lsb = (v & -v).bit_length() - 1
    return (lsb, msb)


def ismask(v):
    i1, i2 = get_lsb_msb(v)
    return ((1 << (i2 + 1)) - 1) ^ ((1 << i1) - 1) == v


# reminder: be careful not to modify the internal structure of
# e.l or e.r because these objects might be used also in other
# expressions. See tests/test_cas_exp.py for details.

[docs]def eqn2_helpers(e, bitslice=False, widening=False):
    "helpers for simplifying binary expressions"
    threshold = conf.Cas.complexity
    if complexity(e.r) > threshold:
        e.r = top(e.r.size)
    if complexity(e.l) > threshold:
        e.l = top(e.l.size)
    if e.r._is_top or e.l._is_top:
        return top(e.size)
    # if e := ((a l.op cst) e.op r)
    if e.l._is_eqn and e.l.r._is_cst and e.l.op.unary == 0:
        xop = e.op * e.l.op
        # if ++ -- +- -+,
        if xop:
            # move cst to the right:
            # e := (a e.op r) l.op cst
            e.op, lop = e.l.op, e.op
            lr, e.r = e.r, e.l.r
            e.l = lop(e.l.l, lr)
    # if e:= (l + (- r)
    # change into e:= l - r
    if e.r._is_eqn and e.r.op.unary:
        if e.op.symbol == OP_ADD and e.r.op.symbol == OP_MIN:
            e.op = _operator(OP_MIN)
            e.r = e.r.r
    # if e:= (l [+-] (a [+-] cst))
    # move cst to the right:
    # e:= (l [+-] a) xop cst
    if e.r._is_eqn and e.r.r._is_cst:
        xop = e.op * e.r.op
        if xop:
            e.l = e.op(e.l, e.r.l)
            e.r = e.r.r
            e.op = _operator(xop)
    # now if e:= (l op cst)
    if e.r._is_cst:
        if e.r.value == 0:
            # if e:= (l [|^+-...] 0) then e:= l
            if e.op.symbol in (
                OP_OR,
                OP_XOR,
                OP_ADD,
                OP_MIN,
                OP_LSR,
                OP_LSL,
                OP_ROR,
                OP_ROL,
            ):
                return e.l
            # if e:= (l [|&*] 0) then e:= 0
            if e.op.symbol in (OP_AND, OP_MUL, OP_MUL2):
                return cst(0, e.size)
        # if e:= (l [|*/] 1) then e:= l
        elif e.r.value == 1 and e.op.symbol in (OP_MUL, OP_MUL2, OP_DIV):
            return e.l
        # if e:= (l & mask) then e:= l[i1:i2]
        elif e.op.symbol == OP_AND and ismask(e.r.value):
            i1, i2 = get_lsb_msb(e.r.value)
            c = comp(e.size)
            c[0 : e.size] = cst(0, e.size)
            c[i1 : i2 + 1] = e.l[i1 : i2 + 1]
            return c.simplify()
        elif bitslice and e.op.symbol in (OP_AND, OP_OR, OP_XOR):
            return composer(
                [e.op(e.l[i : i + 1], e.r[i : i + 1]) for i in range(e.size)]
            )
        elif bitslice and e.op.symbol in (OP_LSL):
            return composer(
                [bit0] * e.r.value
                + [e.l[i : i + 1] for i in range(0, e.size - e.r.value)]
            )
        elif bitslice and e.op.symbol in (OP_LSR):
            return composer(
                [e.l[i : i + 1] for i in range(e.r.value, e.size)] + [bit0] * e.r.value
            )
        # if e:= (l [>> <<] r) then e:= l[i1:i2]
        elif e.op.symbol in (OP_LSL, OP_LSR):
            c = comp(e.l.size)
            c[0 : e.l.size] = cst(0, e.l.size)
            if e.op.symbol == OP_LSL:
                l = e.l[0 : e.l.size - e.r.value]
                c[e.r.value : e.l.size] = l
            elif e.op.symbol == OP_LSR:
                l = e.l[e.r.value : e.l.size]
                c[0 : e.l.size - e.r.value] = l
            return c.simplify()
        # if e:= ((a op b) e.op cst)
        if e.l._is_eqn:
            xop = e.op * e.l.op
            if xop:
                # if e:= ((a [+-] cst) [+-] cst)
                # merge constants:
                # change into e := a [+-] cst
                if e.l.r._is_cst:
                    cc = OP_ARITH[xop](e.l.r, e.r)
                    e.op = e.l.op
                    if not e.l.op.unary:
                        e.l = e.l.l
                    e.r = cc
                return e
            elif e.r.size == 1:
                # if e:= ((a op b) == bit1) change in e := (a op b)
                # if e:= ((a op b) == bit0) change in e := ~(a op b)
                if e.op.symbol == OP_EQ:
                    return e.l if e.r.value == 1 else ~(e.l)
                if e.op.symbol == OP_NEQ:
                    return ~(e.l) if e.r.value == 1 else ~(e.l)
        elif e.l._is_ptr:
            if e.op.symbol in (OP_MIN, OP_ADD):
                return ptr(e.l, disp=e.op(0, e.r.value))
        elif e.l._is_cmp:
            if e.op.symbol in (OP_AND, OP_OR, OP_XOR):
                cc = comp(e.l.size)
                for (ij, p) in e.l.parts.items():
                    i, j = ij
                    cc[i:j] = e.op(p, e.r[i:j])
                return cc.simplify(bitslice=bitslice)
        elif e.l._is_cst:
            return e.op(e.l, e.r)
    if e.l._is_vec:
        return vec([e.op(x, e.r) for x in e.l.l]).simplify(widening=widening)
    if e.r._is_vec:
        return vec([e.op(e.l, x) for x in e.r.l]).simplify(widening=widening)
    if "%s" % (e.l) == "%s" % (e.r):
        if e.op.symbol in (OP_NEQ, OP_LT, OP_GT):
            return bit0
        if e.op.symbol in (OP_EQ, OP_LE, OP_GE):
            return bit1
        if e.op.symbol == OP_MIN:
            return cst(0, e.size)
        if e.op.symbol == OP_XOR:
            return cst(0, e.size)
        if e.op.symbol == OP_AND:
            return e.l
        if e.op.symbol == OP_OR:
            return e.l
    return e



[docs]def extract_offset(e):
    "separate expression e into (e' + C) with C cst offset."
    x = e.simplify().unsigned()
    if x._is_eqn and x.r._is_cst:
        if e.op.symbol == OP_ADD:
            return (x.l, x.r.value)
        elif e.op.symbol == OP_MIN:
            return (x.l, -x.r.value)
    return (x, 0)



# -----------------------------------------------------

[docs]class vec(exp):
    """
    vec holds a list of expressions each being a possible
    representation of the current expression. A vec object
    is obtained by merging several execution paths using
    the merge function in the mapper module.
    The simplify method uses the complexity measure to
    eventually "reduce" the expression to top with a hard-limit
    currently set to op.threshold.
    """
    __slots__ = ["l"]
    __hash__ = exp.__hash__
    __eq__ = exp.__eq__
    etype = et_vec

    def __init__(self, l=None):
        if l is None:
            l = []
        self.l = l
        size = 0
        for e in self.l:
            if e.size > size:
                size = e.size
        if any([e.size != size for e in self.l]):
            raise ValueError("size mismatch")
        self.size = size
        self.sf = any([e.sf for e in self.l])

    def __unicode__(self):
        s = ",".join(["%s" % x for x in self.l])
        return "[%s]" % (s)

[docs]    def toks(self, **kargs):
        t = []
        for x in self.l:
            t.extend(x.toks(**kargs))
            t.append((render.Token.Literal, ", "))
        if len(t) > 0:
            t.pop()
        t.insert(0, (render.Token.Literal, "["))
        t.append((render.Token.Literal, "]"))
        return t


[docs]    def simplify(self, **kargs):
        widening = kargs.get("widening", False)
        l = []
        for e in self.l:
            ee = e.simplify()
            if not ee._is_def:
                return ee
            if ee._is_vec:
                l.extend(ee.l)
                if isinstance(ee, vecw):
                    widening = True
            else:
                l.append(ee)
        self.l = []
        for e in l:
            if e in self.l:
                continue
            self.l.append(e)
        if len(self.l) == 1:
            return self.l[0]
        if widening:
            return vecw(self)
        cl = [complexity(x) for x in self.l]
        if sum(cl, 0.0) > conf.Cas.complexity:
            return top(self.size)
        return self


[docs]    def eval(self, env):
        l = []
        for e in self.l:
            l.append(e.eval(env))
        return vec(l)


[docs]    def depth(self):
        if self.size == 0:
            return 0.0
        return max([e.depth() for e in self.l]) * len(self.l)


    @_checkarg_slice
    def __getitem__(self, i):
        sta, sto, stp = i.indices(self.size)
        l = []
        for e in self.l:
            l.append(e[sta:sto])
        return vec(l)

    def __contains__(self, x):
        return x in self.l

    def __bool__(self):
        return all([e.__bool__() for e in self.l])



[docs]class vecw(top):
    """
    vecw is a *widened* vec expression: it allows to limit
    the list of possible values to a fixed range and acts
    as a top (absorbing) expression.
    """
    __slots__ = ["l"]
    __hash__ = top.__hash__
    __eq__ = exp.__eq__
    etype = ~(~et_vec & et_msk)

    def __init__(self, v):
        self.l = v.l
        self.size = v.size
        self.sf = False

    def __unicode__(self):
        s = ",".join(["%s" % x for x in self.l])
        return "[%s, %s]" % (s,render.icons.dots)

[docs]    def toks(self, **kargs):
        t = []
        for x in self.l:
            t.extend(x.toks(**kargs))
            t.append((render.Token.Literal, ", "))
        if len(t) > 0:
            t.pop()
        t.insert(0, (render.Token.Literal, "["))
        t.append((render.Token.Literal, ", %s]"%render.icons.dots))
        return t


[docs]    def eval(self, env):
        v = vec([x.eval(env) for x in self.l])
        return vecw(v)


    @_checkarg_slice
    def __getitem__(self, i):
        sta, sto, stp = i.indices(self.size)
        l = []
        for e in self.l:
            l.append(e[sta:sto])
        return vecw(vec(l))






          

      

      

    

  

    
      
          
            
  Source code for cas.mapper

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2006-2011 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
cas/mapper.py
=============

The mapper module essentially implements the :class:`mapper` class
and the associated :func:`merge` function which allows to get a
symbolic representation of the *union* of two mappers.
"""

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from .expressions import *

from amoco.cas.tracker import generation
from amoco.system.memory import MemoryMap
from amoco.arch.core import Bits
from amoco.ui.views import mapperView


class mapper(object):
    """A mapper is a symbolic functional representation of the execution
    of a set of instructions.

    Args:
        instrlist (list[instruction]): a list of instructions that are
                  symbolically executed within the mapper.
        csi (Optional[object]): the optional csi attribute that provide
                  a *concrete* initial state

    Attributes:
        __map  : is an ordered list of mappings of expressions associated with a
                 location (register or memory pointer). The order is relevant
                 only to reflect the order of write-to-memory instructions in
                 case of pointer aliasing.
        __Mem  : is a memory model where symbolic memory pointers are addressing
                 separated memory zones. See MemoryMap and MemoryZone classes.
        conds  : is the list of conditions that must be True for the mapper
        csi    : is the optional interface to a *concrete* state
    """

    __slots__ = ["__map", "__Mem", "conds", "csi", "view"]

    def __init__(self, instrlist=None, csi=None):
        self.__map = generation()
        self.__map.lastw = 0
        self.__map.delayed = None
        self.__Mem = MemoryMap()
        self.conds = []
        self.csi = csi
        icache = []
        # if the __map needs to be inited before executing instructions
        # one solution is to prepend the instrlist with a function dedicated
        # to this init phase...
        for instr in instrlist or []:
            # call the instruction with this mapper:
            instr(self)
        self.view = mapperView(self)

    def __len__(self):
        return len(self.__map)

    def __str__(self):
        return "\n".join(["%s <- %s" % x for x in self])

    def inputs(self):
        "list antecedent locations (used in the mapping)"
        r = []
        for l, v in iter(self.__map.items()):
            if (l==v):
                continue
            for lv in locations_of(v):
                if lv._is_reg and l._is_reg:
                    if (lv.etype & l.etype & regtype.FLAGS):
                        continue
                r.append(lv)
        return r

    def outputs(self):
        "list image locations (modified in the mapping)"
        L = []
        for l in sum([locations_of(e) for e in self.__map], []):
            if l._is_reg and (l.etype & (regtype.PC | regtype.FLAGS)):
                continue
            if l._is_ptr:
                l = mem(l, self.__map[l].size)
            if self[l] == l:
                continue
            L.append(l)
        return L

    def has(self, loc):
        "check if the given location expression is touched by the mapper"
        for l in self.__map.keys():
            if loc == l:
                return True
        return False

    def history(self, loc):
        k, v = self.__map.hist
        if k==loc:
            return v
        else:
            return self[k]

    def delayed(self, k ,v):
        self.__map.delayed = (k,v)

    def update_delayed(self):
        kv = self.__map.delayed
        if kv is not None:
            self.__map.delayed = None
            self.__setitem__(*kv)

    def rw(self):
        "get the read sizes and written sizes tuple"
        r = filter(lambda x: x._is_mem, self.inputs())
        w = filter(lambda x: x._is_mem, self.outputs())
        sr = [x.size for x in r]
        sw = [x.size for x in w]
        return (sr, sw)

    def clear(self):
        "clear the current mapper, reducing it to the identity transform"
        self.__map.clear()
        self.__Mem = MemoryMap()
        self.conds = []

    def getmemory(self):
        "get the local :class:`MemoryMap` associated to the mapper"
        return self.__Mem

    def setmemory(self, mmap):
        "set the local :class:`MemoryMap` associated to the mapper"
        self.__Mem = mmap

    mmap = property(getmemory, setmemory)

    def generation(self):
        return self.__map

    def __cmp__(self, m):
        d = cmp(self.__map.lastdict(), m.__map.lastdict())
        return d

    def __eq__(self, m):
        d = self.__map.lastdict() == m.__map.lastdict()
        return d

    # iterate over ordered correspondances:
    def __iter__(self):
        for (loc, v) in iter(self.__map.items()):
            yield (loc, v)

    def R(self, x):
        "get the expression of register x"
        if self.csi:
            return self.__map.get(x, self.csi(x))
        else:
            return self.__map.get(x, x)

    def M(self, k):
        """get the expression of a memory location expression k"""
        if k.a.base._is_lab:
            return k
        if k.a.base._is_ext:
            return k.a.base
        n = self.aliasing(k)
        if n > 0:
            f = lambda e: e[0]._is_ptr
            items = filter(f, list(self.__map.items())[0:n])
            res = mem(k.a, k.size, mods=list(items), endian=k.endian)
        else:
            res = self._Mem_read(k.a, k.length, k.endian)
            res.sf = k.sf
        return res

    def aliasing(self, k):
        """check if location k is possibly aliased in the mapper:
        i.e. the mapper writes to some other symbolic location expression
        after writing to k which might overlap with k."""
        if conf.Cas.noaliasing:
            return 0
        K = list(self.__map.keys())
        n = self.__map.lastw
        try:
            i = K.index(k.a)
        except ValueError:
            # k has never been written to explicitly
            # but it is maybe in a zone that was written to
            i = -1
        for l in K[i + 1 : n]:
            if not l._is_ptr:
                continue
            if l.base == k.a.base:
                continue
            return n
        return 0

    def _Mem_read(self, a, l, endian=1):
        "read l bytes from memory address a and return an expression"
        try:
            res = self.__Mem.read(a, l)
        except MemoryError:  # no zone for location a;
            res = [exp(l * 8)]
        if endian == -1:
            res.reverse()
        P = []
        cur = 0
        for p in res:
            plen = len(p)
            if isinstance(p, exp) and (p._is_def == 0):
                # p is "bottom":
                if self.csi:
                    p = self.csi(mem(a, p.size, disp=cur, endian=endian))
                else:
                    p = mem(a, p.size, disp=cur)
            if isinstance(p, bytes):
                p = cst(Bits(p[::endian], bitorder=1).int(), plen * 8)
            P.append(p)
            cur += plen
        return composer(P)

    def _Mem_write(self, a, v, endian=1):
        "write expression v at memory address a with given endianness"
        if a.base._is_vec:
            locs = (ptr(l, a.seg, a.disp) for l in a.base.l)
        else:
            locs = (a,)
        for l in locs:
            self.__Mem.write(l, v, endian)
            if l in self.__map:
                del self.__map[l]

    def __getitem__(self, k):
        "just a convenient wrapper around M/R"
        r = self.M(k) if k._is_mem else self.R(k)
        if k.size != r.size:
            raise ValueError("size mismatch")
        return r[0 : k.size]

    # define image v of antecedent k:
    def __setitem__(self, k, v):
        if k._is_ptr:
            loc = k
        else:
            if k.size != v.size:
                raise ValueError("size mismatch")
            try:
                loc = k.addr(self)
            except TypeError:
                logger.error("setitem ignored (invalid left-value expression: %s)" % k)
                return
        # now loc is either a reg or a ptr, we prepare the right-value r from v:
        if k._is_slc and not loc._is_reg:
            raise ValueError("memory location slc is not supported")
        elif loc._is_ptr:
            r = v
            oldr = self.__map.get(loc, None)
            if oldr is not None and oldr.size > r.size:
                r = composer([r, oldr[r.size : oldr.size]])
            if k._is_mem:
                endian = k.endian
            else:
                endian = 1
            self._Mem_write(loc, r, endian)
            if conf.Cas.memtrace or not conf.Cas.noaliasing:
                # if we assume that aliasing may exists, we
                # need to keep tracks of the memory writes ordering
                # in the mapper:
                self.__map.lastw = len(self.__map) + 1 #this is O(1) AFAIK...
                self.__map[loc] = r
        else:
            r = self.R(loc)
            if r._is_reg:
                r = comp(loc.size)
                r[0 : loc.size] = loc
            pos = k.pos if k._is_slc else 0
            r[pos : pos + k.size] = v.simplify()
            self.__map[loc] = r

    def update(self, instr):
        "opportunistic update of the self mapper with instruction"
        instr(self)

    def safe_update(self, instr):
        "update of the self mapper with instruction *only* if no exception occurs"
        if not isinstance(instr,ext):
            try:
                m = mapper()
                instr(m)
                _ = self >> m
            except Exception as e:
                logger.error("instruction @ %s raises exception %s" % (instr.address, e))
                raise e
        self.update(instr)

    def __call__(self, x):
        """evaluation of expression x in this map:
           note the difference between a mapper[mem(p)] and mapper(mem(p)):
           in the call form, p is first evaluated so that the target address
           is the expression of p "after execution" whereas the indexing form
           uses p as an input (i.e "before execution") expression.
        """
        if len(self) == 0:
            return x
        return x.eval(self)

    def restruct(self):
        self.__Mem.restruct()

    def eval(self, m):
        """return a new mapper instance where all input locations have
           been replaced by there corresponding values in m.
        """
        mm = mapper(csi=self.csi)
        mm.setmemory(self.mmap.copy())
        for c in self.conds:
            cc = c.eval(m)
            if not cc._is_def:
                continue
            if cc == 1:
                continue
            if cc == 0:
                logger.verbose("invalid mapper eval: cond %s is false" % c)
                raise ValueError
            mm.conds.append(cc)
        for loc, v in self:
            if loc._is_ptr:
                loc = m(loc)
            mm[loc] = m(v)
        return mm

    def rcompose(self, m):
        """composition operator returns a new mapper
           corresponding to function x -> self(m(x))
        """
        mm = m.use()
        for c in self.conds:
            cc = c.eval(m)
            if not cc._is_def:
                continue
            if cc == 1:
                continue
            if cc == 0:
                logger.verbose("invalid mapper eval: cond %s is false" % c)
                raise ValueError
            mm.conds.append(cc)
        for loc, v in self:
            if loc._is_ptr:
                loc = m(loc)
            mm[loc] = m(v)
        return mm

    def __lshift__(self, m):
        "self << m : composition (self(m))"
        return self.rcompose(m)

    def __rshift__(self, m):
        "self >> m : composition (m(self))"
        return m.rcompose(self)

    def interact(self):
        raise NotImplementedError

    def use(self, *args, **kargs):
        """return a new mapper corresponding to the evaluation of the current mapper
           where all key symbols found in kargs are replaced by their values in
           all expressions. The kargs "size=value" allows for adjusting symbols/values
           sizes for all arguments.
           if kargs is empty, a copy of the result is just a copy of current mapper.
        """
        m = mapper(csi=self.csi)
        for loc, v in args:
            m[loc] = v
        if len(kargs) > 0:
            argsz = kargs.get("size", 32)
            for k, v in iter(kargs.items()):
                m[reg(k, argsz)] = cst(v, argsz)
        return self.eval(m)

    def usemmap(self, mmap):
        """return a new mapper corresponding to the evaluation of the current mapper
           where all memory locations of the provided mmap are used by the current
           mapper."""
        m = mapper()
        m.setmemory(mmap)
        for xx in set(self.inputs()):
            if xx._is_mem:
                v = m.M(xx)
                m[xx] = v
        return self << m

    # attach/apply conditions to the output mapper
    def assume(self, conds):
        m = mapper(csi=self.csi)
        if conds is None:
            conds = []
        for c in conds:
            if not c._is_eqn:
                continue
            if c.op.symbol == OP_EQ and c.r._is_cst:
                if c.l._is_reg:
                    m[c.l] = c.r
        m.conds = conds
        mm = self.eval(m)
        mm.conds += conds
        return mm


from amoco.cas.smt import *


[docs]def merge(m1, m2, **kargs):
    "union of two mappers"
    m1 = m1.assume(m1.conds)
    m2 = m2.assume(m2.conds)
    mm = mapper()
    # "import" m2 values into m1 locations:
    for loc, v1 in m1:
        if loc._is_ptr:
            seg = loc.seg
            disp = loc.disp
            if loc.base._is_vec:
                v2 = vec([m2[mem(l, v1.size, seg, disp)] for l in loc.base.l])
                v2 = v2.simplify(**kargs)
            else:
                v2 = m2[mem(loc, v1.size)]
        else:
            if loc._is_reg and (loc.etype & regtype.FLAGS):
                v2 = top(loc.size)
            else:
                v2 = m2[loc]
        v1 = v1.simplify(**kargs)
        v2 = v2.simplify(**kargs)
        vv = vec([v1, v2]).simplify(**kargs)
        mm[loc] = vv
    # "import" m1 values into m2 locations:
    for loc, v2 in m2:
        if mm.has(loc):
            continue
        if loc._is_ptr:
            seg = loc.seg
            disp = loc.disp
            if loc.base._is_vec:
                v1 = vec([m1[mem(l, v2.size, seg, disp)] for l in loc.base.l])
                v1 = v1.simplify(**kargs)
            else:
                v1 = m1[mem(loc, v2.size)]
        else:
            if loc._is_reg and (loc.etype & regtype.FLAGS):
                v1 = top(loc.size)
            else:
                v1 = m1[loc]
        v2 = v2.simplify(**kargs)
        v1 = v1.simplify(**kargs)
        vv = vec([v1, v2]).simplify(**kargs)
        mm[loc] = vv
    return mm





          

      

      

    

  

    
      
          
            
  Source code for cas.smt

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2015 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
cas/smt.py
==========

The smt module defines the amoco interface to the SMT solver.
Currently, only z3 is supported. This module allows to translate
any amoco expression into its z3 equivalent formula, as well as
getting the z3 solver results back as :class:`cas.mapper.mapper`
instances.
"""

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from .expressions import *
from amoco.cas.mapper import mapper

try:
    import z3
except ImportError:
    logger.verbose("z3 package not found => solve() method is not implemented")

    class solver(object):
        def __init__(self, eqns=None, tactics=None, timeout=None):
            raise NotImplementedError

    has_solver = False
else:
    logger.verbose("z3 package imported")

    class solver(object):
        """
        Wrapper of z3.Solver which allows to convert boolean expressions
        to their z3 bitvector-based forms and ultimately convert back a z3
        *model* into an amoco :class:`mapper` instance.

        Arguments:
            eqns (list, []): optional list of 'op' expressions or expressions
                             with a size of 1 bit.
            tactics (list, None): optional list of z3 tactics.
            timeout (int, None): optional timeout value for the z3 solver.
        """
        def __init__(self, eqns=None, tactics=None, timeout=None):
            self.eqns = []
            self.locs = []
            if tactics:
                s = z3.TryFor(z3.Then(*tactics), 1000).solver()
            else:
                s = z3.Solver()
            if timeout:
                s.set(timeout=1000)
            self.solver = s
            if eqns:
                self.add(eqns)
            self._ctr = 0

        def add(self, eqns):
            "add input list of 'op' expressions to the solver"
            for e in eqns:
                self.eqns.append(e)
                self.solver.add(cast_z3_bool(e, self))
                self.locs.extend(locations_of(e))

        def check(self):
            "check for satisfiability of current formulas"
            logger.verbose("z3 check...")
            return self.solver.check()

        def get_model(self, eqns=None):
            "If satisfiable, returns a z3 *model* for the solver (with added eqns)"
            if eqns is not None:
                self.add(eqns)
            if self.check() == z3.sat:
                r = self.solver.model()
                return r

        def get_mapper(self, eqns=None):
            """
            If satisfiable,
            returns an amoco mapper for the current solver (with added eqns)
            """
            r = self.get_model(eqns)
            if r is not None:
                return model_to_mapper(r, self.locs)

        @property
        def ctr(self):
            "internal counter for variables associated to 'top' or 'vec' expressions"
            ctr = self._ctr
            self._ctr += 1
            return ctr

    has_solver = True


[docs]def newvar(pfx, e, slv):
    "return a new z3 BitVec of size e.size, with name prefixed by slv argument"
    s = "" if slv is None else "%d" % slv.ctr
    return z3.BitVec("%s%s" % (pfx, s), e.size)



[docs]def top_to_z3(e, slv=None):
    "translate top expression into a new _topN BitVec variable"
    return newvar("_top", e, slv)



[docs]def cst_to_z3(e, slv=None):
    "translate cst expression into its z3 BitVecVal form"
    return z3.BitVecVal(e.v, e.size)



[docs]def cfp_to_z3(e, slv=None):
    "translate cfp expression into its z3 RealVal form"
    return z3.RealVal(e.v)



[docs]def reg_to_z3(e, slv=None):
    "translate reg expression into its z3 BitVec form"
    return z3.BitVec(e.ref, e.size)



[docs]def comp_to_z3(e, slv=None):
    "translate comp expression into its z3 Concat form"
    e.simplify()
    parts = [x.to_smtlib(slv) for x in e]
    parts.reverse()
    if len(parts) > 1:
        return z3.Concat(*parts)
    else:
        return parts[0]



[docs]def slc_to_z3(e, slv=None):
    "translate slc expression into its z3 Extract form"
    x = e.x.to_smtlib(slv)
    return z3.Extract(int(e.pos + e.size - 1), int(e.pos), x)



[docs]def ptr_to_z3(e, slv=None):
    "translate ptr expression into its z3 form"
    return e.base.to_smtlib(slv) + e.disp



[docs]def mem_to_z3(e, slv=None):
    "translate mem expression into z3 a Concat of BitVec bytes"
    e.simplify()
    M = z3.Array("M", z3.BitVecSort(e.a.size), z3.BitVecSort(8))
    p = e.a.to_smtlib(slv)
    b = []
    for i in range(0, e.length):
        b.insert(0, M[p + i])
    if e.endian == -1:
        b.reverse()  # big-endian case
    if len(b) > 1:
        return z3.Concat(*b)
    return b[0]



[docs]def cast_z3_bool(x, slv=None):
    "translate boolean expression into its z3 bool form"
    b = x.to_smtlib(slv)
    if not z3.is_bool(b):
        assert b.size() == 1
        b = b == z3.BitVecVal(1, 1)
    return b



[docs]def cast_z3_bv(x, slv=None):
    """
    translate expression x to its z3 form, if x.size==1 the
    returned formula is (If x ? 1 : 0).
    """
    b = x.to_smtlib(slv)
    if z3.is_bool(b):
        b = z3.If(b, z3.BitVecVal(1, 1), z3.BitVecVal(0, 1))
    return b



[docs]def tst_to_z3(e, slv=None):
    "translate tst expression into a z3 If form"
    e.simplify()
    z3t = cast_z3_bool(e.tst, slv)
    l = cast_z3_bv(e.l, slv)
    r = cast_z3_bv(e.r, slv)
    return z3.If(z3t, l, r)



def tst_verify(e, env):
    t = e.tst.eval(env).simplify()
    s = solver(tactics=["simplify", "elim-term-ite", "solve-eqs", "smt"])
    zt = cast_z3_bool(t, s)
    for c in env.conds:
        s.solver.add(cast_z3_bool(c, s))
    s.solver.push()
    s.solver.add(zt)
    rtrue = s.solver.check()
    s.solver.pop()
    s.solver.add(z3.Not(zt))
    rfalse = s.solver.check()
    if rtrue == z3.sat and rfalse == z3.unsat:
        return bit1
    if rtrue == z3.unsat and rfalse == z3.sat:
        return bit0
    if rtrue == z3.sat and rfalse == z3.sat:
        return t
    logger.verbose("undecidable tst expression")
    return t


[docs]def op_to_z3(e, slv=None):
    "translate op expression into its z3 form"
    e.simplify()
    l, r = e.l, e.r
    op = e.op
    if op.symbol == ">>":
        op = z3.LShR
    elif op.symbol == "//":
        op = operator.rshift
    elif op.symbol == ">>>":
        op = z3.RotateRight
    elif op.symbol == "<<<":
        op = z3.RotateLeft
    elif op.symbol == "**":
        l = l.zeroextend(2 * l.size)
        r = r.zeroextend(2 * r.size)
        op = (l * r).op
    z3l = l.to_smtlib(slv)
    z3r = r.to_smtlib(slv)
    if z3.is_bool(z3l):
        z3l = _bool2bv1(z3l)
    if z3.is_bool(z3r):
        z3r = _bool2bv1(z3r)
    if z3l.size() != z3r.size():
        greatest = max(z3l.size(), z3r.size())
        z3l = z3.ZeroExt(greatest - z3l.size(), z3l)
        z3r = z3.ZeroExt(greatest - z3r.size(), z3r)
    res = op(z3l, z3r)
    if z3.is_bool(res):
        res = _bool2bv1(res)
    return res



[docs]def uop_to_z3(e, slv=None):
    "translate uop expression into its z3 form"
    e.simplify()
    r = e.r
    op = e.op
    z3r = r.to_smtlib(slv)
    if z3.is_bool(z3r):
        z3r = _bool2bv1(z3r)
    return op(z3r)



[docs]def vec_to_z3(e, slv=None):
    "translate vec expression into z3 Or form"
    # flatten vec:
    e.simplify()
    # translate vec list to z3:
    beqs = []
    for x in e.l:
        zx = x.to_smtlib()
        beqs.append(zx)
    if len(beqs) == 0:
        return exp(e.size)
    if slv is None:
        # if no solver is provided, it needs to be
        # a list of boolean equations
        if all([z3.is_bool(x) for x in beqs]):
            if len(beqs) == 1:
                return beqs[0]
            return z3.Or(*beqs)
        else:
            return top_to_z3(top(e.size))
    else:
        # if the solver is provided (default)
        # then a new local variable is added which
        # should equal one of the z3 expression.
        var = newvar("_var", e, slv)
        slv.solver.add(z3.Or([var == x for x in beqs]))
    return var



def _bool2bv1(z):
    return z3.If(z, z3.BitVecVal(1, 1), z3.BitVecVal(0, 1))


if has_solver:
    top.to_smtlib = top_to_z3
    cst.to_smtlib = cst_to_z3
    cfp.to_smtlib = cfp_to_z3
    reg.to_smtlib = reg_to_z3
    comp.to_smtlib = comp_to_z3
    slc.to_smtlib = slc_to_z3
    ptr.to_smtlib = ptr_to_z3
    mem.to_smtlib = mem_to_z3
    tst.to_smtlib = tst_to_z3
    tst.verify = tst_verify
    op.to_smtlib = op_to_z3
    uop.to_smtlib = uop_to_z3
    vec.to_smtlib = vec_to_z3
    vecw.to_smtlib = top_to_z3


[docs]def to_smtlib(e, slv=None):
    "return the z3 smt form of expression e"
    return e.to_smtlib(slv)



[docs]def model_to_mapper(r, locs):
    "return an amoco mapper based on given locs for the z3 model r"
    m = mapper()
    mlocs = []
    for l in set(locs):
        if l._is_mem:
            mlocs.append(l)
        else:
            x = r.eval(l.to_smtlib())
            try:
                m[l] = cst(x.as_long(), l.size)
            except AttributeError:
                pass
    for l in mlocs:
        x = r.eval(l.to_smtlib())
        try:
            m[l] = cst(x.as_long(), l.size)
        except AttributeError:
            pass
    return m





          

      

      

    

  

    
      
          
            
  Source code for grandalf.graphs

# -*- coding: utf-8 -*-

"""
.. _graphs:

graphs.py
=========
This module implements essential graph classes for representing
vertices (nodes), edges (links), and graphs.

"""

# This code is part of Grandalf
# Copyright (C) 2008-2011 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license or EPLv1 license

from .utils import Poset

# ------------------------------------------------------------------------------


class vertex_core(object):
    """ The Vertex essentials attributes and methods.

        Attributes:
            e (list[Edge]): list of edges associated with this vertex.

        Methods:
            deg() : degree of the vertex (number of edges).
            e_in() : list of edges directed toward this vertex.
            e_out(): list of edges directed outward this vertex.
            e_dir(int): either e_in, e_out or all edges depending on
               provided direction parameter (>0 means outward).
            N(f_io=0): list of neighbor vertices in all directions (default)
               or in filtered f_io direction (>0 means outward).
            e_to(v): returns the Edge from this vertex directed toward vertex v.
            e_from(v): returns the Edge from vertex v directed toward this vertex.
            e_with(v): return the Edge with both this vertex and vertex v
            detach(): removes this vertex from all its edges and returns this list
               of edges.
    """

    def __init__(self):
        # will hold list of edges for this vertex (adjacency list)
        self.e = []

    def deg(self):
        return len(self.e)

    def e_in(self):
        return list(filter((lambda e: e.v[1] == self), self.e))

    def e_out(self):
        return list(filter((lambda e: e.v[0] == self), self.e))

    def e_dir(self, dir):
        if dir > 0:
            return self.e_out()
        if dir < 0:
            return self.e_in()
        return self.e

    def N(self, f_io=0):
        N = []
        if f_io <= 0:
            N += [e.v[0] for e in self.e_in()]
        if f_io >= 0:
            N += [e.v[1] for e in self.e_out()]
        return N

    def e_to(self, y):
        for e in self.e_out():
            if e.v[1] == y:
                return e
        return None

    def e_from(self, x):
        for e in self.e_in():
            if e.v[0] == x:
                return e
        return None

    def e_with(self, v):
        for e in self.e:
            if v in e.v:
                return e
        return None

    def detach(self):
        E = self.e[:]
        for e in E:
            e.detach()
        assert self.deg() == 0
        return E


# ------------------------------------------------------------------------------


class edge_core(object):
    """The Edge essentials attributes.

       Attributes:
          v (list[Vertex]): list of vertices associated with this edge.
          deg (int): degree of the edge (number of unique vertices).
    """

    def __init__(self, x, y):
        self.deg = 0 if x == y else 1
        self.v = (x, y)


# ------------------------------------------------------------------------------


class Vertex(vertex_core):
    """Vertex class enhancing a vertex_core with graph-related features.
       
       Attributes:
          c (graph_core): the component of connected vertices that contains this vertex.
             By default a vertex belongs no component but when it is added in a
             graph, c points to the connected component in this graph.
          data (object) : an object associated with the vertex.
    """

    def __init__(self, data=None):
        super().__init__()
        # by default, a new vertex belongs to its own component
        # but when the vertex is added to a graph, c points to the
        # connected component where it belongs.
        self.c = None
        self.data = data
        self.__index = None

    @property
    def index(self):
        if self.__index:
            return self.__index
        elif isinstance(self.c, graph_core):
            self.__index = self.c.sV.index(self)
            return self.__index
        else:
            return None

    def __lt__(self, v):
        return 0

    def __gt__(self, v):
        return 0

    def __le__(self, v):
        return 0

    def __ge__(self, v):
        return 0

    def __getstate__(self):
        return (self.index, self.data)

    def __setstate__(self, state):
        self.__index, self.data = state
        self.c = None
        self.e = []


# ------------------------------------------------------------------------------


class Edge(edge_core):
    """Edge class enhancing edge_core with attributes and methods related to the graph.

       Attributes:
         w (int): a weight associated with the edge (default 1) used by Dijkstra to
           find min-flow paths.
         data (object): an object associated with the edge.
         feedback (bool): indicates if the edge has been marked as a *feeback* edge
           by the Tarjan algorithm which means that it is part of a cycle and that
           inverting this edge would remove this cycle.

       Methods:
         attach(): add this edge in its vertices edge lists.
         detach(): remove this edge from its vertices edge lists.
    """

    def __init__(self, x, y, w=1, data=None, connect=False):
        super().__init__(x, y)
        # w is an optional weight associated with the edge.
        self.w = w
        self.data = data
        self.feedback = False
        if connect and (x.c is None or y.c is None):
            c = x.c or y.c
            c.add_edge(self)

    def attach(self):
        if not self in self.v[0].e:
            self.v[0].e.append(self)
        if not self in self.v[1].e:
            self.v[1].e.append(self)

    def detach(self):
        if self.deg == 1:
            assert self in self.v[0].e
            assert self in self.v[1].e
            self.v[0].e.remove(self)
            self.v[1].e.remove(self)
        else:
            if self in self.v[0].e:
                self.v[0].e.remove(self)
            assert self not in self.v[0].e
        return [self]

    def __lt__(self, v):
        return 0

    def __gt__(self, v):
        return 0

    def __le__(self, v):
        return 0

    def __ge__(self, v):
        return 0

    def __getstate__(self):
        xi, yi = (self.v[0].index, self.v[1].index)
        return (xi, yi, self.w, self.data, self.feedback)

    def __setstate__(self, state):
        xi, yi, self.w, self.data, self.feedback = state
        self._v = [xi, yi]
        self.deg = 0 if xi == yi else 1


# ------------------------------------------------------------------------------


class graph_core(object):
    """A connected graph of Vertex/Edge objects. A graph_core is a *component*
       of a Graph that contains a connected set of Vertex and Edges.

       Attributes:
         sV (poset[Vertex]): the partially ordered set of vertices of the graph.
         sE (poset[Edge]): the partially ordered set of edges of the graph.
         degenerated_edges (set[Edge]): the set of *degenerated* edges (of degree 0).
         directed (bool): indicates if the graph is considered *oriented* or not.

       Methods:
         V(cond=None): generates an iterator over vertices, with optional filter
         E(cond=None): generates an iterator over edges, with optional filter
         M(cond=None): returns the associativity matrix of the graph component
         order(): the order of the graph (number of vertices)
         norm(): the norm of the graph (number of edges)
         deg_min(): the minimum degree of vertices
         deg_max(): the maximum degree of vertices
         deg_avg(): the average degree of vertices
         eps(): the graph epsilon value (norm/order), average number of edges per vertex. 
         path(x,y,f_io=0,hook=None): shortest path between vertices x and y by breadth-first descent,
           contrained by f_io direction if provided. The path is returned as a list of Vertex objects.
           If a *hook* function is provided, it is called at every vertex added to the path, passing
           the vertex object as argument.
         roots(): returns the list of *roots* (vertices with no inward edges).
         leaves(): returns the list of *leaves* (vertices with no outward edges).
         add_single_vertex(v): allow a graph_core to hold a single vertex.
         add_edge(e): add edge e. At least one of its vertex must belong to the graph,
           the other being added automatically.
         remove_edge(e): remove Edge e, asserting that the resulting graph is still connex.
         remove_vertex(x): remove Vertex x and all associated edges.
         dijkstra(x,f_io=0,hook=None): shortest weighted-edges paths between x and all other vertices
           by dijkstra's algorithm with heap used as priority queue.
         get_scs_with_feedback(): returns the set of strongly connected components
           ("scs") by using Tarjan algorithm.
           These are maximal sets of vertices such that there is a path from each
           vertex to every other vertex.
           The algorithm performs a DFS from the provided list of root vertices.
           A cycle is of course a strongly connected component,
           but a strongly connected component can include several cycles.
           The Feedback Acyclic Set of edge to be removed/reversed is provided by
           marking the edges with a "feedback" flag.
           Complexity is O(V+E).
         partition(): returns a *partition* of the connected graph as a list of lists.
         N(v): returns neighbours of a vertex v.
    """

    def __init__(self, V=None, E=None, directed=True):
        if V is None:
            V = []
        if E is None:
            E = []
        self.directed = directed
        self.sV = Poset(V)
        self.sE = Poset([])

        self.degenerated_edges = set()

        if len(self.sV) == 1:
            v = self.sV[0]
            v.c = self
            for e in v.e:
                e.detach()
            return

        for e in E:
            x = self.sV.get(e.v[0])
            y = self.sV.get(e.v[1])
            if x is None or y is None:
                raise ValueError("unknown Vertex (%s or %s)" % e.v)
            e.v = (x, y)
            if e.deg == 0:
                self.degenerated_edges.add(e)
            e = self.sE.add(e)
            e.attach()
            if x.c is None:
                x.c = Poset([x])
            if y.c is None:
                y.c = Poset([y])
            if id(x.c) != id(y.c):
                x, y = (x, y) if len(x.c) > len(y.c) else (y, x)
                x.c.update(y.c)
                for v in y.c:
                    v.c = x.c
            s = x.c
        # check if graph is connected:
        for v in self.V():
            if v.c is None or (v.c != s):
                raise ValueError("unconnected Vertex %s" % v.data)
            else:
                v.c = self

    def roots(self):
        return list(filter(lambda v: len(v.e_in()) == 0, self.sV))

    def leaves(self):
        return list(filter(lambda v: len(v.e_out()) == 0, self.sV))

    def add_single_vertex(self, v):
        if len(self.sE) == 0 and len(self.sV) == 0:
            v = self.sV.add(v)
            v.c = self
            return v
        return None

    def add_edge(self, e):
        if e in self.sE:
            return self.sE.get(e)
        x = e.v[0]
        y = e.v[1]
        if not ((x in self.sV) or (y in self.sV)):
            raise ValueError("unconnected edge")
        x = self.sV.add(x)
        y = self.sV.add(y)
        e.v = (x, y)
        e.attach()
        e = self.sE.add(e)
        x.c = self
        y.c = self
        if e.deg == 0:
            self.degenerated_edges.add(e)
        return e

    def remove_edge(self, e):
        if not e in self.sE:
            return
        e.detach()
        # check if still connected (path is not oriented here):
        if e.deg == 1 and not self.path(e.v[0], e.v[1]):
            # return to inital state by reconnecting everything:
            e.attach()
            # exit with exception!
            raise ValueError(e)
        else:
            e = self.sE.remove(e)
            if e in self.degenerated_edges:
                self.degenerated_edges.remove(e)
            return e

    def remove_vertex(self, x):
        if x not in self.sV:
            return
        V = x.N()  # get all neighbor vertices to check paths
        E = x.detach()  # remove the edges from x and neighbors list
        # now we need to check if all neighbors are still connected,
        # and it is sufficient to check if one of them is connected to
        # all others:
        v0 = V.pop(0)
        for v in V:
            if not self.path(v0, v):
                # repair everything and raise exception if not connected:
                for e in E:
                    e.attach()
                raise ValueError(x)
        # remove edges and vertex from internal sets:
        for e in E:
            self.sE.remove(e)
        x = self.sV.remove(x)
        x.c = None
        return x

    def V(self, cond=None):
        V = self.sV
        if cond is None:
            cond = lambda x: True
        for v in V:
            if cond(v):
                yield v

    def E(self, cond=None):
        E = self.sE
        if cond is None:
            cond = lambda x: True
        for e in E:
            if cond(e):
                yield e

    def M(self, cond=None):
        from array import array

        mat = []
        for v in self.V(cond):
            vec = array("b", [0] * self.order())
            mat.append(vec)
            for e in v.e_in():
                v0 = e.v[0]
                if v0.index == v.index:
                    continue
                vec[v0.index] = -e.w
            for e in v.e_out():
                v1 = e.v[1]
                vec[v1.index] = e.w
        return mat

    def order(self):
        return len(self.sV)

    def norm(self):
        return len(self.sE)

    def deg_min(self):
        return min([v.deg() for v in self.sV])

    def deg_max(self):
        return max([v.deg() for v in self.sV])

    def deg_avg(self):
        return sum([v.deg() for v in self.sV]) / float(self.order())

    def eps(self):
        return float(self.norm()) / self.order()

    def path(self, x, y, f_io=0, hook=None):
        assert x in self.sV
        assert y in self.sV
        x = self.sV.get(x)
        y = self.sV.get(y)
        if x == y:
            return []
        if f_io != 0:
            assert self.directed == True
        # path:
        p = None
        if hook is None:
            hook = lambda x: False
        # apply hook:
        hook(x)
        # visisted:
        v = {x: None}
        # queue:
        q = [x]
        while (not p) and len(q) > 0:
            c = q.pop(0)
            for n in c.N(f_io):
                if not n in v:
                    hook(n)
                    v[n] = c
                    if n == y:
                        p = [n]
                    q.append(n)
                if p:
                    break
        # now we fill the path p backward from y to x:
        while p and p[0] != x:
            p.insert(0, v[p[0]])
        return p

    def dijkstra(self, x, f_io=0, hook=None):
        from collections import defaultdict
        from heapq import heappop, heappush

        if x not in self.sV:
            return None
        if f_io != 0:
            assert self.directed == True
        # initiate with path to itself...
        v = self.sV.get(x)
        # D is the returned vector of distances:
        D = defaultdict(lambda: None)
        D[v] = 0.0
        L = [(D[v], v)]
        while len(L) > 0:
            l, u = heappop(L)
            for e in u.e_dir(f_io):
                v = e.v[0] if (u is e.v[1]) else e.v[1]
                Dv = l + e.w
                if D[v] != None:
                    # check if heap/D needs updating:
                    # ignore if a shorter path was found already...
                    if Dv < D[v]:
                        for i, t in enumerate(L):
                            if t[1] is v:
                                L.pop(i)
                                break
                        D[v] = Dv
                        heappush(L, (Dv, v))
                else:
                    D[v] = Dv
                    heappush(L, (Dv, v))
        return D

    def get_scs_with_feedback(self, roots=None):
        from sys import getrecursionlimit, setrecursionlimit

        limit = getrecursionlimit()
        N = self.norm() + 10
        if N > limit:
            setrecursionlimit(N)

        def _visit(v, L):
            v.ind = v.ncur
            v.lowlink = v.ncur
            Vertex.ncur += 1
            self.tstack.append(v)
            v.mark = True
            for e in v.e_out():
                w = e.v[1]
                if w.ind == 0:
                    _visit(w, L)
                    v.lowlink = min(v.lowlink, w.lowlink)
                elif w.mark:
                    e.feedback = True
                if w in self.tstack:
                    v.lowlink = min(v.lowlink, w.ind)
            if v.lowlink == v.ind:
                l = [self.tstack.pop()]
                while l[0] != v:
                    l.insert(0, self.tstack.pop())
                # print "unstacked %s"%('-'.join([x.data[1:13] for x in l]))
                L.append(l)
            v.mark = False

        if roots is None:
            roots = self.roots()
        self.tstack = []
        scs = []
        Vertex.ncur = 1
        for v in self.sV:
            v.ind = 0
        # start exploring tree from roots:
        for v in roots:
            v = self.sV.get(v)
            if v.ind == 0:
                _visit(v, scs)
        # now possibly unvisited vertices:
        for v in self.sV:
            if v.ind == 0:
                _visit(v, scs)
        # clean up Tarjan-specific data:
        for v in self.sV:
            del v.ind
            del v.lowlink
            del v.mark
        del Vertex.ncur
        del self.tstack
        setrecursionlimit(limit)
        return scs

    def partition(self):
        V = self.sV.copy()
        R = self.roots()
        for r in R:
            V.remove(r)
        parts = []
        while len(R) > 0:
            v = R.pop(0)
            p = Poset([v])
            l = v.N(+1)
            while len(l) > 0:
                x = l.pop(0)
                if x in p:
                    continue
                if all([(y in p) for y in x.N(-1)]):
                    p.add(x)
                    if x in R:
                        R.remove(x)
                    else:
                        V.remove(x)
                    l.extend(x.N(+1))
                else:
                    if x in V:
                        V.remove(x)
                        R.append(x)
            parts.append(list(p))
        return parts

    def N(self, v, f_io=0):
        return v.N(f_io)

    # general graph properties:
    # -------------------------

    # returns True iff
    #  - o is a subgraph of self, or
    #  - o is a vertex in self, or
    #  - o is an edge in self
    def __contains__(self, o):
        try:
            return o.sV.issubset(self.sV) and o.sE.issubset(self.sE)
        except AttributeError:
            return (o in self.sV) or (o in self.sE)

    # merge graph_core G into self
    def union_update(self, G):
        for v in G.sV:
            v.c = self
        self.sV.update(G.sV)
        self.sE.update(G.sE)

    # derivated graphs:
    # -----------------

    # returns subgraph spanned by vertices V
    def spans(self, V):
        raise NotImplementedError

    # returns join of G (if disjoint)
    def __mul__(self, G):
        raise NotImplementedError

    # returns complement of a graph G
    def complement(self, G):
        raise NotImplementedError

    # contraction G\e
    def contract(self, e):
        raise NotImplementedError

    def __getstate__(self):
        V = [v for v in self.sV]
        E = [e for e in self.sE]
        return (V, E, self.directed)

    def __setstate__(self, state):
        V, E, directed = state
        for e in E:
            e.v = [V[x] for x in e._v]
            del e._v
        graph_core.__init__(self, V, E, directed)


# ------------------------------------------------------------------------------


class Graph(object):
    """Disjoint-set Graph.
       The graph is stored in disjoint-sets holding each connex component
       in self.C as a list of graph_core objects.

       Attributes:
          C (list[graph_core]): list of graph_core components.

       Methods:
          add_vertex(v): add vertex v into the Graph as a new component
          add_edge(e): add edge e and its vertices into the Graph possibly merging the
            associated graph_core components
          get_vertices_count(): see order()
          V(): see graph_core
          E(): see graph_core
          remove_edge(e): remove edge e possibly spawning two new cores
            if the graph_core that contained e gets disconnected.
          remove_vertex(v): remove vertex v and all its edges.
          order(): the order of the graph (number of vertices)
          norm(): the norm of the graph (number of edges)
          deg_min(): the minimum degree of vertices
          deg_max(): the maximum degree of vertices
          deg_avg(): the average degree of vertices
          eps(): the graph epsilon value (norm/order), average number of edges per vertex. 
          connected(): returns True if the graph is connected (i.e. it has only one component).
          components(): returns self.C
    """

    component_class = graph_core

    def __init__(self, V=None, E=None, directed=True):
        if V is None:
            V = []
        if E is None:
            E = []
        self.directed = directed
        # tag connex set of vertices:
        # at first, every vertex is its own component
        for v in V:
            v.c = Poset([v])
        CV = [v.c for v in V]
        # then pass through edges and union associated vertices such that
        # CV finally holds only connected sets:
        for e in E:
            x = e.v[0]
            y = e.v[1]
            assert x in V
            assert y in V
            assert x.c in CV
            assert y.c in CV
            e.attach()
            if x.c != y.c:
                # merge y.c into x.c :
                x.c.update(y.c)
                # update set list (MUST BE DONE BEFORE UPDATING REFS!)
                CV.remove(y.c)
                # update reference:
                for z in y.c:
                    z.c = x.c
        # now create edge sets from connected vertex sets and
        # make the graph_core connected graphs for this component :
        self.C = []
        for c in CV:
            s = set()
            for v in c:
                s.update(v.e)
            self.C.append(self.component_class(c, s, directed))

    def add_vertex(self, v):
        for c in self.C:
            if v in c.sV:
                return c.sV.get(v)
        g = self.component_class(directed=self.directed)
        v = g.add_single_vertex(v)
        self.C.append(g)
        return v

    def add_edge(self, e):
        # take vertices:
        x = e.v[0]
        y = e.v[1]
        x = self.add_vertex(x)
        y = self.add_vertex(y)
        # take respective graph_cores:
        cx = x.c
        cy = y.c
        # add edge:
        e = cy.add_edge(e)
        # connect (union) the graphs:
        if cx != cy:
            cx.union_update(cy)
            self.C.remove(cy)
        return e

    def get_vertices_count(self):
        return sum([c.order() for c in self.C])

    def V(self):
        for c in self.C:
            V = c.sV
            for v in V:
                yield v

    def E(self):
        for c in self.C:
            E = c.sE
            for e in E:
                yield e

    def remove_edge(self, e):
        # get the graph_core:
        c = e.v[0].c
        assert c == e.v[1].c
        if not c in self.C:
            return None
        # remove edge in graph_core and replace it with two new cores
        # if removing edge disconnects the graph_core:
        try:
            e = c.remove_edge(e)
        except ValueError:
            e = c.sE.remove(e)
            e.detach()
            self.C.remove(c)
            tmpg = type(self)(c.sV, c.sE, self.directed)
            assert len(tmpg.C) == 2
            self.C.extend(tmpg.C)
        return e

    def remove_vertex(self, x):
        # get the graph_core:
        c = x.c
        if not c in self.C:
            return None
        try:
            x = c.remove_vertex(x)
            if c.order() == 0:
                self.C.remove(c)
        except ValueError:
            for e in x.detach():
                c.sE.remove(e)
            x = c.sV.remove(x)
            self.C.remove(c)
            tmpg = type(self)(c.sV, c.sE, self.directed)
            assert len(tmpg.C) == 2
            self.C.extend(tmpg.C)
        return x

    def order(self):
        return sum([c.order() for c in self.C])

    def norm(self):
        return sum([c.norm() for c in self.C])

    def deg_min(self):
        return min([c.deg_min() for c in self.C])

    def deg_max(self):
        return max([c.deg_max() for c in self.C])

    def deg_avg(self):
        t = 0.0
        for c in self.C:
            t += sum([v.deg() for v in c.sV])
        return t / float(self.order())

    def eps(self):
        return float(self.norm()) / self.order()

    def path(self, x, y, f_io=0, hook=None):
        if x == y:
            return []
        if x.c != y.c:
            return None
        # path:
        return x.c.path(x, y, f_io, hook)

    def N(self, v, f_io=0):
        return v.N(f_io)

    def __contains__(self, G):
        r = False
        for c in self.C:
            r |= G in c
        return r

    def connected(self):
        return len(self.C) == 1

    # returns connectivity (kappa)
    def connectivity(self):
        raise NotImplementedError

    # returns edge-connectivity (lambda)
    def e_connectivity(self):
        raise NotImplementedError

    # returns the list of graphs components
    def components(self):
        return self.C

    # derivated graphs:
    # -----------------

    # returns subgraph spanned by vertices V
    def spans(self, V):
        raise NotImplementedError

    # returns join of G (if disjoint)
    def __mul__(self, G):
        raise NotImplementedError

    # returns complement of a graph G
    def complement(self, G):
        raise NotImplementedError

    # contraction G\e
    def contract(self, e):
        raise NotImplementedError




          

      

      

    

  

    
      
          
            
  Source code for system.core

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2007-2019 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
system/core.py
==============

This module defines all task/process core classes related to binary format and
execution inherited by all system specific execution classes of
the :mod:`amoco.system` package.

"""

from amoco.arch.core import Bits
from amoco.ui.views import execView, dataView
from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

# ------------------------------------------------------------------------------


[docs]class CoreExec(object):
    """
    This class implements the base class for Task(s).
    CoreExec or Tasks are used to represent a memory mapped binary
    executable program, providing the generic instruction or data fetchers and
    the mandatory API for :mod:`amoco.emu` or :mod:`amoco.sa` analysis classes.
    Most of the :mod:`amoco.system` modules use this base class to implement
    a OS-specific Task class (see Linux/x86, Win32/x86, etc).

    Attributes:
        bin: the program executable format object. Currently supported formats
             are provided in :mod:`system.elf` (Elf32/64), :mod:`system.pe` (PE)
             and :mod:`system.utils` (HEX/SREC).

        cpu: reference to the architecture cpu module, which provides a generic
             access to the PC() program counter and
             obviously the CPU registers and disassembler.

        OS:  optional reference to the OS associated to the child Task.

        state: the :class:`mapper` instance that represents the current state
             of the executable program, including mapping of registers as well
             as the :class:`MemoryMap` instance that represents the virtual
             memory of the program.
    """

    __slots__ = ["bin", "cpu", "OS", "state", "view"]

    def __init__(self, p, cpu=None):
        self.bin = p
        self.cpu = cpu
        self.OS = None
        self.state = self.initstate()
        self.view = execView(of=self)

    def __repr__(self):
        c = self.__class__.__name__
        o = self.OS.__module__ if self.OS else "-"
        n = self.bin.filename
        return "<%s %s '%s'>" % (c, o, n)

    def __str__(self):
        return str(self.view)

    def initstate(self):
        from amoco.cas.mapper import mapper

        m = mapper()
        return m

[docs]    def read_data(self, vaddr, size):
        """
        fetch size data bytes at virtual address vaddr, returned
        as a list of items being either raw bytes or symbolic expressions.
        """
        return self.state.mmap.read(vaddr, size)


[docs]    def read_instruction(self, vaddr, **kargs):
        """
        fetch instruction at virtual address vaddr, returned as an
        cpu.instruction instance or cpu.ext in case an external expression
        is found at vaddr or vaddr is an external symbol.

        Raises MemoryError in case vaddr is not mapped,
        and returns None if disassembler fails to decode bytes at vaddr.

        Note:
        Returning a cpu.ext expression means that this instruction starts
        an external stub function.
        It is the responsibility of the fetcher (emulator or analyzer)
        to eventually call the stub to modify the state mapper.
        """
        if self.cpu is None:
            logger.error("no cpu imported")
            raise ValueError
        maxlen = self.cpu.disassemble.maxlen
        if isinstance(vaddr, int):
            addr = self.cpu.cst(vaddr, self.cpu.PC().size)
        elif vaddr._is_ext:
            vaddr.address = vaddr
            return vaddr
        else:
            addr = vaddr
        try:
            istr = self.state.mmap.read(vaddr, maxlen)
        except MemoryError as e:
            logger.verbose("vaddr %s is not mapped" % addr)
            raise MemoryError(e)
        else:
            if len(istr) <= 0:
                logger.verbose("failed to read instruction at %s" % addr)
                raise MemoryError(addr)
            elif not isinstance(istr[0], bytes):
                if istr[0]._is_ext:
                    istr[0].address = addr
                    return istr[0]
                else:
                    return None
        i = self.cpu.disassemble(istr[0], **kargs)
        if i is None:
            logger.warning("disassemble failed at vaddr %s" % addr)
            return None
        else:
            if i.address is None:
                i.address = addr
            xsz = i.misc["xsz"] or 0
            if xsz > 0:
                xdata = self.state.mmap.read(vaddr + i.length, xsz)
                i.xdata(i, xdata)
            return i


    def symbol_for(self,address):
        info = None
        if address in self.bin.variables:
            info = self.bin.variables[address]
            if isinstance(info,tuple):
                info = info[0]
            info = "$%s"%info
        elif address in self.bin.functions:
            info = self.bin.functions[address]
            if isinstance(info,tuple):
                info = info[0]
            info = "<%s>"%info
        elif self.OS and (address in self.OS.symbols):
            info = self.OS.symbols[address]
            info = "#%s"%info
        return info or ""

    def segment_for(self,address,stype=None):
        s = self.bin.getinfo(address)[0]
        return s.name if hasattr(s,'name') else ""

[docs]    def getx(self, loc, size=8, sign=False):
        """
        high level method to get the expressions value associated
        to left-value loc (register or address). The returned value
        is an integer if the expression is constant or a symbolic
        expression instance.
        The input loc is either a register string, an integer address,
        or associated expressions' instances.
        Optionally, the returned expression sign flag can be adjusted
        by the sign argument.
        """
        if isinstance(loc, str):
            x = getattr(self.cpu, loc)
        elif isinstance(loc, int):
            endian = self.cpu.get_data_endian()
            psz = self.cpu.PC().size
            addr = self.cpu.cst(loc, psz)
            x = self.cpu.mem(addr, size, endian=endian)
        else:
            x = loc
        r = self.state(x)
        r.sf = sign
        return r.value if r._is_cst else r


[docs]    def setx(self, loc, val, size=0):
        """
        high level method to set the expressions value associated
        to left-value loc (register or address). The value
        is possibly an integer or a symbolic expression instance.
        The input loc is either a register string, an integer address,
        or associated expressions' instances.
        Optionally, the size of the loc expression can be adjusted
        by the size argument.
        """
        if isinstance(loc, str):
            x = getattr(self.cpu, loc)
            size = x.size
        elif isinstance(loc, int):
            endian = self.cpu.get_data_endian()
            psz = self.cpu.PC().size
            x = self.cpu.mem(self.cpu.cst(addr, psz), size, endian=endian)
        else:
            x = loc
            size = x.size
        if isinstance(val, bytes):
            if x._is_mem:
                x.size = len(val) if size == 0 else size
                self.state._Mem_write(x.a, val)
            else:
                endian = self.cpu.get_data_endian()
                v = self.cpu.cst(
                    Bits(val[0 : x.size : endian], bitorder=1).int(), x.size * 8
                )
                self.state[x] = v
        elif isinstance(val, int):
            self.state[x] = self.cpu.cst(val, size)
        else:
            self.state[x] = val


[docs]    def get_int64(self, loc):
        "get 64-bit int expression of current state(loc)"
        return self.getx(loc, size=64, sign=True)


[docs]    def get_uint64(self, loc):
        "get 64-bit unsigned int expression of current state(loc)"
        return self.getx(loc, size=64)


[docs]    def get_int32(self, loc):
        "get 32-bit int expression of current state(loc)"
        return self.getx(loc, size=32, sign=True)


[docs]    def get_uint32(self, loc):
        "get 32-bit unsigned int expression of current state(loc)"
        return self.getx(loc, size=32)


[docs]    def get_int16(self, loc):
        "get 16-bit int expression of current state(loc)"
        return self.getx(loc, size=16, sign=True)


[docs]    def get_uint16(self, loc):
        "get 16-bit unsigned int expression of current state(loc)"
        return self.getx(loc, size=16)


[docs]    def get_int8(self, loc):
        "get 8-bit int expression of current state(loc)"
        return self.getx(loc, sign=True)


[docs]    def get_uint8(self, loc):
        "get 8-bit unsigned int expression of current state(loc)"
        return self.getx(loc)


[docs]    def get_cstr(self, loc):
        "get null-terminated unsigned char array of current state(loc)"
        A = [self.get_uint8(loc)]
        while A[-1]!=0:
            loc += 1
            A.append(self.get_uint8(loc))
        return bytes(A)




# ------------------------------------------------------------------------------

[docs]class DefineStub(object):
    """
    decorator to define a stub for the given 'refname' library function.
    """
    def __init__(self, obj, refname, default=False):
        self.obj = obj
        self.ref = refname
        self.default = default

    def __call__(self, f):
        if self.default:
            self.obj.default_stub = staticmethod(f)
        else:
            self.obj.stubs[self.ref] = f
        return f

    @staticmethod
    def warning(env, **kargs):
        logger.warning("no default stub defined, this will not ret!")



# ------------------------------------------------------------------------------

[docs]class BinFormat(object):
    """
    Base class for binary format API, just to define default attributes
    and recommended properties. See elf.py, pe.py and macho.py for example of
    child classes.
    """
    is_ELF = False
    is_PE = False
    is_MachO = False
    is_HEX = False
    is_SREC = False
    basemap = None
    symtab = None
    strtab = None
    reltab = None
    functions = {}
    variables = {}

    @property
    def entrypoints(self):
        raise NotImplementedError

    @property
    def filename(self):
        raise NotImplementedError

    def loadsegment(self, S, pagesize=None, raw=None):
        raise NotImplementedError

    def getinfo(self, target):
        return (None, 0, 0)



[docs]class shellcode(BinFormat):
    """
    This is the most basic file format for executable binary code. It
    provides zero information about the targeted architecture, entrypoints, or
    any other data or code dependencies.
    """
    def __init__(self,dataio):
        self.data = dataio

    @property
    def entrypoints(self):
        return [0]

    @property
    def filename(self):
        return self.data.name

    @property
    def dataio(self):
        return self.data


[docs]class DataIO(object):
    """
    This class simply wraps a binary file or a bytes string and implements
    both the file and bytes interface. It allows an input to be provided as
    files of bytes and manipulated as either a file or a bytes object.
    """

    def __init__(self, f):
        if isinstance(f, bytes):
            from io import BytesIO

            self.f = BytesIO(f)
        else:
            self.f = f
        self.view = dataView(dataio=self)

    def __getitem__(self, i):
        stay = self.f.tell()
        sta = i.start
        if sta is None:
            sta = stay
        self.f.seek(sta, 0)
        if i.stop is None:
            data = self.f.read()
        else:
            data = self.f.read(i.stop - sta)
        self.f.seek(stay, 0)
        return data

    def size(self):
        stay = self.f.tell()
        self.f.seek(0,2)
        sz = self.f.tell()
        self.f.seek(stay,0)
        return sz

    def read(self, size=-1):
        return self.f.read(size)

    def readline(self, size=-1):
        return self.f.readline(size)

    def readlines(self, size=-1):
        return self.f.readlines(size)

    def xreadlines(self, size=-1):
        return self.f.xreadlines(size)

    def write(self, s):
        return self.f.write(s)

    def writelines(self, l):
        return self.f.writelines(l)

    def seek(self, offset, whence=0):
        return self.f.seek(offset, whence)

    def tell(self):
        return self.f.tell()

    def flush(self):
        return self.f.flush()

    def fileno(self):
        return self.f.fileno()

    def isatty(self):
        return self.f.isatty()

    def next(self):
        return self.f.next()

    def truncate(self, size=0):
        return self.f.truncate(size)

    def close(self):
        return self.f.close()

    @property
    def closed(self):
        return self.f.closed

    @property
    def encoding(self):
        return self.f.encoding

    @property
    def errors(self):
        return self.f.errors

    @property
    def mode(self):
        return self.f.mode

    @property
    def name(self):
        try:
            return self.f.name
        except AttributeError:
            s = bytes(self.f.getvalue())
            return "(sc-%s...)" % ("".join(["%02x" % x for x in s])[:8])

    filename = name

    @property
    def newlines(self):
        return self.f.newlines

    @property
    def softspace(self):
        return self.f.softspace


# ------------------------------------------------------------------------------
[docs]def read_program(filename):
    """
    Identifies the program header and returns an ELF, PE, Mach-O or DataIO.

    Args:
        filename (str): the program to read.

    Returns:
        an instance of currently supported program format
        (ELF, PE, Mach-O, HEX, SREC)
    """

    try:
        data = open(filename, "rb")
    except (ValueError, TypeError, IOError):
        data = bytes(filename)

    f = DataIO(data)

    try:
        from amoco.system import elf

        # open file as a ELF object:
        p = elf.Elf(f)
        logger.info("ELF format detected")
        return p
    except elf.ElfError:
        f.seek(0)
        logger.debug("ElfError raised for %s" % f.name)

    try:
        from amoco.system import pe

        # open file as a PE object:
        p = pe.PE(f)
        logger.info("PE format detected")
        return p
    except pe.PEError:
        f.seek(0)
        logger.debug("PEError raised for %s" % f.name)

    try:
        from amoco.system import macho

        # open file as a Mach-O object:
        p = macho.MachO(f)
        logger.info("Mach-O format detected")
        return p
    except macho.MachOError:
        f.seek(0)
        logger.debug("MachOError raised for %s" % f.name)

    try:
        from amoco.system import utils

        # open file as a HEX object:
        p = utils.HEX(f)
        logger.info("HEX format detected")
        return p
    except utils.FormatError:
        f.seek(0)
        logger.debug(" HEX FormatError raised for %s" % f.name)

    try:
        # open file as a SREC object:
        p = utils.SREC(f)
        logger.info("SREC format detected")
        return p
    except utils.FormatError:
        f.seek(0)
        logger.debug(" SREC FormatError raised for %s" % f.name)

    logger.warning("unknown format")
    return shellcode(f)



# ------------------------------------------------------------------------------
# decorator that allows to "register" all loaders on-the-fly:


[docs]class DefineLoader(object):
    """
    A decorator that allows to register a system-specific loader
    while it is implemented. All loaders are stored in the class global
    LOADERS dict.

    Example:

           @DefineLoader('elf',elf.EM_386)
           def loader_x86(p):
             ...

    Here, a reference to function loader_x86 is stored in
    LOADERS['elf'][elf.EM_386].
    """
    LOADERS = {}

    def __init__(self, fmt, name=""):
        self.fmt = fmt
        self.name = name
        if not self.fmt in self.LOADERS:
            self.LOADERS[self.fmt] = {}
        if self.name in self.LOADERS[self.fmt]:
            logger.warning(
                "DefineLoader %s is already defined by %s"
                % (self.name, self.LOADERS[self.fmt][self.name].__name__)
            )

    def __call__(self, loader):
        logger.verbose(
            "DefineLoader %s[%s]: %s" % (self.fmt, self.name, loader.__name__)
        )
        if self.name:
            self.LOADERS[self.fmt][self.name] = loader
        else:
            self.LOADERS[self.fmt] = loader
        return loader



[docs]def load_program(f, cpu=None):
    """
    Detects program format header (ELF/PE/Mach-O/HEX/SREC),
    and *maps* the program in abstract memory,
    loading the associated "system" (linux/win) and "arch" (x86/arm),
    based header informations.

    Arguments:
        f (str): the program filename or string of bytes.

    Returns:
        a Task, ELF/PE (old CoreExec interfaces) or RawExec instance.
    """

    logger.verbose("--- define loaders ---")

    from . import raw
    from . import linux32
    from . import linux64
    from . import win32
    from . import win64
    from . import osx
    from . import baremetal

    logger.verbose("--- detect binary format ---")

    p = read_program(f)

    logger.verbose("--- create task ---")

    Loaders = DefineLoader.LOADERS
    if p.is_ELF:
        try:
            x = Loaders["elf"][p.Ehdr.e_machine](p)
        except KeyError:
            logger.error("ELF machine type not supported")
            x = None
        except Exception:
            logger.error("ELF loader error")
            x = None
    elif p.is_PE:
        try:
            x = Loaders["pe"][p.NT.Machine](p)
        except KeyError:
            logger.error("PE machine type not supported")
            x = None
        except Exception:
            logger.error("PE loader error")
            x = None
    elif p.is_MachO:
        try:
            x = Loaders["macho"][p.header.cputype](p)
        except Exception:
            logger.error("Mach-O machine type not supported")
            x = None
        except Exception:
            logger.error("Mach-O loader error")
            x = None
    else:
        x = Loaders["raw"](p, cpu)

    if x is not None:
        logger.info("a new task is loaded %s"%str(x.view))
    else:
        logger.info("no loader for this program, trying baremetal...")
        if p.is_ELF:
            try:
                x = Loaders["elf-baremetal"][p.Ehdr.e_machine](p)
            except KeyError:
                logger.error("No baremetal for this ELF machine type")
                x = None
            except Exception:
                logger.error("elf-baremetal loader error")
                x = None
            else:
                logger.info("a new baremetal is loaded")
        else:
            logger.info("no baremetal for this binary format")
    return x





          

      

      

    

  

    
      
          
            
  Source code for system.elf

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2006-2019 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
system/elf.py
=============

The system elf module implements Elf classes for both 32/64bits executable format.
"""
from amoco.system.core import BinFormat
from amoco.system.structs import Consts, StructDefine
from amoco.system.structs import StructFormatter, token_constant_fmt, token_address_fmt

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

[docs]class ElfError(Exception):
    """
    ElfError is raised whenever Elf object instance fails
    to decode required structures.
    """
    def __init__(self, message):
        self.message = message

    def __str__(self):
        return str(self.message)


# ------------------------------------------------------------------------------

[docs]class Elf(BinFormat):
    """
    This class takes a DataIO object (ie an opened file of BytesIO instance)
    and decodes all ELF structures found in it.

    Attributes:
        entrypoints (list of int): list of entrypoint addresses.
        filename (str): binary file name.
        Ehdr (Ehdr): the ELF header structure.
        Phdr (list of Phdr): the list of ELF Program header structures.
        Shdr (list of Shdr): the list of ELF Section header structures.
        dynamic (Bool): True if the binary wants to load dynamic libs.
        basemap (int): base address for this ELF image.
        functions (list): a list of function names gathered from internal
                          definitions (if not stripped) and import names.
        variables (list): a list of global variables' names (if found.)
    """
    is_ELF = True

    @property
    def entrypoints(self):
        return [self.Ehdr.e_entry]

    @property
    def filename(self):
        return self.__file.name

    @property
    def header(self):
        return self.Ehdr

    @property
    def dataio(self):
        return self.__file

    def __init__(self, f):
        self.__file = f
        self.Ehdr = Ehdr(f)
        x64 = self.Ehdr.e_ident.EI_CLASS == ELFCLASS64
        lbe = ">" if (self.Ehdr.e_ident.EI_DATA == ELFDATA2MSB) else None
        self.dynamic = False
        # read program header table: should not raise any errors
        self.Phdr = []
        if self.Ehdr.e_phoff:
            offset = self.Ehdr.e_phoff
            n, l = self.Ehdr.e_phnum, self.Ehdr.e_phentsize
            for pht in range(n):
                P = Phdr(f, offset, lbe, x64)
                offset += l
                if P.p_type == PT_LOAD:
                    if not self.basemap:
                        self.basemap = P.p_vaddr
                    self.Phdr.append(P)
                elif P.p_type == PT_INTERP:
                    self.dynamic = True
                    self.Phdr.append(P)
                elif not P.p_type in Consts.All["p_type"].keys():
                    logger.verbose("invalid segment detected (removed)")
                else:
                    self.Phdr.append(P)

        # read section header table: unused by loader, can raise error
        self.Shdr = []
        if self.Ehdr.e_shoff:
            try:
                offset = self.Ehdr.e_shoff
                n, l = self.Ehdr.e_shnum, self.Ehdr.e_shentsize
                for sht in range(n):
                    S = Shdr(f, offset, lbe, x64)
                    offset += l
                    if S.sh_type in Consts.All["sh_type"].keys():
                        self.Shdr.append(S)
                    else:
                        logger.verbose("unknown sh_type: %d" % S.sh_type)
            except Exception:
                logger.verbose("exception raised while parsing section(s)")

        # read section's name string table:
        for i, s in enumerate(self.Shdr):
            s.name = ".s%d" % i
        n = self.Ehdr.e_shstrndx
        if n != SHN_UNDEF and n in range(len(self.Shdr)):
            S = self.Shdr[self.Ehdr.e_shstrndx]
            if S.sh_type != SHT_STRTAB:
                logger.verbose("section names not a string table")
            else:
                from codecs import decode

                offset = S.sh_offset
                data = f[offset : offset + S.sh_size]
                for s in self.Shdr:
                    name = data[s.sh_name :].split(b"\0")[0]
                    s.name = decode(name)

        self.__sections = {}
        self.functions = self.__functions()
        self.variables = self.__variables()

[docs]    def getsize(self):
        "total file size of all the Program headers"
        total = sum([s.p_filesz for s in self.Phdr])
        return total


[docs]    def getinfo(self, target):
        """
        target is either an address provided as str or int,
        or a symbol str searched in the functions dictionary.

        Returns a triplet with:
            - section index (0 is error, -1 is a dynamic call)
            - offset into section  (idem)
            - base virtual address (0 for dynamic calls)
        """
        addr = None
        if isinstance(target, str):
            try:
                addr = int(target, 16)
            except ValueError:
                for a, f in iter(self.functions.items()):
                    if f[0] == target:
                        addr = int(a, 16)
                        break
        elif isinstance(target, int):
            addr = target
        if addr is None:
            # target is propably a symbol not found in functions
            return None, 0, 0
        # now we have addr so we can see in which section/segment it is...
        # sections are smaller than segments so we try first with Shdr
        # but this may lead to errors because what really matters are segments
        # loaded by the kernel binfmt_elf.c loader.
        if self.Shdr:
            for s in reversed(self.Shdr):
                if s.sh_type != SHT_PROGBITS:
                    continue
                if s.sh_addr <= addr < s.sh_addr + s.sh_size:
                    return s, addr - s.sh_addr, s.sh_addr
        elif self.Phdr:
            for s in reversed(self.Phdr):
                if s.p_type != PT_LOAD:
                    continue
                if s.p_vaddr <= addr < s.p_vaddr + s.p_filesz:
                    return s, addr - s.p_vaddr, s.p_vaddr
        return None, 0, 0


[docs]    def data(self, target, size):
        "returns 'size' bytes located at target virtual address"
        return self._readcode(target, size)[0]


    def _readcode(self, target, size=None):
        s, offset, base = self.getinfo(target)
        data = b""
        if s:
            if isinstance(s, Phdr):
                c = self.readsegment(s)
            else:
                c = self.readsection(s)
            if c:
                if size != None:
                    if isinstance(c, Str):
                        c = c.data
                    data = c[offset : offset + size]
                else:
                    data = c[offset:]
        return data, 0, base + offset

[docs]    def getfileoffset(self, target):
        "converts given target virtual address back to offset in file"
        s, offset, base = self.getinfo(target)
        if s != None:
            result = s.p_offset + offset
        else:
            result = None
        return result


[docs]    def readsegment(self, S):
        "returns segment S data padded to S.p_memsz"
        self.__file.seek(S.p_offset)
        return self.__file.read(S.p_filesz).ljust(S.p_memsz, b"\x00")


[docs]    def loadsegment(self, S, pagesize=None):
        """
        If S is of type PT_LOAD, returns a dict {base: bytes}
        indicating that segment data bytes (extended to pagesize boundary)
        need to be mapped at virtual base address.
        (Returns None if not a PT_LOAD segment.)
        """
        if S.p_type == PT_LOAD:
            self.__file.seek(S.p_offset)
            if S.p_align > 1 and (S.p_offset != (S.p_vaddr % S.p_align)):
                logger.verbose(
                    "wrong p_vaddr/p_align [%08x/%0d]" % (S.p_vaddr, S.p_align)
                )
            base = S.p_vaddr
            bytes_ = self.__file.read(S.p_filesz).ljust(S.p_memsz, b"\x00")
            if pagesize:
                # note: bytes are not truncated, only extended if needed...
                bytes_ = bytes_.ljust(pagesize, b"\x00")
            return {base: bytes_}
        else:
            logger.error("segment not a PT_LOAD [%08x/%0d]" % (S.p_vaddr, S.p_align))
            return None


[docs]    def readsection(self, sect):
        "returns the given section data bytes from file."
        S = None
        if isinstance(sect, str):
            for st in self.Shdr:
                if st.name == sect:
                    S = st
                    break
        elif isinstance(sect, int):
            S = self.Shdr[sect]
        else:
            S = sect
        if S:
            if S.name in self.__sections:
                return self.__sections[S.name]
            if S.sh_type in (SHT_SYMTAB, SHT_DYNSYM):
                s = self.__read_symtab(S)
            elif S.sh_type == SHT_STRTAB:
                s = self.__read_strtab(S)
            elif S.sh_type in (SHT_REL, SHT_RELA):
                s = self.__read_relocs(S)
            elif S.sh_type == SHT_DYNAMIC:
                s = self.__read_dynamic(S)
            else:
                self.__file.seek(S.sh_offset)
                s = self.__file.read(S.sh_size)
            self.__sections[S.name] = s
            return s


    def __read_symtab(self, section):
        if section.sh_type not in (SHT_SYMTAB, SHT_DYNSYM):
            logger.warning("not a symbol table section")
            return None
        x64 = self.Ehdr.e_ident.EI_CLASS == ELFCLASS64
        lbe = ">" if (self.Ehdr.e_ident.EI_DATA == ELFDATA2MSB) else None
        # read the section:
        self.__file.seek(section.sh_offset)
        data = self.__file.read(section.sh_size)
        # and parse it into Sym objects:
        l = section.sh_entsize
        if (section.sh_size % l) != 0:
            raise ElfError("symbol table size mismatch")
        else:
            n = section.sh_size // l
        symtab = []
        offset = 0
        for i in range(n):
            symtab.append(Sym(data, offset, lbe, x64))
            offset += l
        return symtab

    def __read_strtab(self, section):
        if section.sh_type != SHT_STRTAB:
            raise ElfError("not a string table section")
        self.__file.seek(section.sh_offset)
        data = self.__file.read(section.sh_size)
        x64 = self.Ehdr.e_ident.EI_CLASS == ELFCLASS64
        strtab = StrTable(data, x64)
        return strtab

    def __read_relocs(self, section):
        if section.sh_type not in (SHT_REL, SHT_RELA):
            logger.warning("not a relocation table section")
            return None
        self.__file.seek(section.sh_offset)
        data = self.__file.read(section.sh_size)
        l = section.sh_entsize
        if (section.sh_size % l) != 0:
            raise ElfError("relocation table size mismatch")
        else:
            n = section.sh_size // l
        reltab = []
        x64 = self.Ehdr.e_ident.EI_CLASS == ELFCLASS64
        lbe = ">" if (self.Ehdr.e_ident.EI_DATA == ELFDATA2MSB) else None
        offset = 0
        if section.sh_type == SHT_REL:
            rcls = Rel
        elif section.sh_type == SHT_RELA:
            rcls = Rela
        for i in range(n):
            reltab.append(rcls(data, offset, lbe, x64))
            offset += l
        return reltab

    def __read_dynamic(self, section):
        if section.sh_type != SHT_DYNAMIC:
            logger.warning("not a dynamic linking section")
            return None
        # read the section:
        self.__file.seek(section.sh_offset)
        data = self.__file.read(section.sh_size)
        # and parse it into Dyn objects:
        l = section.sh_entsize
        if (section.sh_size % l) != 0:
            raise ElfError("dynamic linking size mismatch")
        else:
            n = section.sh_size // l
        dyntab = []
        x64 = self.Ehdr.e_ident.EI_CLASS == ELFCLASS64
        lbe = ">" if (self.Ehdr.e_ident.EI_DATA == ELFDATA2MSB) else None
        offset = 0
        for i in range(n):
            dyntab.append(Dyn(data, offset, lbe, x64))
            offset += l
        return dyntab

    def __read_note(self, section):
        if section.sh_type != SHT_NOTE:
            logger.warning("not a note section")
            return None
        self.__file.seek(section.sh_offset)
        data = self.__file.read(section.sh_size)
        x64 = self.Ehdr.e_ident.EI_CLASS == ELFCLASS64
        lbe = ">" if (self.Ehdr.e_ident.EI_DATA == ELFDATA2MSB) else None
        note = Note(data, lbe, x64)
        return note

    def __functions(self, fltr=None):
        D = self.__symbols(STT_FUNC)
        # fltr applies to section name only :
        if fltr:
            for k, v in iter(D.items()):
                if self.Shdr[v[2]].name != fltr:
                    D.pop(k)
        if self.dynamic:
            D.update(self.__dynamic(STT_FUNC))
        return D

    def __variables(self, fltr=None):
        D = self.__symbols(STT_OBJECT)
        # fltr applies also to section name :
        if fltr:
            for k, v in iter(D.items()):
                if self.Shdr[v[2]].name != fltr:
                    D.pop(k)
        return D

    def __symbols(self, t):
        D = {}
        symtab = self.readsection(".symtab") or []
        strtab = self.readsection(".strtab")
        if strtab:
            for sym in symtab:
                if sym.st_type == t and sym.st_value:
                    D[sym.st_value] = (
                        str(strtab[sym.st_name].decode()),
                        sym.st_size,
                        sym.st_info,
                        sym.st_shndx,
                    )
        return D

    def __dynamic(self, type=None):
        D = {}
        self.readsection(".dynamic")
        dynsym = self.readsection(".dynsym") or []
        dynstr = self.readsection(".dynstr")
        if dynstr:
            for s in self.Shdr:
                if s.sh_type in (SHT_REL, SHT_RELA):
                    for r in self.readsection(s):
                        if r.r_offset:
                            sym = dynsym[r.r_sym]
                            D[r.r_offset] = str(dynstr[sym.st_name].decode())
        return D

[docs]    def checksec(self):
        "check for usual security features."
        R = {}
        R["Canary"] = 0
        R["Fortify"] = 0
        for f in iter(self.functions.values()):
            if isinstance(f, tuple):
                f = f[0]
            if f.startswith("__stack_chk_fail"):
                R["Canary"] = 1
            elif f.endswith("_chk@GLIBC"):
                R["Fortify"] = 1
        R["NX"] = 0
        R["Partial RelRO"] = 0
        for p in self.Phdr:
            if p.p_type == PT_GNU_STACK:
                if not (p.p_flags & PF_X):
                    R["NX"] = 1
            elif p.p_type == PT_GNU_RELRO:
                R["Partial RelRO"] = 1
        R["PIE"] = 0
        if self.Ehdr.e_type != ET_EXEC:
            R["PIE"] = 1
        R["Full RelRO"] = 0
        for d in self.readsection(".dynamic") or []:
            if d.d_tag == DT_BIND_NOW or\
              (d.d_tag == DT_FLAGS and d.d_un==DF_BIND_NOW):
                R["Full RelRO"] = 1
                break
        return R


    def __str__(self):
        ss = ["ELF header:"]
        tmp = self.Ehdr.pfx
        self.Ehdr.pfx = "\t"
        ss.append(self.Ehdr.__str__())
        self.Ehdr.pfx = tmp
        ss += ["\nSections:"]
        for s in self.Shdr:
            tmp = s.pfx
            s.pfx = "\t"
            ss.append(s.__str__())
            ss.append("---")
            s.pfx = tmp
        ss += ["\nSegments:"]
        for s in self.Phdr:
            tmp = s.pfx
            s.pfx = "\t"
            ss.append(s.__str__())
            ss.append("---")
            s.pfx = tmp
        return "\n".join(ss)



# ------------------------------------------------------------------------------


[docs]@StructDefine(
"""
B  : ELFMAG0
c*3: ELFMAG
B  : EI_CLASS
B  : EI_DATA
B  : EI_VERSION
B  : EI_OSABI
B  : EI_ABIVERSION
b*7: unused
"""
)
class IDENT(StructFormatter):
    def __init__(self, data=None):
        self.name_formatter("EI_CLASS", "EI_DATA", "EI_OSABI")
        if data:
            self.unpack(data)

    def unpack(self, data, offset=0):
        StructFormatter.unpack(self, data, offset)
        if self.ELFMAG0 != 0x7F or self.ELFMAG != b"ELF":
            raise ElfError("Wrong magic number, not an ELF file ?")
        if self.EI_DATA not in (ELFDATA2LSB, ELFDATA2MSB):
            logger.info("No endianess specified in ELF header.")
        return self



# EI_CLASS values:
with Consts("EI_CLASS"):
    ELFCLASSNONE = 0
    ELFCLASS32 = 1
    ELFCLASS64 = 2
    ELFCLASSNUM = 3

# EI_DATA values:
with Consts("EI_DATA"):
    ELFDATANONE = 0
    ELFDATA2LSB = 1
    ELFDATA2MSB = 2
    ELFDATANUM = 3

# EI_OSABI values:
with Consts("EI_OSABI"):
    ELFOSABI_NONE = 0
    ELFOSABI_SYSV = 0
    ELFOSABI_HPUX = 1
    ELFOSABI_NETBSD = 2
    ELFOSABI_LINUX = 3
    ELFOSABI_SOLARIS = 6
    ELFOSABI_AIX = 7
    ELFOSABI_IRIX = 8
    ELFOSABI_FREEBSD = 9
    ELFOSABI_TRU64 = 10
    ELFOSABI_MODESTO = 11
    ELFOSABI_OPENBSD = 12
    ELFOSABI_ARM = 97
    ELFOSABI_STANDALONE = 255


[docs]@StructDefine(
"""
IDENT :< e_ident
H : e_type
H : e_machine
I : e_version
I : e_entry
I : e_phoff
I : e_shoff
I : e_flags
H : e_ehsize
H : e_phentsize
H : e_phnum
H : e_shentsize
H : e_shnum
H : e_shstrndx
"""
)
class Ehdr(StructFormatter):
    def __init__(self, data=None):
        self.name_formatter("e_type", "e_machine", "e_version")
        self.address_formatter("e_entry")
        self.flag_formatter("e_flags")
        if data:
            self.unpack(data)

    def unpack(self, data, offset=0):
        f0 = self.fields[0]
        self._v.e_ident = f0.unpack(data, offset)
        offset += f0.size()
        # change endianness if necessary:
        if self._v.e_ident.EI_DATA == ELFDATA2MSB:
            for f in self.fields[1:]:
                f.order = ">"
        # change pointers format if necessary:
        if self._v.e_ident.EI_CLASS == ELFCLASS64:
            self.fields[4].typename = "Q"
            self.fields[5].typename = "Q"
            self.fields[6].typename = "Q"
        for f in self.fields[1:]:
            setattr(self._v, f.name, f.unpack(data, offset))
            offset += f.size()
        return self



# legal values for e_type (object file type):
with Consts("e_type"):
    ET_NONE = 0
    ET_REL = 1
    ET_EXEC = 2
    ET_DYN = 3
    ET_CORE = 4
    ET_NUM = 5
    ET_LOOS = 0xFE00
    ET_HIOS = 0xFEFF
    ET_LOPROC = 0xFF00
    ET_HIPROC = 0xFFFF

# legal values for e_machine (architecture):
with Consts("e_machine"):
    EM_NONE = 0
    EM_M32 = 1
    EM_SPARC = 2
    EM_386 = 3
    EM_68K = 4
    EM_88K = 5
    EM_860 = 7
    EM_MIPS = 8
    EM_S370 = 9
    EM_MIPS_RS3_LE = 10

    EM_PARISC = 15
    EM_VPP500 = 17
    EM_SPARC32PLUS = 18
    EM_960 = 19
    EM_PPC = 20
    EM_PPC64 = 21
    EM_S390 = 22

    EM_V800 = 36
    EM_FR20 = 37
    EM_RH32 = 38
    EM_RCE = 39
    EM_ARM = 40
    EM_FAKE_ALPHA = 41
    EM_SH = 42
    EM_SPARCV9 = 43
    EM_TRICORE = 44
    EM_ARC = 45
    EM_H8_300 = 46
    EM_H8_300H = 47
    EM_H8S = 48
    EM_H8_500 = 49
    EM_IA_64 = 50
    EM_MIPS_X = 51
    EM_COLDFIRE = 52
    EM_68HC12 = 53
    EM_MMA = 54
    EM_PCP = 55
    EM_NCPU = 56
    EM_NDR1 = 57
    EM_STARCORE = 58
    EM_ME16 = 59
    EM_ST100 = 60
    EM_TINYJ = 61
    EM_X86_64 = 62
    EM_PDSP = 63

    EM_FX66 = 66
    EM_ST9PLUS = 67
    EM_ST7 = 68
    EM_68HC16 = 69
    EM_68HC11 = 70
    EM_68HC08 = 71
    EM_68HC05 = 72
    EM_SVX = 73
    EM_ST19 = 74
    EM_VAX = 75
    EM_CRIS = 76
    EM_JAVELIN = 77
    EM_FIREPATH = 78
    EM_ZSP = 79
    EM_MMIX = 80
    EM_HUANY = 81
    EM_PRISM = 82
    EM_AVR = 83
    EM_FR30 = 84
    EM_D10V = 85
    EM_D30V = 86
    EM_V850 = 87
    EM_M32R = 88
    EM_MN10300 = 89
    EM_MN10200 = 90
    EM_PJ = 91
    EM_OPENRISC = 92
    EM_ARC_A5 = 93
    EM_XTENSA = 94
    EM_NUM = 95
    EM_ST200 = 100
    EM_MSP430 = 105
    EM_SEP = 108
    EM_M16C = 117
    EM_DSPIC30F = 118
    EM_CE = 119
    EM_M32C = 120
    EM_R32C = 162
    EM_QDSP6 = 164
    EM_AARCH64 = 183
    EM_AVR32 = 185
    EM_STM8 = 186
    EM_CUDA = 190
    EM_Z80 = 220
    EM_AMDGPU = 224
    EM_RISCV = 243
    EM_BPF = 247
    # unofficial values should pick large index:
    EM_ALPHA = 0x9026
    EM_WEBASSEMBLY = 0x4157

# legal values for e_version (version):
with Consts("e_version"):
    EV_NONE = 0
    EV_CURRENT = 1
    EV_NUM = 2


[docs]@StructDefine(
    """
I : sh_name
I : sh_type
I : sh_flags
I : sh_addr
I : sh_offset
I : sh_size
I : sh_link
I : sh_info
I : sh_addralign
I : sh_entsize
"""
)
class Shdr(StructFormatter):
    def __init__(self, data=None, offset=0, order=None, x64=False):
        if order:
            for f in self.fields:
                f.order = order
        if x64:
            for i in (2, 3, 4, 5, 8, 9):
                self.fields[i].typename = "Q"
        self.name_formatter("sh_name", "sh_type")
        self.address_formatter("sh_addr")
        self.flag_formatter("sh_flags")
        self.func_formatter(sh_addralign=token_constant_fmt)
        if data:
            self.unpack(data, offset)



with Consts("sh_name"):
    SHN_UNDEF = 0
    SHN_LORESERVE = 0xFF00
    SHN_LOPROC = 0xFF00
    SHN_BEFORE = 0xFF00
    SHN_AFTER = 0xFF01
    SHN_HIPROC = 0xFF1F
    SHN_LOOS = 0xFF20
    SHN_HIOS = 0xFF3F
    SHN_ABS = 0xFFF1
    SHN_COMMON = 0xFFF2
    SHN_XINDEX = 0xFFFF
    SHN_HIRESERVE = 0xFFFF

# legal values for sh_type (section type):
with Consts("sh_type"):
    SHT_NULL = 0
    SHT_PROGBITS = 1
    SHT_SYMTAB = 2
    SHT_STRTAB = 3
    SHT_RELA = 4
    SHT_HASH = 5
    SHT_DYNAMIC = 6
    SHT_NOTE = 7
    SHT_NOBITS = 8
    SHT_REL = 9
    SHT_SHLIB = 10
    SHT_DYNSYM = 11
    SHT_INIT_ARRAY = 14
    SHT_FINI_ARRAY = 15
    SHT_PREINIT_ARRAY = 16
    SHT_GROUP = 17
    SHT_SYMTAB_SHNDX = 18
    SHT_NUM = 19
    SHT_LOOS = 0x60000000
    SHT_GNU_HASH = 0x6FFFFFF6
    SHT_GNU_LIBLIST = 0x6FFFFFF7
    SHT_CHECKSUM = 0x6FFFFFF8
    SHT_LOSUNW = 0x6FFFFFFA
    SHT_SUNW_move = 0x6FFFFFFA
    SHT_SUNW_COMDAT = 0x6FFFFFFB
    SHT_SUNW_syminfo = 0x6FFFFFFC
    SHT_GNU_verdef = 0x6FFFFFFD
    SHT_GNU_verneed = 0x6FFFFFFE
    SHT_GNU_versym = 0x6FFFFFFF
    SHT_HISUNW = 0x6FFFFFFF
    SHT_HIOS = 0x6FFFFFFF
    SHT_LOPROC = 0x70000000
    SHT_HIPROC = 0x7FFFFFFF
    SHT_LOUSER = 0x80000000
    SHT_HIUSER = 0x8FFFFFFF
    SHT_ARM_EXIDX = SHT_LOPROC + 1
    SHT_ARM_PREEMPTMAP = SHT_LOPROC + 2
    SHT_ARM_ATTRIBUTES = SHT_LOPROC + 3

# legal values for sh_flags (section flags):
with Consts("sh_flags"):
    SHF_WRITE = 1 << 0
    SHF_ALLOC = 1 << 1
    SHF_EXECINSTR = 1 << 2
    SHF_MERGE = 1 << 4
    SHF_STRINGS = 1 << 5
    SHF_INFO_LINK = 1 << 6
    SHF_LINK_ORDER = 1 << 7
    SHF_OS_NONCONFORMING = 1 << 8
    SHF_GROUP = 1 << 9
    SHF_TLS = 1 << 10
    SHF_MASKOS = 0x0FF00000
    SHF_MASKPROC = 0xF0000000
    SHF_ORDERED = 1 << 30
    SHF_EXCLUDE = 1 << 31

# section group handling:
GRP_COMDAT = 0x1


[docs]@StructDefine(
    """
I : st_name
I : st_value
I : st_size
B : st_info
B : st_other
H : st_shndx
"""
)
class Sym(StructFormatter):
    def __init__(self, data=None, offset=0, order=None, x64=False):
        if order:
            for f in self.fields:
                f.order = order
        if x64:  # need to reorder fields...
            fvalue = self.fields.pop(1)
            fsize = self.fields.pop(1)
            fvalue.typename = fsize.typename = "Q"
            self.fields.append(fvalue)
            self.fields.append(fsize)
        self.name_formatter("st_name", "st_bind", "st_type", "st_visibility")
        if data:
            self.unpack(data, offset)

    def ELF32_ST_BIND(self):
        return self.st_info >> 4

    st_bind = property(ELF32_ST_BIND)

    def ELF32_ST_TYPE(self):
        return self.st_info & 0xF

    st_type = property(ELF32_ST_TYPE)

    def ELF32_ST_INFO(self, bind, type):
        self._v.st_info = bind << 4 + (type & 0xF)

    def ELF32_ST_VISIBILITY(self):
        return self.st_other & 0x03

    st_visibility = property(ELF32_ST_VISIBILITY)

    def __str__(self):
        s = super().__str__() + "\n"
        cname = self.__class__.__name__
        s += self.strkey("st_bind", cname) + "\n"
        s += self.strkey("st_type", cname) + "\n"
        s += self.strkey("st_visibility", cname)
        return s



# legal values for st_bind:
with Consts("st_bind"):
    STB_LOCAL = 0
    STB_GLOBAL = 1
    STB_WEAK = 2
    STB_NUM = 3
    STB_LOOS = 10
    STB_HIOS = 12
    STB_LOPROC = 13
    STB_HIPROC = 15

# legal values for st_type:
with Consts("st_type"):
    STT_NOTYPE = 0
    STT_OBJECT = 1
    STT_FUNC = 2
    STT_SECTION = 3
    STT_FILE = 4
    STT_COMMON = 5
    STT_TLS = 6
    STT_NUM = 7
    STT_LOOS = 10
    STT_HIOS = 12
    STT_LOPROC = 13
    STT_HIPROC = 15

# special index indicating the end end of a chain:
STN_UNDEF = 0

with Consts("st_visibility"):
    STV_DEFAULT = 0
    STV_INTERNAL = 1
    STV_HIDDEN = 2
    STV_PROTECTED = 3


[docs]@StructDefine(
    """
I : r_offset
I : r_info
"""
)
class Rel(StructFormatter):
    def __init__(self, data=None, offset=0, order=None, x64=False):
        if order:
            for f in self.fields:
                f.order = order
        if x64:
            for f in self.fields:
                f.typename = "Q"
        self.name_formatter("r_type")
        self.func_formatter(r_sym=token_address_fmt)
        if data:
            self.unpack(data, offset)

    def ELF_R_SYM(self):
        return self.r_info >> (8 if self.fields[1].typename == "I" else 32)

    r_sym = property(ELF_R_SYM)

    def ELF_R_TYPE(self):
        return self.r_info & (0xFF if self.fields[1].typename == "I" else 0xFFFFFFFF)

    r_type = property(ELF_R_TYPE)

    def ELF_R_INFO(self, sym, type):
        if self.fields[1].typename == "I":
            self._v.r_info = sym << 8 + (type & 0xFF)
        else:
            self._v.r_info = sym << 32 + (type & 0xFFFFFFFF)

    def __str__(self):
        s = StructFormatter.__str__(self) + "\n"
        cname = self.__class__.__name__
        s += self.strkey("r_type", cname)
        return s



[docs]@StructDefine(
    """
I : r_offset
I : r_info
I : r_addend
"""
)
class Rela(Rel):
    def __init__(self, data=None, offset=0, order=None, x64=False):
        if order:
            for f in self.fields:
                f.order = order
        if x64:
            for f in self.fields:
                f.typename = "Q"
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
I : p_type
I : p_offset
I : p_vaddr
I : p_paddr
I : p_filesz
I : p_memsz
I : p_flags
I : p_align
"""
)
class Phdr(StructFormatter):
    def __init__(self, data=None, offset=0, order=None, x64=False):
        if order:
            for f in self.fields:
                f.order = order
        if x64:
            pflags = self.fields.pop(6)
            self.fields.insert(1, pflags)
            for f in self.fields[2:]:
                f.typename = "Q"
        self.name_formatter("p_type")
        self.address_formatter("p_vaddr", "p_paddr")
        self.flag_formatter("p_flags")
        if data:
            self.unpack(data, offset)



# legal values for p_type (segment type):
with Consts("p_type"):
    PT_NULL = 0
    PT_LOAD = 1
    PT_DYNAMIC = 2
    PT_INTERP = 3
    PT_NOTE = 4
    PT_SHLIB = 5
    PT_PHDR = 6
    PT_TLS = 7
    PT_NUM = 8
    PT_LOOS = 0x60000000
    PT_GNU_EH_FRAME = 0x6474E550
    PT_GNU_STACK = 0x6474E551
    PT_GNU_RELRO = 0x6474E552
    PT_LOSUNW = 0x6FFFFFFA
    PT_SUNWBSS = 0x6FFFFFFA
    PT_SUNWSTACK = 0x6FFFFFFB
    PT_HISUNW = 0x6FFFFFFF
    PT_HIOS = 0x6FFFFFFF
    PT_LOPROC = 0x70000000
    PT_HIPROC = 0x7FFFFFFF
    PT_ARM_EXIDX = PT_LOPROC + 1

# legal values for p_flags (segment flags):
with Consts("p_flags"):
    PF_X = 1 << 0
    PF_W = 1 << 1
    PF_R = 1 << 2
    PF_MASKOS = 0x0FF00000
    PF_MASKPROC = 0xF0000000
    PF_ARM_SB = 0x10000000
    PF_ARM_PI = 0x20000000
    PF_ARM_ABS = 0x40000000


[docs]@StructDefine(
    """
I : namesz
I : descsz
I : n_type
"""
)
class Note(StructFormatter):
    def __init__(self, data=None, offset=0, order=None, x64=False):
        if order:
            for f in self.fields:
                f.order = order
        if x64:
            for f in self.fields:
                f.typename = "Q"
        self.name_formatter("n_type")
        if data:
            self.unpack(data, offset)
            offset += self.size()
            self.name = data[offset : offset + self.namesz]
            offset += self.namesz
            if offset % 4 != 0:
                offset = ((offset + 4) // 4) * 4
            self.desc = data[offset : offset + self.descsz]



# legal values for note segment descriptor types for core files:
with Consts("n_type"):
    NT_PRSTATUS = 1
    NT_FPREGSET = 2
    NT_PRPSINFO = 3
    NT_PRXREG = 4
    NT_TASKSTRUCT = 4
    NT_PLATFORM = 5
    NT_AUXV = 6
    NT_GWINDOWS = 7
    NT_ASRS = 8
    NT_PSTATUS = 10
    NT_PSINFO = 13
    NT_PRCRED = 14
    NT_UTSNAME = 15
    NT_LWPSTATUS = 16
    NT_LWPSINFO = 17
    NT_PRFPXREG = 20

    NT_VERSION = 1


[docs]@StructDefine(
    """
I : d_tag
I : d_un
"""
)
class Dyn(StructFormatter):
    def __init__(self, data=None, offset=0, order=None, x64=False):
        if order:
            for f in self.fields:
                f.order = order
        if x64:
            for f in self.fields:
                f.typename = "Q"
        self.name_formatter("d_tag")
        self.address_formatter("d_un")
        if data:
            self.unpack(data, offset)

    def DT_VALTAGIDX(self, tag):
        self.d_un = DT_VALRNGHI - tag

    def DT_ADDRTAGIDX(self, tag):
        self.d_un = DT_ADDRRNGHI - tag



# legal values for d_tag (dynamic entry type):
with Consts("d_tag"):
    DT_NULL = 0
    DT_NEEDED = 1
    DT_PLTRELSZ = 2
    DT_PLTGOT = 3
    DT_HASH = 4
    DT_STRTAB = 5
    DT_SYMTAB = 6
    DT_RELA = 7
    DT_RELASZ = 8
    DT_RELAENT = 9
    DT_STRSZ = 10
    DT_SYMENT = 11
    DT_INIT = 12
    DT_FINI = 13
    DT_SONAME = 14
    DT_RPATH = 15
    DT_SYMBOLIC = 16
    DT_REL = 17
    DT_RELSZ = 18
    DT_RELENT = 19
    DT_PLTREL = 20
    DT_DEBUG = 21
    DT_TEXTREL = 22
    DT_JMPREL = 23
    DT_BIND_NOW = 24
    DT_INIT_ARRAY = 25
    DT_FINI_ARRAY = 26
    DT_INIT_ARRAYSZ = 27
    DT_FINI_ARRAYSZ = 28
    DT_RUNPATH = 29
    DT_FLAGS = 30
    DT_ENCODING = 32
    DT_PREINIT_ARRAY = 32
    DT_PREINIT_ARRAYSZ = 33
    DT_NUM = 34
    DT_LOOS = 0x6000000D
    DT_HIOS = 0x6FFFF000
    DT_LOPROC = 0x70000000
    DT_HIPROC = 0x7FFFFFFF
    DT_GNU_HASH = 0x6FFFFEF5
    DT_VERDEF = 0x6FFFFFFC
    DT_VERDEFNUM = 0x6FFFFFFD
    DT_VERNEED = 0x6FFFFFFE
    DT_VERNEEDNUM = 0x6FFFFFFF
    DT_VERSYM = 0x6FFFFFF0
    DT_RELACOUNT = 0x6FFFFFF9
    DT_RELCOUNT = 0x6FFFFFFA
    DT_FLAGS_1 = 0x6FFFFFFB

# legal values for d_un (union type use here value):
with Consts("d_un"):
    DT_VALRNGLO = 0x6FFFFD00
    DT_GNU_PRELINKED = 0x6FFFFDF5
    DT_GNU_CONFLICTSZ = 0x6FFFFDF6
    DT_GNU_LIBLISTSZ = 0x6FFFFDF7
    DT_CHECKSUM = 0x6FFFFDF8
    DT_PLTPADSZ = 0x6FFFFDF9
    DT_MOVEENT = 0x6FFFFDFA
    DT_MOVESZ = 0x6FFFFDFB
    DT_FEATURE_1 = 0x6FFFFDFC
    DT_POSFLAG_1 = 0x6FFFFDFD
    DT_SYMINSZ = 0x6FFFFDFE
    DT_SYMINENT = 0x6FFFFDFF
    DT_VALRNGHI = 0x6FFFFDFF
    DT_VALNUM = 12

    # legal values for d_un (union type use here address):
    DT_ADDRRNGLO = 0x6FFFFE00
    DT_TLSDESC_PLT = 0x6FFFFEF6
    DT_TLSDESC_GOT = 0x6FFFFEF7
    DT_GNU_CONFLICT = 0x6FFFFEF8
    DT_GNU_LIBLIST = 0x6FFFFEF9
    DT_CONFIG = 0x6FFFFEFA
    DT_DEPAUDIT = 0x6FFFFEFB
    DT_AUDIT = 0x6FFFFEFC
    DT_PLTPAD = 0x6FFFFEFD
    DT_MOVETAB = 0x6FFFFEFE
    DT_SYMINFO = 0x6FFFFEFF
    DT_ADDRRNGHI = 0x6FFFFEFF
    DT_ADDRNUM = 10

    DF_ORIGIN = 0x1
    DF_SYMBOLIC = 0x2
    DF_TEXTREL = 0x4
    DF_BIND_NOW = 0x8
    DF_STATIC_TLS = 0x10


[docs]@StructDefine(
    """
  I: l_name
  I: l_time_stamp
  I: l_checksum
  I: l_version
  I: l_flags
"""
)
class Lib(StructFormatter):
    def __init__(self, data=None, offset=0, order=None, x64=False):
        if order:
            for f in self.fields:
                f.order = order
        self.flag_formatter("l_flags")
        if data:
            self.unpack(data, offset)



with Consts("l_flags"):
    LL_IGNORE_INT_VER = 1 << 1
    LL_EXACT_MATCH = 1 << 0
    LL_REQUIRE_MINOR = 1 << 2
    LL_NONE = 0x0
    LL_DELTA = 1 << 5
    LL_EXPORTS = 1 << 3
    LL_DELAY_LOAD = 1 << 4

# String Table entry; provided to deal with C strings and char indexed
# string table sections. This is not a standard structure, it is more
# like a C-string Array class for python.
# ------------------------------------------------------------------------------
class StrTable(object):
    def __init__(self, data, x64=False):
        self.data = data
        self.x64 = x64

    def __getitem__(self, i):
        z = self.data[i:].index(b"\0")
        return self.data[i : i + z]

    def as_dict(self):
        D = {}
        cstrings = self.data.split(b"\0")
        p = 0
        for cs in cstrings:
            D[p] = cs
            p += len(cs) + 1
        return D

    def __str__(self):
        fmt = "0x%" + "%02dx: %%s" % (16 if self.x64 else 8)
        return "\n".join((fmt % (k, v) for (k, v) in iter(self.as_dict().items())))




          

      

      

    

  

    
      
          
            
  Source code for system.macho

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2020 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
system/macho.py
================

The system macho module implements the Mach-O executable format parser.
"""

from collections import defaultdict
from amoco.system.core import BinFormat, DataIO
from amoco.system.utils import read_uleb128
from amoco.system.structs import Consts, StructFormatter, default_formatter
from amoco.system.structs import StructDefine, UnionDefine
from amoco.system.structs import token_name_fmt, token_flag_fmt, Token, highlight


from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")


[docs]class MachOError(Exception):
    """
    MachOError is raised whenever MachO object instance fails
    to decode required structures.
    """
    def __init__(self, message):
        self.message = message

    def __str__(self):
        return str(self.message)



# ------------------------------------------------------------------------------

[docs]class MachO(BinFormat):
    """
    This class takes a DataIO object (ie an opened file of BytesIO instance)
    and decodes all Mach-O structures found in it.

    Attributes:
        entrypoints (list of int): list of entrypoint addresses.
        filename (str): binary file name.
        header (struct_mach_header): the Mach header structure.
        archs (list of MachO): the list of MachO instances in case the
                               provided binary file is a "fat" format.
        cmds (list): the list of all "command" structures.
        dynamic (Bool): True if the binary wants to load dynamic libs.
        basemap (int): Base address of the binary (or None.)
        symtab (list): the symbol table.
        dysymtab (list): the dynamic symbol table.
        dyld_info (container): a container with dyld_info attributes
                               rebase, bind, weak_bind, lazy_bind
                               and export.
        function_starts (list,optional): list of function start addresses.
        la_symbol_ptr (dict): address to lazy symbol bindings
        nl_symbol_ptr (dict): address to non-lazy symbol bindings
    """
    is_MachO = True

    @property
    def entrypoints(self):
        if self.__entry:
            return [self.__entry]
        for c in self.cmds:
            if c.cmd in (LC_THREAD, LC_UNIXTHREAD):
                try:
                    self.__entry = c.entrypoint
                except AttributeError:
                    pass
            if c.cmd == LC_MAIN:
                base = self.basemap
                # remplacement for thread commands
                self.__entry = base + c.entryoff
                break
        return [self.__entry]

    @property
    def filename(self):
        return self.__file.name

    def __init__(self, f):
        self.__file = f
        self.__entry = None
        self._is_fat = False
        try:
            self.header = struct_mach_header(f)
        except:
            raise MachOError("not a Mach-O header")
        if self.header.magic == MH_MAGIC_64:
            self.header = struct_mach_header_64(f)
        elif self.header.magic == FAT_CIGAM:
            self.header = struct_fat_header(f)
            self._is_fat = True
        else:
            if not self.header.magic == MH_MAGIC:
                raise MachOError("not a Mach-O header")
        offset = len(self.header)
        if self._is_fat:
            self.archs = []
            for i in range(self.header.nfat_arch):
                a = struct_fat_arch(f, offset)
                offset += len(a)
                self.archs.append(a)
                self.read_fat_arch(a)
        else:
            self.cmds = self.read_commands(offset)
            for c in self.cmds:
                if c.cmd in (LC_THREAD, LC_UNIXTHREAD):
                    c.getstate(self.header.cputype)
                elif c.cmd == LC_SYMTAB:
                    self.symtab = self.__read_symtab(c)
                elif c.cmd == LC_DYSYMTAB:
                    self.dysymtab = self.__read_dysymtab(c)
                elif c.cmd in (LC_DYLD_INFO, LC_DYLD_INFO_ONLY):
                    self.dyld_info = self.__read_dyld_info(c)
                elif c.cmd == LC_FUNCTION_STARTS:
                    self.function_starts = self.__read_funcstarts(c)
            self.la_symbol_ptr = self.__la_bindings()
            self.nl_symbol_ptr = self.__nl_bindings()

[docs]    def read_fat_arch(self, a):
        """
        takes a struct_fat_arch instance and sets its 'bin' attribute
        to the corresponding MachO instance.
        """
        self.__f.seek(a.offset)
        data = self.__f.read(a.size)
        a.bin = MachO(DataIO(data))


[docs]    def read_commands(self, offset):
        "returns the list of struct_load_command starting from given offset"
        cmds = []
        lcsize = 0
        f = self.__file
        f.seek(0)
        while lcsize < self.header.sizeofcmds:
            cmd = struct_load_command(f, offset)
            data = f[offset : offset + cmd.cmdsize]
            offset += cmd.cmdsize
            lcsize += cmd.cmdsize
            if cmd.cmd in CMD_TABLE:
                try:
                    cmd = CMD_TABLE[cmd.cmd](data)
                except:
                    raise MachOError("bad load command:\n%s" % cmd)
            cmds.append(cmd)
        return cmds


[docs]    def getsize(self):
        "total size of LC_SEGMENT/64 commands"
        total = 0
        for c in self.cmds:
            if c.cmd in (LC_SEGMENT, LC_SEGMENT_64,):
                total += c.vmsize
        return total


[docs]    def getinfo(self, target):
        """getinfo return a triplet (s,off,vaddr) with segment, offset
        into segment, and segment virtual base address that contains the
        target argument.
        """
        res = (None, 0, 0)
        for c in self.cmds:
            if c.cmd in (LC_SEGMENT, LC_SEGMENT_64,):
                if c.vmaddr <= target < (c.vmaddr + c.vmsize):
                    res = (c, (target - c.vmaddr), c.vmaddr)
                    for s in c.sections:
                        if s.addr <= target < s.addr+s.size_:
                            res = (s, (target - s.addr), s.addr)
                            break
                    break
        return res


[docs]    def checksec(self):
        "check for usual OSX security features."
        R = {}
        R['Arc'] = False
        R["Canary"] = False
        for f in iter(self.la_symbol_ptr.values()):
            if f == b"___stack_chk_fail" or\
               f == b"___stack_chk_guard":
                R["Canary"] = True
            elif f==b'_objc_release':
                R["Arc"] = True
        R['Signature'] = False
        R['Encrypted'] = False
        R['Restrict'] = False
        R['RPath'] = False
        for c in self.cmds:
            if c.cmd == LC_CODE_SIGNATURE:
                R['Signature'] = True
            elif c.cmd in (LC_ENCRYPTION_INFO, LC_ENCRYPTION_INFO_64):
                R['Encrypted'] = True
            elif c.cmd in (LC_SEGMENT, LC_SEGMENT_64):
                if c.segname.decode().strip('\0').lower()=="__restrict":
                    R['Restrict'] = True
            elif c.cmd == LC_RPATH:
                R['RPath'] = True
        R["NX (heap)"]  = (self.header.flags & MH_NO_HEAP_EXECUTION)!=0
        R["NX (stack)"] = (self.header.flags & MH_ALLOW_STACK_EXECUTION)==0
        R["PIE"] = (self.header.flags & MH_PIE)!=0
        return R


[docs]    def data(self, target, size):
        "returns 'size' bytes located at target virtual address"
        return self._readcode(target, size)[0]


    def _readcode(self, target, size):
        s, offset, _ = self.getinfo(target)
        data = self.readsegment(s)
        return data[offset : offset + size]

[docs]    def getfileoffset(self, target):
        "converts given target virtual address back to offset in file"
        s, offset, _ = self.getinfo(target)
        fileoffset = s.fileoffset if hasattr(s,'fileoffset') else s.offset
        return s.fileoffset + offset


[docs]    def readsegment(self, S):
        "returns data of segment/section S"
        try:
            self.__file.seek(S.fileoffset)
            return self.__file.read(S.filesize)
        except AttributeError:
            self.__file.seek(S.offset)
            return self.__file.read(S.size_)


[docs]    def loadsegment(self, S, pagesize=None):
        "returns padded & aligned data of segment/section S"
        s = self.readsegment(S)
        if pagesize is None:
            if hasattr(S,'vmsize'):
                size = pagesize = S.vmsize
            else:
                size = S.size_
                pagesize = S.align
        n, r = divmod(size, pagesize)
        if r > 0:
            n += 1
        return s.ljust(n * pagesize, b"\0")


[docs]    def readsection(self, sect):
        "returns the segment/section data bytes matching given sect name"
        if isinstance(sect,bytes):
            sect = sect.decode()
        if isinstance(sect, str):
            for c in self.cmds:
                if c.cmd in (LC_SEGMENT,LC_SEGMENT_64):
                    for s in c.sections:
                        if s.sectname.decode().strip("\0")==sect:
                            return self.readsegment(s)
        else:
            return self.readsegment(sect)
        return None


[docs]    def getsection(self, sect):
        "returns the segment/section matching given sect name"
        if isinstance(sect,bytes):
            sect = sect.decode()
        if isinstance(sect, str):
            for c in self.cmds:
                if c.cmd in (LC_SEGMENT,LC_SEGMENT_64):
                    for s in c.sections:
                        if s.sectname.decode().strip("\0")==sect:
                            return s
        return None


    def __read_table(self, off, elt, count, sz=0):
        tab = []
        if count > 0:
            self.__file.seek(off)
            if sz == 0:
                sz = elt.size()
            for n in range(count):
                data = self.__file.read(sz)
                tab.append(elt(data))
        return tab

    def __read_symtab(self, s):
        if self.header.magic == MH_MAGIC_64:
            el = struct_nlist64
        elif self.header.magic == MH_MAGIC:
            el = struct_nlist
        else:
            raise NotImplementedError
        dylibs = []
        for c in self.cmds:
            if c.cmd == LC_LOAD_DYLIB:
                self.dynamic = True
                dylibs.append(c)
        symtab = self.__read_table(s.symoff, el, s.nsyms)
        strtab = self.__read_strtab(s)
        for x in symtab:
            sta = x.n_strx
            sto = strtab.index(b"\0", sta)
            x.strx = strtab[sta:sto]
            if self.header.flags & MH_TWOLEVEL:
                i = (x.n_desc & 0xFF00) >> 8
                if i > 0:
                    x.strx = b"%s::%s" % (dylibs[i - 1].dylib.name, x.strx)
        return symtab

    def __read_strtab(self, s):
        self.__file.seek(s.stroff)
        data = self.__file.read(s.strsize)
        return data

    def __read_dyld_info(self, cmd):
        t = type("container", (object,), {})
        # rebase opcodes (raw):
        self.__file.seek(cmd.rebase_off)
        t.rebase = self.__file.read(cmd.rebase_size)
        # bind opcodes (as a list of binding records):
        self.__file.seek(cmd.bind_off)
        rawbind = self.__file.read(cmd.bind_size)
        t.bind = self.__read_bind_opcodes(rawbind)
        # weak_bind opcodes (as a list of binding records):
        self.__file.seek(cmd.weak_bind_off)
        weak_bind = self.__file.read(cmd.weak_bind_size)
        t.weak_bind = self.__read_bind_opcodes(weak_bind)
        # lazy_bind opcodes (as a list of binding records):
        # see source code: the record type is POINTER by default...
        self.__file.seek(cmd.lazy_bind_off)
        lazy_bind = self.__file.read(cmd.lazy_bind_size)
        t.lazy_bind = self.__read_bind_opcodes(lazy_bind, BIND_TYPE_POINTER)
        # exports (raw):
        self.__file.seek(cmd.export_off)
        t.export = self.__file.read(cmd.export_size)
        return t

    # see dyld source: ImageLoaderMachOCompressed.cpp.
    def __read_bind_opcodes(self, raw, default_type=0):
        r = record(0, 0, 0, default_type, 0, 0)
        L = []
        cur = 0
        l = 8 if self.header.magic == MH_MAGIC_64 else 4
        while cur < len(raw):
            op = raw[cur] & BIND_OPCODE_MASK
            im = raw[cur] & BIND_IMMEDIATE_MASK
            cur += 1
            if op == BIND_OPCODE_DONE:
                r = record(0, 0, 0, 0, 0, 0)
            elif op == BIND_OPCODE_SET_DYLIB_ORDINAL_IMM:
                r.lib_ordinal = im
            elif op == BIND_OPCODE_SET_DYLIB_ORDINAL_ULEB:
                val, cnt = read_uleb128(raw[cur:])
                r.lib_ordinal = val
                cur += cnt
            elif op == BIND_OPCODE_SET_ADDEND_SLEB:
                val, cnt = read_sleb128(raw[cur:])
                r.addend = val
                cur += cnt
            elif op == BIND_OPCODE_SET_DYLIB_SPECIAL_IMM:
                r.lib_ordinal = (0, -1, -2)[im]
            elif op == BIND_OPCODE_SET_SYMBOL_TRAILING_FLAGS_IMM:
                r.flags = im
                nulchar = raw.find(b"\0", cur)
                if nulchar > cur:
                    r.symbol = raw[cur:nulchar]
                cur = nulchar + 1
            elif op == BIND_OPCODE_SET_TYPE_IMM:
                r.type = im
            elif op == BIND_OPCODE_SET_SEGMENT_AND_OFFSET_ULEB:
                r.seg_index = im
                val, cnt = read_uleb128(raw[cur:])
                r.seg_offset = val
                cur += cnt
            elif op == BIND_OPCODE_DO_BIND:
                L.append(r.as_list())
                r.seg_offset += l
            elif op == BIND_OPCODE_ADD_ADDR_ULEB:
                val, cnt = read_uleb128(raw[cur:])
                r.seg_offset += val
                cur += cnt
            elif op == BIND_OPCODE_DO_BIND_ADD_ADDR_ULEB:
                L.append(r.as_list())
                val, cnt = read_uleb128(raw[cur:])
                r.seg_offset += l + val
                cur += cnt
            elif op == BIND_OPCODE_DO_BIND_ADD_ADDR_IMM_SCALED:
                L.append(r.as_list())
                r.seg_offset += im * l + l
                cur += cnt
            elif op == BIND_OPCODE_DO_BIND_ULEB_TIMES_SKIPPING_ULEB:
                count, cnt = read_uleb128(raw[cur:])
                skip, cnt2 = read_uleb128(raw[cur + cnt :])
                for i in range(count):
                    L.append(r.as_list())
                    r.seg_offset += skip + l
                cur += cnt + cnt2
            else:
                raise NotImplementedError
        return L

    def __read_dysymtab(self, cmd):
        t = type("container", (object,), {})
        # read table of contents:
        t.toc = self.__read_table(cmd.tocoff, struct_dylib_table_of_contents, cmd.ntoc)
        # read module table:
        if self.header.magic == MH_MAGIC_64:
            elt = struct_dylib_module_64
        elif self.header.magic == MH_MAGIC:
            elt = struct_dylib_module
        else:
            raise MachOError("module table error")
        t.modtab = self.__read_table(cmd.modtaboff, elt, cmd.nmodtab)
        t.extrefsym = self.__read_table(
            cmd.extrefsymoff, struct_dylib_reference, cmd.nextrefsyms
        )
        t.indirectsym = self.__read_table(
            cmd.indirectsymoff, struct_indirect_entry, cmd.nindirectsyms
        )
        t.extrel = self.__read_table(cmd.extreloff, struct_relocation_info, cmd.nextrel)
        t.locrel = self.__read_table(cmd.locreloff, struct_relocation_info, cmd.nlocrel)
        return t

    def __la_bindings(self):
        segs = [c for c in self.cmds if c.cmd in (LC_SEGMENT, LC_SEGMENT_64)]
        libs = [c for c in self.cmds if c.cmd == LC_LOAD_DYLIB]
        D = {}
        if hasattr(self, "dyld_info"):
            for b in self.dyld_info.lazy_bind:
                r = record(*b)
                addr = segs[r.seg_index].vmaddr + r.seg_offset + r.addend
                name = b"%s::%s" % (libs[r.lib_ordinal - 1].dylib.name, r.symbol)
                D[addr] = name
        return D

    def __nl_bindings(self):
        segs = [c for c in self.cmds if c.cmd in (LC_SEGMENT, LC_SEGMENT_64)]
        libs = [c for c in self.cmds if c.cmd == LC_LOAD_DYLIB]
        D = {}
        if hasattr(self, "dyld_info"):
            for b in self.dyld_info.bind:
                r = record(*b)
                addr = segs[r.seg_index].vmaddr + r.seg_offset + r.addend
                name = b"%s::%s" % (libs[r.lib_ordinal - 1].dylib.name, r.symbol)
                D[addr] = name
        return D

    @property
    def basemap(self):
        fbaseaddr = None
        for c in self.cmds:
            if c.cmd in (LC_SEGMENT, LC_SEGMENT_64):
                if c.fileoffset == 0 and c.filesize > 0:
                    fbaseaddr = c.vmaddr
        return fbaseaddr

    # source: https://opensource.apple.com/source/ld64/ld64-127.2/src/other/dyldinfo.cpp
    def __read_funcstarts(self, fs):
        fbaseaddr = self.basemap
        addr = fbaseaddr
        F = []
        if fs is not None:
            self.__file.seek(fs.dataoff)
            data = self.__file.read(fs.datasize)
            p = 0
            while p < len(data):
                delta, shift = 0, 0
                more = True
                while more:
                    b = data[p]
                    p += 1
                    delta |= (b & 0x7F) << shift
                    shift += 7
                    if b < 0x80:
                        addr += delta
                        F.append(addr)
                        more = False
        return F

    def __str__(self):
        S = []
        line = "\n" + ("-" * 80)
        S.append(str(self.header) + line)
        for c in self.cmds:
            S.append(str(c) + line)
        return "\n".join(S)



# ------------------------------------------------------------------------------

[docs]@StructDefine(
    """
I  :> magic
I  :> nfat_arch
"""
)
class struct_fat_header(StructFormatter):
    alt = "mh"

    def __init__(self, data=None):
        self.name_formatter("magic")
        if data:
            self.unpack(data)



[docs]@StructDefine(
    """
I  :> cputype
I  :> cpusubtype
I  :> offset
I  :> size
I  :> align
"""
)
class struct_fat_arch(StructFormatter):
    alt = "mh"

    def __init__(self, data=None, offset=0):
        self.name_formatter("cputype")
        self.func_formatter(cpusubtype=self.subtype_fmt)
        if data:
            self.unpack(data, offset)

    def subtype_fmt(self, k, v, cls):
        alt2 = Consts.All["mh.cputype"].get(self.cputype & 0xFF, "")
        cls2 = "%s.%s" % (self.alt, alt2)
        return token_name_fmt(k, v & 0xFF, cls2)



[docs]@StructDefine(
    """
I  : magic
i  : cputype
i  : cpusubtype
I  : filetype
I  : ncmds
I  : sizeofcmds
I  : flags
"""
)
class struct_mach_header(StructFormatter):
    alt = "mh"

    def __init__(self, data=None):
        self.name_formatter("magic")
        self.name_formatter("cputype", "filetype")
        self.func_formatter(cpusubtype=self.subtype_fmt)
        self.flag_formatter("flags")
        if data:
            self.unpack(data)

    def subtype_fmt(self, k, v, cls):
        alt2 = Consts.All["mh.cputype"].get(self.cputype & 0xFF, "")
        cls2 = "%s.%s" % (self.alt, alt2)
        return token_name_fmt(k, v & 0xFF, cls2)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I  : magic
I  : cputype
I  : cpusubtype
I  : filetype
I  : ncmds
I  : sizeofcmds
I  : flags
I  : reserved
"""
)
class struct_mach_header_64(StructFormatter):
    alt = "mh"

    def __init__(self, data=None):
        self.name_formatter("magic")
        self.name_formatter("cputype", "filetype")
        self.func_formatter(cpusubtype=self.subtype_fmt)
        self.flag_formatter("flags")
        if data:
            self.unpack(data)

    def subtype_fmt(self, k, v, cls):
        alt2 = Consts.All["mh.cputype"].get(self.cputype & 0xFF, "")
        cls2 = "%s.%s" % (self.alt, alt2)
        return token_name_fmt(k, v & 0xFF, cls2)



with Consts("mh.magic"):
    MH_MAGIC = 0xFEEDFACE
    MH_CIGAM = 0xCEFAEDFE
    MH_MAGIC_64 = 0xFEEDFACF
    MH_CIGAM_64 = 0xCFFAEDFE
    FAT_MAGIC = 0xCAFEBABE
    FAT_CIGAM = 0xBEBAFECA
    FAT_MAGIC_64 = 0xCAFEBABF
    FAT_CIGAM_64 = 0xBFBAFECA

with Consts("mh.cputype"):
    ANY = -1
    VAX = 1
    MC680x0 = 6
    X86 = 7
    X86_64 = 16777223
    MC98000 = 10
    HPPA = 11
    ARM = 12
    MC88000 = 13
    SPARC = 14
    I860 = 15
    POWERPC = 18
    POWERPC64 = 16777234

with Consts("mh.X86.cpusubtype"):
    CPU_SUBTYPE_386 = 3
    CPU_SUBTYPE_486 = 4
    CPU_SUBTYPE_486SX = 0x84
    CPU_SUBTYPE_586 = 5
    CPU_SUBTYPE_X86_64_H = 8
    CPU_SUBTYPE_PENTPRO = 0x16
    CPU_SUBTYPE_PENTII_M3 = 0x36
    CPU_SUBTYPE_PENTII_M5 = 0x56
    CPU_SUBTYPE_CELERON = 0x67
    CPU_SUBTYPE_CELERON_MOBILE = 0x77
    CPU_SUBTYPE_PENTIUM_3 = 0x08
    CPU_SUBTYPE_PENTIUM_3_M = 0x18
    CPU_SUBTYPE_PENTIUM_3_XEON = 0x28
    CPU_SUBTYPE_PENTIUM_M = 0x09
    CPU_SUBTYPE_PENTIUM_4 = 0x0A
    CPU_SUBTYPE_PENTIUM_4_M = 0x1A
    CPU_SUBTYPE_ITANIUM = 0x0B
    CPU_SUBTYPE_ITANIUM_2 = 0x1B
    CPU_SUBTYPE_XEON = 0x0C
    CPU_SUBTYPE_XEON_MP = 0x1C

with Consts("mh.ARM.cpusubtype"):
    CPU_SUBTYPE_ARM_ALL = 0
    CPU_SUBTYPE_ARM_V4T = 5
    CPU_SUBTYPE_ARM_V6 = 6
    CPU_SUBTYPE_ARM_V5 = 7
    CPU_SUBTYPE_ARM_XSCALE = 8
    CPU_SUBTYPE_ARM_V7 = 9
    CPU_SUBTYPE_ARM_V7S = 11
    CPU_SUBTYPE_ARM_V7K = 12
    CPU_SUBTYPE_ARM_V6M = 14
    CPU_SUBTYPE_ARM_V7M = 15
    CPU_SUBTYPE_ARM_V7EM = 16

with Consts("mh.POWERPC.cpusubtype"):
    CPU_SUBTYPE_POWERPC_ALL = 0
    CPU_SUBTYPE_POWERPC_601 = 1
    CPU_SUBTYPE_POWERPC_602 = 2
    CPU_SUBTYPE_POWERPC_603 = 3
    CPU_SUBTYPE_POWERPC_603e = 4
    CPU_SUBTYPE_POWERPC_603ev = 5
    CPU_SUBTYPE_POWERPC_604 = 6
    CPU_SUBTYPE_POWERPC_604e = 7
    CPU_SUBTYPE_POWERPC_620 = 8
    CPU_SUBTYPE_POWERPC_750 = 9
    CPU_SUBTYPE_POWERPC_7400 = 10
    CPU_SUBTYPE_POWERPC_7450 = 11
    CPU_SUBTYPE_POWERPC_970 = 100

with Consts("mh.filetype"):
    MH_OBJECT = 0x1  # relocatable object file
    MH_EXECUTE = 0x2  # executable binary
    MH_FVMLIB = 0x3
    MH_CORE = 0x4  # core dump
    MH_PRELOAD = 0x5
    MH_DYLIB = 0x6  # dynamic library
    MH_DYLINKER = 0x7  # dynamic linker
    MH_BUNDLE = 0x8  # Plug-ins
    MH_DYLIB_STUB = 0x9
    MH_DSYM = 0xA  # symbol file & debug info
    MH_KEXT_BUNDLE = 0xB  # kernel extension

with Consts("mh.flags"):
    MH_NOUNDEFS = 0x1
    MH_INCRLINK = 0x2
    MH_DYLDLINK = 0x4
    MH_BINDATLOAD = 0x8
    MH_PREBOUND = 0x10
    MH_SPLIT_SEGS = 0x20
    MH_LAZY_INIT = 0x40
    MH_TWOLEVEL = 0x80
    MH_FORCE_FLAT = 0x100
    MH_NOMULTIDEFS = 0x200
    MH_NOFIXPREBINDING = 0x400
    MH_PREBINDABLE = 0x800
    MH_ALLMODSBOUND = 0x1000
    MH_SUBSECTIONS_VIA_SYMBOLS = 0x2000
    MH_CANONICAL = 0x4000
    MH_WEAK_DEFINES = 0x8000
    MH_BINDS_TO_WEAK = 0x10000
    MH_ALLOW_STACK_EXECUTION = 0x20000
    MH_ROOT_SAFE = 0x40000
    MH_SETUID_SAFE = 0x80000
    MH_NO_REEXPORTED_DYLIBS = 0x100000
    MH_PIE = 0x200000
    MH_DEAD_STRIPPABLE_DYLIB = 0x400000
    MH_HAS_TLV_DESCRIPTORS = 0x800000
    MH_NO_HEAP_EXECUTION = 0x1000000

# ------------------------------------------------------------------------------
def token_cmd_fmt(k, val, cls=None):
    s = []
    if val & LC_REQ_DYLD:
        s.append(highlight([(Token.Name, "LC_REQ_DYLD")]))
    s.append(token_name_fmt(k, val, "lc"))
    return "+".join(s)


[docs]@StructDefine(
    """
I  : cmd
I  : cmdsize
"""
)
class struct_load_command(StructFormatter):
    alt = "lc"

    def __init__(self, data=None, offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)



with Consts("lc.cmd"):
    LC_REQ_DYLD = 0x80000000
    LC_SEGMENT = 0x1
    LC_SYMTAB = 0x2
    LC_SYMSEG = 0x3
    LC_THREAD = 0x4
    LC_UNIXTHREAD = 0x5
    LC_LOADFVMLIB = 0x6
    LC_IDFVMLIB = 0x7
    LC_IDENT = 0x8
    LC_FVMFILE = 0x9
    LC_PREPAGE = 0xA
    LC_DYSYMTAB = 0xB
    LC_LOAD_DYLIB = 0xC  # load dynamic lib
    LC_ID_DYLIB = 0xD  # id of a dynamic lib
    LC_LOAD_DYLINKER = 0xE
    LC_ID_DYLINKER = 0xF
    LC_PREBOUND_DYLIB = 0x10
    LC_ROUTINES = 0x11
    LC_SUB_FRAMEWORK = 0x12
    LC_SUB_UMBRELLA = 0x13
    LC_SUB_CLIENT = 0x14
    LC_SUB_LIBRARY = 0x15
    LC_TWOLEVEL_HINTS = 0x16
    LC_PREBIND_CKSUM = 0x17
    LC_LOAD_WEAK_DYLIB = 0x18 | LC_REQ_DYLD
    LC_SEGMENT_64 = 0x19
    LC_ROUTINES_64 = 0x1A
    LC_UUID = 0x1B
    LC_RPATH = 0x1C | LC_REQ_DYLD
    LC_CODE_SIGNATURE = 0x1D
    LC_SEGMENT_SPLIT_INFO = 0x1E
    LC_REEXPORT_DYLIB = 0x1F | LC_REQ_DYLD
    LC_LAZY_LOAD_DYLIB = 0x20  # defered load dynamic lib
    LC_ENCRYPTION_INFO = 0x21
    LC_DYLD_INFO = 0x22
    LC_DYLD_INFO_ONLY = 0x22 | LC_REQ_DYLD
    LC_LOAD_UPWARD_DYLIB = 0x23 | LC_REQ_DYLD
    LC_VERSION_MIN_MACOSX = 0x24
    LC_VERSION_MIN_IPHONEOS = 0x25
    LC_FUNCTION_STARTS = 0x26  # compressed table of funcs addr
    LC_DYLD_ENVIRONMENT = 0x27
    LC_MAIN = 0x28 | LC_REQ_DYLD
    LC_DATA_IN_CODE = 0x29
    LC_SOURCE_VERSION = 0x2A
    LC_DYLIB_CODE_SIGN_DRS = 0x2B
    LC_ENCRYPTION_INFO_64 = 0x2C
    LC_LINKER_OPTION = 0x2D
    LC_LINKER_OPTIMIZATION_HINT = 0x2E
    LC_VERSION_MIN_TVOS = 0x2F
    LC_VERSION_MIN_WATCHOS = 0x30
    LC_NOTE = 0x31
    LC_BUILD_VERSION = 0x32

# ------------------------------------------------------------------------------


[docs]class MachoFormatter(StructFormatter):
    fkeys = defaultdict(default_formatter)

    def pack(self, data=None):
        res = StructFormatter.pack(self, data)
        return res.ljust(self.cmdsize, b"\0")



[docs]@StructDefine(
    """
I    : cmd
I    : cmdsize
s*16 : segname
I    : vmaddr
I    : vmsize
I    : fileoffset
I    : filesize
i    : maxprot
i    : initprot
I    : nsects
I    : flags
"""
)
class struct_segment_command(MachoFormatter):
    alt = "sg"

    def __init__(self, data=None, offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.func_formatter(segname=self.segname_fmt)
        self.flag_formatter("flags")
        self.address_formatter("vmaddr", "vmsize")
        self.address_formatter("fileoffset", "filesize")
        if data:
            self.unpack(data, offset)
            offset += len(self)
            self.sections = []
            for i in range(self.nsects):
                s = struct_section(data, offset)
                offset += len(s)
                self.sections.append(s)

    def segname_fmt(self, k, x, cls=None):
        return highlight([(Token.String, str(x.strip(b"\0")))])



# ------------------------------------------------------------------------------


[docs]@StructDefine(
    """
I    : cmd
I    : cmdsize
s*16 : segname
Q    : vmaddr
Q    : vmsize
Q    : fileoffset
Q    : filesize
i    : maxprot
i    : initprot
I    : nsects
I    : flags
"""
)
class struct_segment_command_64(MachoFormatter):
    alt = "sg"

    def __init__(self, data=None, offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.func_formatter(segname=self.segname_fmt)
        self.flag_formatter("flags")
        self.address_formatter("vmaddr", "vmsize")
        self.address_formatter("fileoffset", "filesize")
        if data:
            self.unpack(data, offset)
            offset += len(self)
            self.sections = []
            for i in range(self.nsects):
                s = struct_section_64(data, offset)
                offset += len(s)
                self.sections.append(s)

    def segname_fmt(self, k, x, cls=None):
        return highlight([(Token.String, str(x.strip(b"\0")))])



# ------------------------------------------------------------------------------
with Consts("sg.flags"):
    SG_HIGHVM = 0x1
    SG_FVMLIB = 0x2
    SG_NORELOC = 0x4
    SG_PROTECTED_VERSION_1 = 0x8


[docs]@StructDefine(
    """
B   : type
B*3 : attr
"""
)
class SFLG(MachoFormatter):
    alt = "sflg"

    def __init__(self, data=None, offset=0):
        self.name_formatter("type")
        self.func_formatter(attr=self.attr_fmt)
        if data:
            self.unpack(data, offset)

    @staticmethod
    def attr_fmt(k, val, cls=None):
        v = val[0] | (val[1] << 8) | (val[2] << 16)
        return token_flag_fmt(k, v, cls)



with Consts("sflg.type"):
    S_REGULAR = 0x0
    S_ZEROFILL = 0x1
    S_CSTRING_LITERALS = 0x2
    S_4BYTE_LITERALS = 0x3
    S_8BYTE_LITERALS = 0x4
    S_LITERAL_POINTERS = 0x5
    S_NON_LAZY_SYMBOL_POINTERS = 0x6
    S_LAZY_SYMBOL_POINTERS = 0x7
    S_SYMBOL_STUBS = 0x8
    S_MOD_INIT_FUNC_POINTERS = 0x9
    S_MOD_TERM_FUNC_POINTERS = 0xA
    S_COALESCED = 0xB
    S_GB_ZEROFILL = 0xC
    S_INTERPOSING = 0xD
    S_16BYTE_LITERALS = 0xE
    S_DTRACE_DOF = 0xF
    S_LAZY_DYLIB_SYMBOL_POINTERS = 0x10
    S_THREAD_LOCAL_REGULAR = 0x11
    S_THREAD_LOCAL_ZEROFILL = 0x12
    S_THREAD_LOCAL_VARIABLES = 0x13
    S_THREAD_LOCAL_VARIABLE_POINTERS = 0x14
    S_THREAD_LOCAL_INIT_FUNCTION_POINTERS = 0x15

with Consts("sflg.attr"):
    SECTION_ATTRIBUTES_USR = 0xFF000000
    S_ATTR_PURE_INSTRUCTIONS = 0x80000000
    S_ATTR_NO_TOC = 0x40000000
    S_ATTR_STRIP_STATIC_SYMS = 0x20000000
    S_ATTR_NO_DEAD_STRIP = 0x10000000
    S_ATTR_LIVE_SUPPORT = 0x08000000
    S_ATTR_SELF_MODIFYING_CODE = 0x04000000
    S_ATTR_DEBUG = 0x02000000
    SECTION_ATTRIBUTES_SYS = 0x00FFFF00
    S_ATTR_SOME_INSTRUCTIONS = 0x00000400
    S_ATTR_EXT_RELOC = 0x00000200
    S_ATTR_LOC_RELOC = 0x00000100


[docs]@StructDefine(
    """
s*16 : sectname
s*16 : segname
I    : addr
I    : size_
I    : offset
I    : align
I    : reloff
I    : nreloc
SFLG : flags
I    : reserved1
I    : reserved2
"""
)
class struct_section(MachoFormatter):
    alt = "s"

    def __init__(self, data=None, offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.address_formatter("addr")
        self.address_formatter("offset")
        self.address_formatter("reloff")
        if data:
            self.unpack(data, offset)
            self.name = self.segname.decode().strip('\0')



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
s*16 : sectname
s*16 : segname
Q    : addr
Q    : size_
I    : offset
I    : align
I    : reloff
I    : nreloc
SFLG : flags
I    : reserved1
I    : reserved2
I    : reserved3
"""
)
class struct_section_64(MachoFormatter):
    alt = "s"

    def __init__(self, data=None, offset=0):
        self.func_formatter(cmd=token_cmd_fmt, offset=0)
        self.address_formatter("addr")
        self.address_formatter("offset")
        self.address_formatter("reloff")
        if data:
            self.unpack(data, offset)
            self.name = self.segname.decode().strip('\0')



# ------------------------------------------------------------------------------
[docs]@UnionDefine(
    """
I     : offset
P     : header_addr
"""
)
class lc_str(MachoFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I     : offset
I     : minor_version
I     : header_addr
"""
)
class struct_fvmlib(MachoFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
struct_fvmlib : fvmlib
"""
)
class struct_fvmlib_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self.fvmlib.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.fvmlib.name = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : offset
I : timestamp
I : current_version
I : compatibility_version
"""
)
class struct_dylib(MachoFormatter):
    def __init__(self, data="", offset=0):
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
struct_dylib : dylib
"""
)
class struct_dylib_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self.dylib.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.dylib.name = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
"""
)
class struct_sub_framework_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self._v.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.umbrella = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
"""
)
class struct_sub_client_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self._v.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.client = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
"""
)
class struct_sub_umbrella_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self._v.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.sub_umbrella = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
"""
)
class struct_sub_library_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self._v.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.sub_library = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
I : nmodules
I : linked_modules
"""
)
class struct_prebound_dylib_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self._v.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.name = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
"""
)
class struct_dylinker_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self._v.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.name = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : flavor
I : count
"""
)
class struct_thread_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.name_formatter("flavor")
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            offset += 16
            self.data = data[offset : offset + self.cmdsize - 16]

    def getstate(self, cputype):
        if cputype in (X86, X86_64):
            self.alt = "lc.x86"
            if self.flavor == x86_THREAD_STATE32:
                self.state = struct_x86_thread_state32(self.data)
                self.entrypoint = self.state["eip"]
            elif self.flavor == x86_THREAD_STATE64:
                self.state = struct_x86_thread_state64(self.data)
                self.entrypoint = self.state["rip"]
        elif cputype in (ARM,):
            self.alt = "lc.arm"
            if self.flavor == ARM_THREAD_STATE32:
                self.state = struct_x86_thread_state32(self.data)
            elif self.flavor == ARM_THREAD_STATE64:
                self.state = struct_x86_thread_state64(self.data)
            self.entrypoint = self.state["pc"]
        return self.state



with Consts("lc.x86.flavor"):
    x86_THREAD_STATE32 = 1
    x86_FLOAT_STATE32 = 2
    x86_EXCEPTION_STATE32 = 3
    x86_THREAD_STATE64 = 4
    x86_FLOAT_STATE64 = 5
    x86_EXCEPTION_STATE64 = 6
    x86_THREAD_STATE = 7
    x86_FLOAT_STATE = 8
    x86_EXCEPTION_STATE = 9
    x86_DEBUG_STATE32 = 10
    x86_DEBUG_STATE64 = 11
    x86_DEBUG_STATE = 12
    x86_THREAD_STATE_NONE = 13
    x86_AVX_STATE32 = 16
    x86_AVX_STATE64 = x86_AVX_STATE32 + 1
    x86_AVX_STATE = x86_AVX_STATE32 + 2
    x86_AVX512_STATE32 = 19
    x86_AVX512_STATE64 = x86_AVX512_STATE32 + 1
    x86_AVX512_STATE = x86_AVX512_STATE32 + 2

with Consts("lc.arm.flavor"):
    ARM_THREAD_STATE = 1
    ARM_VFP_STATE = 2
    ARM_EXCEPTION_STATE = 3
    ARM_DEBUG_STATE = 4
    ARM_THREAD_STATE_NONE = 5
    ARM_THREAD_STATE64 = 6
    ARM_EXCEPTION_STATE64 = 7
    ARM_THREAD_STATE32 = 9
    ARM_DEBUG_STATE32 = 14
    ARM_DEBUG_STATE64 = 15
    ARM_NEON_STATE = 16
    ARM_NEON_STATE64 = 17
    ARM_CPMU_STATE64 = 18
    ARM_SAVED_STATE32 = 20
    ARM_SAVED_STATE64 = 21
    ARM_NEON_SAVED_STATE32 = 20
    ARM_NEON_SAVED_STATE64 = 21


[docs]@StructDefine(
    """
I: eax;
I: ebx;
I: ecx;
I: edx;
I: edi;
I: esi;
I: ebp;
I: esp;
I: e8;
I: e9;
I: e10;
I: e11;
I: e12;
I: e13;
I: e14;
I: e15;
I: eip;
I: eflags;
I: cs;
I: fs;
I: gs;
"""
)
class struct_x86_thread_state32(MachoFormatter):
    def __init__(self, data="", offset=0):
        for f in self.fields:
            self.address_formatter(f.name)
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
Q: rax;
Q: rbx;
Q: rcx;
Q: rdx;
Q: rdi;
Q: rsi;
Q: rbp;
Q: rsp;
Q: r8;
Q: r9;
Q: r10;
Q: r11;
Q: r12;
Q: r13;
Q: r14;
Q: r15;
Q: rip;
Q: rflags;
Q: cs;
Q: fs;
Q: gs;
"""
)
class struct_x86_thread_state64(MachoFormatter):
    def __init__(self, data="", offset=0):
        for f in self.fields:
            self.address_formatter(f.name)
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
I*13: r
I   : sp
I   : lr
I   : pc
I   : cpsr
"""
)
class struct_arm_thread_state32(MachoFormatter):
    def __init__(self, data="", offset=0):
        for f in self.fields:
            self.address_formatter(f.name)
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
Q*29: x
Q   : fp
Q   : lr
Q   : sp
Q   : pc
I   : cpsr
I   : pad
"""
)
class struct_arm_thread_state64(MachoFormatter):
    def __init__(self, data="", offset=0):
        for f in self.fields:
            self.address_formatter(f.name)
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : init_address
I : init_module
I : reserved1
I : reserved2
I : reserved3
I : reserved4
I : reserved5
I : reserved6
"""
)
class struct_routines_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
Q : init_address
Q : init_module
Q : reserved1
Q : reserved2
Q : reserved3
Q : reserved4
Q : reserved5
Q : reserved6
"""
)
class struct_routines_command_64(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : symoff
I : nsyms
I : stroff
I : strsize
"""
)
class struct_symtab_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.address_formatter("symoff")
        self.address_formatter("stroff")
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
I : n_strx
B : n_type
B : n_sect
H : n_desc
I : n_value
"""
)
class struct_nlist(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.address_formatter("n_value")
        self.func_formatter(n_type=self.ntype_fmt)
        self.func_formatter(n_desc=self.ndesc_fmt)
        if data:
            self.unpack(data, offset)

    def ntype_fmt(self, k, x, cls=None):
        if x & N_STAB:
            return token_name_fmt(k, x, "lc.stab")
        else:
            l = []
            if x & N_TYPE == 0x0:
                l.append("N_UNDF")
            elif x & N_TYPE == 0x2:
                l.append("N_ABS")
            elif x & N_TYPE == 0xE:
                l.append("N_SECT")
            elif x & N_TYPE == 0xC:
                l.append("N_PBUD")
            elif x & N_TYPE == 0xA:
                l.append("N_INDR")
            if x & N_EXT:
                l.append("N_PEXT")
            s = "+".join(l)
            return highlight([(Token.Name, s)])

    def ndesc_fmt(self, k, x, cls=None):
        s = token_name_fmt(k, x & 0xF, cls)
        if x & 0xF0:
            s += "+" + token_flag_fmt(k, x & 0xF0, "lc.flag")
        return s



[docs]@StructDefine(
    """
I : n_strx
B : n_type
B : n_sect
H : n_desc
Q : n_value
"""
)
class struct_nlist64(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.address_formatter("n_value")
        self.func_formatter(n_type=self.ntype_fmt)
        self.func_formatter(n_desc=self.ndesc_fmt)
        if data:
            self.unpack(data, offset)

    def ntype_fmt(self, k, x, cls=None):
        if x & N_STAB:
            return token_name_fmt(k, x, "lc.stab")
        else:
            l = []
            if x & N_PEXT:
                l.append("N_PEXT")
            if x & N_TYPE == 0x0:
                l.append("N_UNDF")
            elif x & N_TYPE == 0x2:
                l.append("N_ABS")
            elif x & N_TYPE == 0xE:
                l.append("N_SECT")
            elif x & N_TYPE == 0xC:
                l.append("N_PBUD")
            elif x & N_TYPE == 0xA:
                l.append("N_INDR")
            if x & N_EXT:
                l.append("N_PEXT")
            s = "+".join(l)
            return highlight([(Token.Name, s)])

    def ndesc_fmt(self, k, x, cls=None):
        s = token_name_fmt(k, x & 0xF, cls)
        if x & 0xF0:
            s += "+" + token_flag_fmt(k, x & 0xF0, "lc.flag")
        return s



with Consts("lc.n_type"):
    N_STAB = 0xE0
    N_PEXT = 0x10
    N_TYPE = 0x0E
    N_EXT = 0x01
    N_UNDF = 0x0
    N_ABS = 0x2
    N_SECT = 0xE
    N_PBUD = 0xC
    N_INDR = 0xA

with Consts("lc.stab.n_type"):
    N_GSYM = 0x20  # global symbol: name,,NO_SECT,type,0
    N_FNAME = 0x22  # procedure name (f77 kludge): name,,NO_SECT,0,0
    N_FUN = 0x24  # procedure: name,,n_sect,linenumber,address
    N_STSYM = 0x26  # static symbol: name,,n_sect,type,address
    N_LCSYM = 0x28  # .lcomm symbol: name,,n_sect,type,address
    N_BNSYM = 0x2E  # begin nsect sym: 0,,n_sect,0,address
    N_AST = 0x32  # AST file path: name,,NO_SECT,0,0
    N_OPT = 0x3C  # emitted with gcc2_compiled and in gcc source
    N_RSYM = 0x40  # register sym: name,,NO_SECT,type,register
    N_SLINE = 0x44  # src line: 0,,n_sect,linenumber,address
    N_ENSYM = 0x4E  # end nsect sym: 0,,n_sect,0,address
    N_SSYM = 0x60  # structure elt: name,,NO_SECT,type,struct_offset
    N_SO = 0x64  # source file name: name,,n_sect,0,address
    N_OSO = 0x66  # object file name: name,,0,0,st_mtime
    N_LSYM = 0x80  # local sym: name,,NO_SECT,type,offset
    N_BINCL = 0x82  # include file beginning: name,,NO_SECT,0,sum
    N_SOL = 0x84  # #included file name: name,,n_sect,0,address
    N_PARAMS = 0x86  # compiler parameters: name,,NO_SECT,0,0
    N_VERSION = 0x88  # compiler version: name,,NO_SECT,0,0
    N_OLEVEL = 0x8A  # compiler -O level: name,,NO_SECT,0,0
    N_PSYM = 0xA0  # parameter: name,,NO_SECT,type,offset
    N_EINCL = 0xA2  # include file end: name,,NO_SECT,0,0
    N_ENTRY = 0xA4  # alternate entry: name,,n_sect,linenumber,address
    N_LBRAC = 0xC0  # left bracket: 0,,NO_SECT,nesting level,address
    N_EXCL = 0xC2  # deleted include file: name,,NO_SECT,0,sum
    N_RBRAC = 0xE0  # right bracket: 0,,NO_SECT,nesting level,address
    N_BCOMM = 0xE2  # begin common: name,,NO_SECT,0,0
    N_ECOMM = 0xE4  # end common: name,,n_sect,0,0
    N_ECOML = 0xE8  # end common (local name): 0,,n_sect,0,address
    N_LENG = 0xFE  # second stab entry with length information
    N_PC = 0x30  # global pascal symbol: name,,NO_SECT,subtype,line

with Consts("lc.n_desc"):
    REFERENCE_FLAG_UNDEFINED_NON_LAZY = 0x0
    REFERENCE_FLAG_UNDEFINED_LAZY = 0x1
    REFERENCE_FLAG_UNDEFINED = 0x2
    REFERENCE_FLAG_PRIVATE_DEFINED = 0x3
    REFERENCE_FLAG_PRIVATE_UNDEFINED_NON_LAZY = 0x4
    REFERENCE_FLAG_PRIVATE_UNDEFINED_LAZY = 0x5
with Consts("lc.flag.n_desc"):
    REFERENCED_DYNAMICALLY = 0x10
    N_DESC_DISCARDED = 0x20
    N_NO_DEAD_STRIP = 0x20
    N_WEAK_REF = 0x40
    N_WEAK_DEF = 0x80

# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : ilocalsym
I : nlocalsym
I : iextdefsym
I : nextdefsym
I : iundefsym
I : nundefsym
I : tocoff
I : ntoc
I : modtaboff
I : nmodtab
I : extrefsymoff
I : nextrefsyms
I : indirectsymoff
I : nindirectsyms
I : extreloff
I : nextrel
I : locreloff
I : nlocrel
"""
)
class struct_dysymtab_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.address_formatter(
            "tocoff",
            "modtaboff",
            "extrefsymoff",
            "indirectsymoff",
            "extreloff",
            "locreloff",
        )
        if data:
            self.unpack(data, offset)



INDIRECT_SYMBOL_LOCAL = 0x80000000
INDIRECT_SYMBOL_ABS = 0x40000000

# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : symbol_index
I : module_index
"""
)
class struct_dylib_table_of_contents(MachoFormatter):
    def __init__(self, data="", offset=0):
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : module_name
I : iextdefsym
I : nextdefsym
I : irefsym
I : nrefsym
I : ilocalsym
I : nlocalsym
I : iextrel
I : nextrel
I : iinit_iterm
I : ninit_nterm
I : objc_module_info_addr
I : objc_module_info_size
"""
)
class struct_dylib_module(MachoFormatter):
    def __init__(self, data="", offset=0):
        self.address_formatter("objc_module_info_addr")
        self.address_formatter("objc_module_info_size")
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : module_name
I : iextdefsym
I : nextdefsym
I : irefsym
I : nrefsym
I : ilocalsym
I : nlocalsym
I : iextrel
I : nextrel
I : iinit_iterm
I : ninit_nterm
I : objc_module_info_size
Q : objc_module_info_addr
"""
)
class struct_dylib_module_64(MachoFormatter):
    def __init__(self, data="", offset=0):
        self.address_formatter("objc_module_info_addr")
        self.address_formatter("objc_module_info_size")
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
B*3 : isym
B   : flags
"""
)
class struct_dylib_reference(MachoFormatter):
    def __init__(self, data="", offset=0):
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
I : nhints
"""
)
class struct_twolevel_hints_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.address_formatter("offset")
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
B   : isub_image
B*3 : itoc
"""
)
class twolevel_hint(MachoFormatter):
    def __init__(self, data="", offset=0):
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : cksum
"""
)
class struct_prebind_cksum_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I    : cmd
I    : cmdsize
B*16 : uuid
"""
)
class struct_uuid_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.func_formatter(uuid=self.uuid_fmt)
        if data:
            self.unpack(data, offset)

    def uuid_fmt(self, k, x, cls=None):
        return highlight([(Token.String, ".".join(("%02d" % v for v in x)))])



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
"""
)
class struct_rpath_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self._v.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.path = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : dataoff
I : datasize
"""
)
class struct_linkedit_data_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.address_formatter("dataoff", "datasize")
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : cryptoff
I : cryptsize
I : cryptid
"""
)
class struct_encryption_info_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.address_formatter("cryptoff", "cryptsize")
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : rebase_off
I : rebase_size
I : bind_off
I : bind_size
I : weak_bind_off
I : weak_bind_size
I : lazy_bind_off
I : lazy_bind_size
I : export_off
I : export_size
"""
)
class struct_dyld_info_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.address_formatter("rebase_off", "rebase_size")
        self.address_formatter("bind_off", "bind_size")
        self.address_formatter("weak_bind_off", "weak_bind_size")
        self.address_formatter("lazy_bind_off", "lazy_bind_size")
        self.address_formatter("export_off", "export_size")
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)



class record(object):
    def __init__(self, indx, off, ordinal, typ, flags, addend, s=None):
        self.seg_index = indx
        self.seg_offset = off
        self.lib_ordinal = ordinal
        self.type = typ
        self.flags = flags
        self.addend = addend
        self.symbol = s

    def as_list(self):
        s = (
            self.seg_index,
            self.seg_offset,
            self.lib_ordinal,
            self.type,
            self.flags,
            self.addend,
            self.symbol,
        )
        return s


with Consts("dyld.rebase"):
    REBASE_TYPE_POINTER = 1
    REBASE_TYPE_TEXT_ABSOLUTE32 = 2
    REBASE_TYPE_TEXT_PCREL32 = 3
    REBASE_OPCODE_MASK = 0xF0
    REBASE_IMMEDIATE_MASK = 0x0F
    REBASE_OPCODE_DONE = 0x00
    REBASE_OPCODE_SET_TYPE_IMM = 0x10
    REBASE_OPCODE_SET_SEGMENT_AND_OFFSET_ULEB = 0x20
    REBASE_OPCODE_ADD_ADDR_ULEB = 0x30
    REBASE_OPCODE_ADD_ADDR_IMM_SCALED = 0x40
    REBASE_OPCODE_DO_REBASE_IMM_TIMES = 0x50
    REBASE_OPCODE_DO_REBASE_ULEB_TIMES = 0x60
    REBASE_OPCODE_DO_REBASE_ADD_ADDR_ULEB = 0x70
    REBASE_OPCODE_DO_REBASE_ULEB_TIMES_SKIPPING_ULEB = 0x80

with Consts("dyld.bind"):
    BIND_TYPE_POINTER = 1
    BIND_TYPE_TEXT_ABSOLUTE32 = 2
    BIND_TYPE_TEXT_PCREL32 = 3
    BIND_SPECIAL_DYLIB_SELF = 0
    BIND_SPECIAL_DYLIB_MAIN_EXECUTABLE = -1
    BIND_SPECIAL_DYLIB_FLAT_LOOKUP = -2
    BIND_SYMBOL_FLAGS_WEAK_IMPORT = 0x1
    BIND_SYMBOL_FLAGS_NON_WEAK_DEFINITION = 0x8
    BIND_OPCODE_MASK = 0xF0
    BIND_IMMEDIATE_MASK = 0x0F
    BIND_OPCODE_DONE = 0x00
    BIND_OPCODE_SET_DYLIB_ORDINAL_IMM = 0x10
    BIND_OPCODE_SET_DYLIB_ORDINAL_ULEB = 0x20
    BIND_OPCODE_SET_DYLIB_SPECIAL_IMM = 0x30
    BIND_OPCODE_SET_SYMBOL_TRAILING_FLAGS_IMM = 0x40
    BIND_OPCODE_SET_TYPE_IMM = 0x50
    BIND_OPCODE_SET_ADDEND_SLEB = 0x60
    BIND_OPCODE_SET_SEGMENT_AND_OFFSET_ULEB = 0x70
    BIND_OPCODE_ADD_ADDR_ULEB = 0x80
    BIND_OPCODE_DO_BIND = 0x90
    BIND_OPCODE_DO_BIND_ADD_ADDR_ULEB = 0xA0
    BIND_OPCODE_DO_BIND_ADD_ADDR_IMM_SCALED = 0xB0
    BIND_OPCODE_DO_BIND_ULEB_TIMES_SKIPPING_ULEB = 0xC0

with Consts("dyld.export"):
    EXPORT_SYMBOL_FLAGS_KIND_MASK = 0x03
    EXPORT_SYMBOL_FLAGS_KIND_REGULAR = 0x00
    EXPORT_SYMBOL_FLAGS_KIND_THREAD_LOCAL = 0x01
    EXPORT_SYMBOL_FLAGS_WEAK_DEFINITION = 0x04
    EXPORT_SYMBOL_FLAGS_INDIRECT_DEFINITION = 0x08
    EXPORT_SYMBOL_FLAGS_HAS_SPECIALIZATIONS = 0x10

# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
I : size_
"""
)
class struct_symseg_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
"""
)
class struct_ident_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : offset
I : header_attr
"""
)
class struct_fvmfile_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        if data:
            self.unpack(data, offset)
            sta = offset + self._v.offset
            i = data.find(b"\0", sta)
            if i != -1:
                self.name = data[sta:i]



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
Q : entryoff
Q : stacksize
"""
)
class struct_entry_point_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.address_formatter("entryoff")
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : offset
H : length
H : kind
"""
)
class struct_data_in_code_entry(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.name_formatter("kind")
        if data:
            self.unpack(data, offset)



with Consts("lc.kind"):
    DICE_KIND_DATA = 0x0001
    DICE_KIND_JUMP_TABLE8 = 0x0002
    DICE_KIND_JUMP_TABLE16 = 0x0003
    DICE_KIND_JUMP_TABLE32 = 0x0004
    DICE_KIND_ABS_JUMP_TABLE32 = 0x0005

# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I    : cmd
I    : cmdsize
s*16 : data_owner
Q    : offset
Q    : size
"""
)
class struct_note_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.address_formatter("offset")
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
Q : version
"""
)
class struct_source_version_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.func_formatter(version=self.version_fmt)
        if data:
            self.unpack(data, offset)

    def version_fmt(self, k, v, cls=None):
        A = v >> 40
        B = (v >> 30) & 0x3FF
        C = (v >> 20) & 0x3FF
        D = (v >> 10) & 0x3FF
        E = v & 0x3FF
        return highlight([(Token.String, "%d.%d.%d.%d.%d" % (A, B, C, D, E))])



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : version
I : sdk
"""
)
class struct_version_min_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.func_formatter(version=self.version_fmt)
        self.func_formatter(sdk=self.version_fmt)
        if data:
            self.unpack(data, offset)

    def version_fmt(self, k, v, cls=None):
        x = (v & 0xFFFF0000) >> 16
        y = (v & 0x0000FF00) >> 8
        z = v & 0xFF
        return highlight([(Token.String, "%d.%d.%d" % (x, y, z))])



# ------------------------------------------------------------------------------
[docs]@StructDefine(
    """
I : cmd
I : cmdsize
I : platform
I : minos
I : sdk
I : ntools
"""
)
class struct_build_version_command(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(cmd=token_cmd_fmt)
        self.name_formatter("platform")
        if data:
            self.unpack(data, offset)
            offset += len(self)
            self.tools = []
            for _ in range(self.ntools):
                x = struct_build_tool_version(data, offset)
                self.tools.append(x)
                offset += len(x)



with Consts("lc.platform"):
    PLATFORM_MACOS = 1
    PLATFORM_IOS = 2
    PLATFORM_TVOS = 3
    PLATFORM_WATCHOS = 4


[docs]@StructDefine(
    """
I : tool
I : version
"""
)
class struct_build_tool_version(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        self.func_formatter(version=self.version_fmt)
        self.name_formatter("tool")
        if data:
            self.unpack(data, offset)

    def version_fmt(self, k, v, cls=None):
        x = (v & 0xFFFF0000) >> 16
        y = (v & 0x0000FF00) >> 8
        z = v & 0xFF
        return highlight([(Token.String, "%d.%d.%d" % (x, y, z))])



with Consts("lc.tool"):
    TOOL_CLANG = 1
    TOOL_SWIFT = 2
    TOOL_LD = 3

CMD_TABLE = {
    LC_SEGMENT: struct_segment_command,
    LC_SEGMENT_64: struct_segment_command_64,
    LC_SYMTAB: struct_symtab_command,
    LC_SYMSEG: struct_symseg_command,
    LC_THREAD: struct_thread_command,
    LC_UNIXTHREAD: struct_thread_command,
    LC_LOADFVMLIB: struct_fvmlib_command,
    LC_IDFVMLIB: struct_fvmlib_command,
    LC_IDENT: struct_ident_command,
    LC_FVMFILE: struct_fvmfile_command,
    LC_DYSYMTAB: struct_dysymtab_command,
    LC_LOAD_DYLIB: struct_dylib_command,
    LC_LOAD_WEAK_DYLIB: struct_dylib_command,
    LC_ID_DYLIB: struct_dylib_command,
    LC_REEXPORT_DYLIB: struct_dylib_command,
    LC_LOAD_DYLINKER: struct_dylinker_command,
    LC_ID_DYLINKER: struct_dylinker_command,
    LC_SUB_FRAMEWORK: struct_sub_framework_command,
    LC_SUB_CLIENT: struct_sub_client_command,
    LC_SUB_LIBRARY: struct_sub_library_command,
    LC_SUB_UMBRELLA: struct_sub_umbrella_command,
    LC_TWOLEVEL_HINTS: struct_twolevel_hints_command,
    LC_PREBOUND_DYLIB: struct_prebound_dylib_command,
    LC_PREBIND_CKSUM: struct_prebind_cksum_command,
    LC_UUID: struct_uuid_command,
    LC_RPATH: struct_rpath_command,
    LC_ROUTINES: struct_routines_command,
    LC_ROUTINES_64: struct_routines_command_64,
    LC_DYLD_INFO: struct_dyld_info_command,
    LC_DYLD_INFO_ONLY: struct_dyld_info_command,
    LC_ENCRYPTION_INFO: struct_encryption_info_command,
    LC_CODE_SIGNATURE: struct_linkedit_data_command,
    LC_SEGMENT_SPLIT_INFO: struct_linkedit_data_command,
    LC_FUNCTION_STARTS: struct_linkedit_data_command,
    LC_DATA_IN_CODE: struct_linkedit_data_command,
    LC_DYLIB_CODE_SIGN_DRS: struct_linkedit_data_command,
    LC_VERSION_MIN_MACOSX: struct_version_min_command,
    LC_VERSION_MIN_IPHONEOS: struct_version_min_command,
    LC_SOURCE_VERSION: struct_source_version_command,
    LC_MAIN: struct_entry_point_command,
    LC_NOTE: struct_note_command,
    LC_BUILD_VERSION: struct_build_version_command,
}


[docs]@StructDefine(
    """
I : r_address
I : r_symbolnum
"""
)
class struct_relocation_info(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
I : index
"""
)
class struct_indirect_entry(MachoFormatter):
    alt = "lc"

    def __init__(self, data="", offset=0):
        if data:
            self.unpack(data, offset)





          

      

      

    

  

    
      
          
            
  Source code for system.memory

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2007-2019 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
system/memory.py
================

This module defines all Memory related classes.

The main class of amoco's Memory model is :class:`MemoryMap`.
It provides a way to represent both concrete and abstract symbolic values
located in the virtual memory space of a process.
In order to allow addresses to be symbolic as well, the MemoryMap is
organised as a collection of :class:`MemoryZone`.
A zone holds values located at addresses that are integer offsets
related to a symbolic expression. A default zone with related address set
to ``None`` holds values at concrete (virtual) addresses in every MemoryMap.
"""


from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from bisect import bisect_left
from amoco.cas.expressions import exp
from amoco.ui.views import mmapView

# ------------------------------------------------------------------------------
[docs]class MemoryMap(object):
    """Provides a way to represent concrete and abstract symbolic values
    located in the virtual memory space of a process.
    A MemoryMap is organised as a collection of :class:`MemoryZone`.

    Attributes:
        _zones : dictionary of zones, keys are the related address expressions.

    Methods:
        newzone(label): creates a new memory zone with the given label related
            expression.

        locate(address): returns the memory object that maps the provided
            address expression.

        reference(address): returns a couple (rel,offset) based on the given
            address, an integer, a string or an expression allowing to find
            a candidate zone within memory.

        read(address,l): reads l bytes at address. returns a list of
            datadiv values.

        write(address,expr,endian=1): writes given expression at
            given (possibly symbolic) address. Default endianness is 'little'.
            Use endian=-1 to indicate big endian convention.

        restruct(): optimize all zones to merge contiguous raw bytes into single
            mo objects.

        grep(pattern): find all occurences of the given regular expression in
            the raw bytes objects of all memory zones.

        merge(other): update this MemoryMap with a new MemoryMap, merging
            overlapping zones with values from the new map.
    """

    __slots__ = ["_zones", "misc", "view"]

    def __init__(self):
        self._zones = {None: MemoryZone()}
        self.misc = {}
        self.view = mmapView(self)

[docs]    def newzone(self, label):
        z = MemoryZone()
        z.rel = label
        self._zones[label] = z
        return z


[docs]    def reference(self, address):
        if isinstance(address, int):
            return (None, address)
        elif address._is_ext:
            return (address, 0)
        elif address._is_cst:
            return (None,address.v)
        elif address._is_ptr:
            r, a = (address.base, address.disp)
            if r._is_cst:
                return (None, (r + a).v)
            else:
                return (r, a)
        else:
            raise MemoryError(address)


    def __len__(self):
        sta, sto = self._zones[None].range()
        return sto - sta

    def __str__(self):
        return "\n".join([str(z) for z in self._zones.values()])

[docs]    def read(self, address, l):
        r, o = self.reference(address)
        if r in self._zones:
            return self._zones[r].read(o, l)
        else:
            raise MemoryError(address)


[docs]    def write(self, address, expr, endian=1):
        r, o = self.reference(address)
        if r is not None and not r._is_def:
            # write to undefined (top):
            raise MemoryError(address)
        if not r in self._zones:
            z = self.newzone(r)
        else:
            z = self._zones[r]
        z.write(o, expr, endian)


    def __getitem__(self, i):
        sta, sto = self._zones[None].range()
        address, sto, _ = i.indices(sto)
        res = self.read(address, sto - address)
        try:
            return b"".join(res)
        except Exception:
            return res

[docs]    def restruct(self):
        for z in iter(self._zones.values()):
            z.restruct()


[docs]    def grep(self, pattern):
        res = []
        for z in iter(self._zones.values()):
            zres = z.grep(pattern)
            if z.rel is not None:
                zres = [z.rel + r for r in zres]
            res.extend(zres)
        return res


    def copy(self):
        mm = self.__class__()
        for k, z in self._zones.items():
            mm._zones[k] = z.copy()
        return mm

[docs]    def merge(self, other):
        for r, z in other._zones.items():
            if r in self._zones:
                for o in z._map:
                    self._zones[r].addtomap(o)
            else:
                self._zones[r] = z




# ------------------------------------------------------------------------------
[docs]class MemoryZone(object):
    """A MemoryZone contains mo objects at addresses that are integer offsets
    related to a symbolic expression. A default zone with related address set
    to None holds values at concrete addresses in every :class:`MemoryMap`.

    Args:
        rel (exp): the relative symbolic expression, defaults to None.

    Attributes:
        rel : the relative symbolic expression, or None.
        _map : the ordered list of mo objects of this zone.

    Methods:
        range(): returns the lowest and highest addresses currently used by
            mo objects of this zone.

        locate(vaddr): if the given address is within range, return the
            index of the corresponding mo object in _map, otherwise
            return None.

        read(vaddr,l): reads l bytes starting at vaddr. returns a list of
            datadiv values, unmapped areas are returned as *bottom* exp.

        write(vaddr,data): writes data expression or
            bytes at given (offset) address.

        addtomap(z): add (possibly overlapping) :class:`mo` object z to the
            _map, eventually adjusting other objects.

        restruct(): optimize the zone to merge contiguous raw bytes into single
            mo objects.

        shift(offset): shift all mo objects by a given offset.

        grep(pattern): find all occurences of the given regular expression in
            the raw bytes objects of the zone.
    """

    __slots__ = ["rel", "_map", "__cache", "__hist"]

    def __init__(self, rel=None):
        self.rel = rel
        self._map = []
        self.__cache = []  # speedup locate method
        self.__hist = []

[docs]    def range(self):
        try:
            return (self._map[0].vaddr, self._map[-1].end)
        except IndexError:
            return (0, 0)


    def __str__(self):
        l = ["<MemoryZone rel=%s :" % str(self.rel)]
        for z in self._map:
            l.append("\t %s" % str(z))
        return "\n".join(l) + ">"

    def __update_cache(self):
        self.__cache = [z.vaddr for z in self._map]

    def copy(self):
        z = MemoryZone(self.rel)
        z._map = [o.copy() for o in self._map]
        z.restruct()
        return z

[docs]    def locate(self, vaddr):
        p = self.__cache
        if vaddr in p:
            return p.index(vaddr)
        i = bisect_left(p, vaddr)
        if i == 0:
            return None
        else:
            return i - 1


[docs]    def read(self, vaddr, l):
        void = exp
        res = []
        i = self.locate(vaddr)
        if i is None:
            if len(self._map) == 0:
                return [void(l * 8)]
            v0 = self._map[0].vaddr
            # Don't test if (vaddr+l)<=v0 because we need the test to be
            # true if vaddr or v0 contain label/symbols
            if not (v0 < (vaddr + l)):
                return [void(l * 8)]
            res.append(void((v0 - vaddr) * 8))
            l = (vaddr + l) - v0
            vaddr = v0
            i = 0
        ll = l
        while ll > 0:
            try:
                data, ll = self._map[i].read(vaddr, ll)
            except IndexError:
                res.append(void(ll * 8))
                ll = 0
                break
            if data is None:
                vi = self.__cache[i]
                if vaddr < vi:
                    l = min(vaddr + ll, vi) - vaddr
                    data = void(l * 8)
                    ll -= l
                    i -= 1
            if data is not None:
                vaddr += len(data)
                res.append(data)
            i += 1
        assert ll == 0
        return res


    def read_history(self, vaddr, l):
        H = []
        z = MemoryZone(self.rel)
        for h in self.__hist:
            z._map = h
            z.restruct()
            H.append(z.read(vaddr, l))
        return H

[docs]    def write(self, vaddr, data, endian=1):
        self.addtomap(mo(vaddr, data, endian))


[docs]    def addtomap(self, z):
        i = self.locate(z.vaddr)
        j = self.locate(z.end)
        # h = []
        if j is None:
            assert i is None or i==0
            self._map.insert(0, z)
            self.__update_cache()
            return
        if j == i:
            ii = self._map[i].copy()
            ii.trim(z.vaddr)
            # h.insert(0,ii)
            Z = self._map[i].write(z.vaddr, z.data.val, z.data.endian)
            i += 1
            for newz in Z:
                self._map.insert(i, newz)
                i += 1
            self.__update_cache()
            return
        # i!=j cases:
        if i is not None:
            assert j >= i
        # delete & update every overwritten zones
        # by adjusting [i,j]:
        if z.end in self._map[j]:
            jj = self._map[j].copy()
            jj.setlen(z.end - z.vaddr)
            # h.insert(0,jj)
            self._map[j].trim(z.end)
        else:
            j += 1
        Z = [z]
        if i is None:
            i = -1
        elif z.vaddr <= self._map[i].end:
            ii = self._map[i].copy()
            ii.trim(z.vaddr)
            # h.insert(0,ii)
            # overright data:
            Z = self._map[i].write(z.vaddr, z.data.val, z.data.endian)
        i += 1
        # h = self._map[i:j]+h
        del self._map[i:j]
        # insert new zones:
        for newz in Z:
            self._map.insert(i, newz)
            i += 1
        # if len(h)>0: self.__hist.insert(0,h)
        self.__update_cache()


[docs]    def restruct(self):
        if len(self._map) == 0:
            return
        m = [self._map.pop(0)]
        for z in self._map:
            rawtype = z.data._is_raw & m[-1].data._is_raw
            if rawtype and (z.vaddr == m[-1].end):
                try:
                    m[-1].data.val += z.data.val
                except TypeError:
                    m.append(z)
            else:
                m.append(z)
        self._map = m
        self.__update_cache()


[docs]    def shift(self, offset):
        for z in self._map:
            z.vaddr += offset
        self.__update_cache()


[docs]    def grep(self, pattern):
        import re

        g = re.compile(pattern)
        res = []
        for z in self._map:
            if z.data._is_raw:
                off = 0
                for s in g.findall(z.data.val):
                    off = z.data.val.index(s, off)
                    res.append(z.vaddr + off)
                    off += len(s)
        return res


    def is_raw(self):
        return all((m.data._is_raw for m in self._map))

    def dump(self,start=0,stop=0):
        r = self.range()
        if start < r[0]:
            start = r[0]
        if stop == 0 or stop > r[1]:
            stop = r[1]
        dump = []
        for p in self.read(start,stop-start):
            if hasattr(p,'etype'):
                p = b'\0'*(p.length)
            dump.append(p)
        return b''.join(dump)



# ------------------------------------------------------------------------------
[docs]class mo(object):
    """A mo object essentially associates a datadiv with a memory offset, and
    provides methods to detect if an address is located within this object,
    to read or write bytes at a given address. The offset is relative to the
    start of the :class:`MemoryZone` in which the mo object is stored.

    Attributes:
        vaddr : a python integer that represents the offset within the memory
            zone that contains this memory object (mo).
        data : the datadiv object located at this offset.

    Methods:
        trim(vaddr): if this mo contains data at given offset, cut out this
            data and points current object to this offset. Note that a trim is
            generally the result of data being overwritten by another mo.

        read(vaddr,l): returns the list of datadiv objects at given offset so
            that the total length is at most l, and the number of bytes missing
            if the total length is less than l.

        write(vaddr,data): updates current mo to reflect the writing of data at
            given offset and returns the list of possibly new mo objects to be
            inserted in the zone.
    """

    __slots__ = ["vaddr", "data"]

    def __init__(self, vaddr, data, endian=1):
        self.vaddr = vaddr
        self.data = datadiv(data, endian)

    @property
    def end(self):
        return self.vaddr + len(self.data)

    def __contains__(self, vaddr):
        return self.vaddr <= vaddr < self.end

    def __repr__(self):
        data = str(self.data)
        if len(data) > 32:
            data = data[:32] + "..."
            if self.data._is_raw:
                data += "'"
        return "<mo [%08x,%08x] data:%s>" % (self.vaddr, self.end, data)

[docs]    def trim(self, vaddr):
        if vaddr in self:
            l = vaddr - self.vaddr
            if l > 0:
                self.data.cut(l)
            self.vaddr = vaddr


    def setlen(self, l):
        self.data.setlen(l)

[docs]    def read(self, vaddr, l):
        if vaddr in self:
            return self.data.getpart(vaddr - self.vaddr, l)
        else:
            return (None, l)


[docs]    def write(self, vaddr, data, endian):
        if vaddr in self or vaddr == self.end:
            parts = self.data.setpart(vaddr - self.vaddr, data, endian)
            self.data = parts[0]
            O = []
            vaddr = self.end
            for p in parts[1:]:
                O.append(mo(vaddr, p.val, p.endian))
                vaddr += len(p)
            return O
        else:
            return [mo(vaddr, data, endian)]


    def copy(self):
        return mo(self.vaddr, self.data.val, self.data.endian)



# ------------------------------------------------------------------------------
[docs]class datadiv(object):
    """
    A datadiv represents any data within memory, including symbolic expressions.

    Args:
        data   : either a string of bytes or an amoco expression.
        endian : either [-1,1], used when data is any symbolic expression.
                 1 is for little-endian, -1 for big-endian.

    Attributes:
        val : the reference to the data object.
        _is_raw : a flag indicating that the data object is a string of bytes.

    Methods:
        cut(l): cut out the first l bytes of the current data, keeping only
            the remaining part of the data.

        setlen(l): cut out trailing bytes of the current data, keeping only
            the first l bytes.

        getpart(o,l): returns a pair (result, counter) where result is a part
            of data of length at most l located at offset o (relative to the
            beginning of the data bytes), and counter is the number of bytes
            missing (l-len(result)) if the current data length is less than l.

        setpart(o,data): returns a list of contiguous datadiv objects that
            correspond to overwriting self with data at offset o (possibly
            extending the current datadiv length).
    """

    __slots__ = ["val", "endian"]

    def __init__(self, data, endian):
        self.val = data
        self.endian = endian
        if not self._is_raw:
            if self.val._is_cst:
                self.val = self.val.to_bytes(endian)

    @property
    def _is_raw(self):
        return not hasattr(self.val, "etype")

    def __len__(self):
        return len(self.val)

    def __repr__(self):
        s = repr(self.val)
        if len(s) > 32:
            s = s[:32] + "..."
            if isinstance(self.val, bytes):
                s += "'"
        return "<datadiv:%s>" % s

    def __str__(self):
        return repr(self.val) if self._is_raw else str(self.val)

[docs]    def cut(self, l):
        if self._is_raw:
            self.val = self.val[l:]
        else:
            self.val = self.val.bytes(sta=l, endian=self.endian)


[docs]    def setlen(self, l):
        if self._is_raw:
            self.val = self.val[:l]
        else:
            self.val = self.val.bytes(sto=l, endian=self.endian)


[docs]    def getpart(self, o, l):
        try:
            assert o >= 0 and l >= 0
            if not self._is_raw:
                s = self.val.size
                assert s % 8 == 0
        except AssertionError:
            logger.error("invalid fetch (o=%s,l=%s) in %s" % (o, l, repr(self)))
            raise ValueError
        lv = len(self)
        if o == 0 and l == lv:
            return (self.val, 0)
        if self._is_raw:
            res = self.val[o : o + l]
            return (res, l - len(res))
        if o >= lv:
            return (None, l)
        res = self.val.bytes(o, o + l, self.endian)
        return (res, l - res.length)


[docs]    def setpart(self, o, data, endian):
        assert 0 <= o <= len(self)
        P = [datadiv(data, endian)]
        olv = o + len(data)
        endl = len(self) - olv
        if endl > 0:
            P.append(datadiv(self.getpart(olv, endl)[0], self.endian))
        if o > 0:
            P.insert(0, datadiv(self.getpart(0, o)[0], self.endian))
        # now merge contiguous parts if they have same type:
        return mergeparts(P)




# ------------------------------------------------------------------------------
[docs]def mergeparts(P):
    """This function will detect every contiguous raw datadiv objects in the
    input list P, and will return a new list where these objects have been
    merged into a single raw datadiv object.

    Args:
        P (list): input list of datadiv objects.

    Returns:
        list: the list after raw datadiv objects have been merged.
    """
    parts = [P.pop(0)]
    while len(P) > 0:
        p = P.pop(0)
        if parts[-1]._is_raw and p._is_raw:
            try:
                parts[-1].val += p.val
            except TypeError:
                parts.append(p)
        else:
            parts.append(p)
    return parts





          

      

      

    

  

    
      
          
            
  Source code for system.pe

# -*- coding: utf-8 -*-

# This code is part of Amoco
# based on elf.py, improving pefile to work out corkami's CoST.exe.
# Copyright (C) 2014 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
system/pe.py
============

The system pe module implements the PE class which support both 32 and 64 bits
executable formats.
"""

from amoco.system.core import BinFormat
from amoco.system.structs import struct, Consts, StructFormatter, StructDefine
from amoco.system.structs import token_datetime_fmt, StructureError
from amoco.ui.render import Token, highlight

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

[docs]class PEError(Exception):
    """
    PEError is raised whenever PE object instance fails
    to decode required structures.
    """
    def __init__(self, message):
        self.message = message

    def __str__(self):
        return str(self.message)


# ------------------------------------------------------------------------------

[docs]class PE(BinFormat):
    """
    This class takes a DataIO object (ie an opened file of BytesIO instance)
    and decodes all PE structures found in it.

    Attributes:
        data (DataIO): a reference to the input data file/bytes object.
        entrypoints (list of int): list of entrypoint addresses.
        filename (str): binary file name.
        DOS (DOSHdr,optional): the DOS Header (only if present.)
        NT (COFFHdr): the PE header.
        Opt (OptionalHdr): the Optional Header
        basemap (int): base address for this ELF image.
        sections (list of SectionHdr): list of PE sections.
        functions (list): a list of function names gathered from internal
                          definitions (if not stripped) and import names.
        variables (list): a list of global variables' names (if found.)
        tls (TlsTable): the Thead local Storage table (or None.)
    """
    is_PE = True

    @property
    def entrypoints(self):
        l = [self.Opt.AddressOfEntryPoint + self.basemap]
        if self.tls:
            l.extend(list(set(self.tls.callbacks)))
        return l

    @property
    def filename(self):
        return self.data.name

    @property
    def dataio(self):
        return self.data

    @property
    def header(self):
        return self.NT

    def __init__(self, data):
        self.data = data
        # parse DOS header:
        try:
            self.DOS = DOSHdr(data)
        except Exception:
            raise PEError("not a DOSHdr")
        # parse PE header:
        self.NT = COFFHdr(data, self.DOS.e_lfanew)
        # parse Optional Header:
        self.Opt = OptionalHdr(data, self.DOS.e_lfanew + len(self.NT))
        self.basemap = self.Opt.ImageBase
        if self.NT.SizeOfOptionalHeader != len(self.Opt):
            logger.warning("Optional header size mismatch")
        # read Sections:
        self.sections = []
        offset = self.DOS.e_lfanew + len(self.NT) + self.NT.SizeOfOptionalHeader
        for i in range(self.NT.NumberOfSections):
            s = SectionHdr(data, offset)
            self.sections.append(s)
            offset += len(s)
        self.functions = self.__functions()
        self.variables = self.__variables()
        self.tls = self.__tls()

    def checksec(self):
        R = {}
        dllc = self.Opt.DllCharacteristics
        dynamic_base = dllc & IMAGE_DLLCHARACTERISTICS_DYNAMIC_BASE
        R['ASLR'] = "DYNAMIC_BASE" if dynamic_base else False
        he = dllc & IMAGE_DLLCHARACTERISTICS_HIGH_ENTROPY_VA
        if he:
            R['ASLR'] = "HIGH_ENTROPY_VA"
        R['CFG'] = (dllc & IMAGE_DLLCHARACTERISTICS_GUARD_CF)!=0
        R['DEP'] = (dllc & IMAGE_DLLCHARACTERISTICS_NX_COMPAT)!=0
        R['Isolation'] = (dllc & IMAGE_DLLCHARACTERISTICS_NO_ISOLATION)==0
        R['SEH'] = (dllc & IMAGE_DLLCHARACTERISTICS_NO_SEH)==0
        cth = self.__LoadConfigTable()
        if cth:
            if cth.SEHandlerCount>0:
                R['Safe-SEH'] = True
            if (cth.GuardFlags & IMAGE_GUARD_RF_INSTRUMENTED) and\
               ((cth.GuardFlags & IMAGE_GUARD_RF_ENABLE) or\
                (cth.GuardFlags & IMAGE_GUARD_RF_STRICT)):
                   R['RFG'] = True
        else:
            R['Safe-SEH'] = False
            R['RFG'] = False
        return R

[docs]    def locate(self, addr, absolute=False):
        """
        returns a tuple with:
            - the section that holds addr (rva or absolute), or 0 or None.
            - the offset within the section (or addr or 0).

        Note:
            If returned section is 0, then addr is within SizeOfImage,
            but is not found within any sections. Then offset is addr.
            If returned section is None, then addr is not mapped at all,
            and offset is set to 0.
        """
        if absolute:
            addr = addr - self.basemap
        # now we have addr so we can see in which section/segment it is...
        # sections are smaller than segments so we try first with Shdr
        # but this may lead to errors because what really matters are segments
        # loaded by the kernel binfmt_elf.c loader.
        for s in self.sections:
            if s.Characteristics == IMAGE_SCN_LNK_REMOVE:
                continue
            if s.RVA <= addr < s.RVA + s.VirtualSize:
                return s, addr - s.RVA
        if 0 <= addr < self.Opt.SizeOfImage:
            return 0, addr
        return None, 0


[docs]    def getdata(self, addr, absolute=False):
        "get section bytes from given virtual address to end of mapped section."
        s, offset = self.locate(addr, absolute)
        if s is None:
            logger.debug("address 0x%08x not mapped"%addr)
            raise ValueError
        return self.loadsegment(s, raw=True)[offset:]


[docs]    def loadsegment(self, S, pagesize=0, raw=False):
        """
        returns a dict {base: bytes} (or only bytes if optional arg raw is True,)
        indicating that section S data bytes (padded and extended to pagesize bounds)
        need to be mapped at virtual base address.

        Note:
           If S is 0, returns base=0 and the first Opt.SizeOfHeaders bytes.
        """
        if S and not S.Characteristics == IMAGE_SCN_LNK_REMOVE:
            addr = self.basemap + S.RVA
            if addr % self.Opt.SectionAlignment:
                logger.warning("bad alignment for section %s" % S.Name)
            sta = S.PointerToRawData
            if sta % self.Opt.FileAlignment:
                logger.warning("bad file alignment for section %s" % S.Name)
            sto = sta + S.SizeOfRawData
            bytes_ = self.data[sta:sto].ljust(S.VirtualSize)
            if pagesize:
                # note: bytes are not truncated, only extended if needed...
                bytes_ = bytes_.ljust(pagesize, b"\x00")
            if raw:
                return bytes_
            else:
                return {addr: bytes_}
        elif S == 0:
            bytes_ = self.data[0 : self.Opt.SizeOfHeaders]
            if raw:
                return bytes_
            else:
                return {self.basemap: bytes_}
        return None


[docs]    def getfileoffset(self, addr):
        "converts given address back to offset in file"
        s, offset = self.locate(addr, absolute=True)
        return s.PointerToRawData + offset


    def __functions(self):
        D = {}
        imports = self.Opt.DataDirectories.get("ImportTable", None)
        if imports is not None:
            data = b""
            while len(data) < imports.Size:
                try:
                    nextdata = self.getdata(imports.RVA + len(data))
                    if len(nextdata) == 0:
                        break
                    data += nextdata
                except ValueError:
                    return D
            if len(data) < imports.Size:
                logger.warning("ImportTable length mismatch")
            data = data[: imports.Size]
            self.ImportTable = ImportTable(data)
            for e in self.ImportTable.dlls:
                try:
                    dllname = self.getdata(e.NameRVA)
                    e.Name = str(dllname.partition(b"\0")[0].decode())
                except Exception:
                    logger.warning("invalid dll name RVA in ImportTable")
                try:
                    if e.ImportLookupTableRVA != 0:
                        data = self.getdata(e.ImportLookupTableRVA)
                    else:
                        data = self.getdata(e.ImportAddressTableRVA)
                except ValueError:
                    logger.warning("invalid ImportLookupTable RVA")
                else:
                    e.ImportLookupTable = ImportLookupTable(data, self.Opt.Magic)
                    e.ImportAddressTable = []
                    vaddr = e.ImportAddressTableRVA + self.basemap
                    for x in e.ImportLookupTable.imports:
                        if x[0] == 0:
                            ref = NameTableEntry(self.getdata(x[1]))
                        else:
                            ref = "#%s" % str(x[1])  # ordinal case
                        e.ImportAddressTable.append((vaddr, ref))
                        vaddr += e.ImportLookupTable.elsize
                    D.update(e.ImportAddressTable)
                    for vaddr, ref in e.ImportAddressTable:
                        if isinstance(ref, str):
                            symbol = ref
                        else:
                            symbol = ref.symbol
                        D[vaddr] = "%s::%s" % (e.Name, symbol)
        return D

    def __tls(self):
        tls = self.Opt.DataDirectories.get("TLSTable", None)
        if tls is not None and tls.RVA != 0:
            try:
                data = self.getdata(tls.RVA)
            except ValueError:
                logger.warning("invalid TLS RVA")
            else:
                tls = TLSTable(data, self.Opt.Magic)
                try:
                    cbtable = self.getdata(tls.AddressOfCallbacks, absolute=True)
                except ValueError:
                    tls.callbacks = []
                else:
                    tls.readcallbacks(cbtable)
                return tls
        return None

    def __LoadConfigTable(self):
        lct = self.Opt.DataDirectories.get("LoadConfigTable", None)
        if lct is not None and lct.RVA != 0:
            try:
                data = self.getdata(lct.RVA)
            except ValueError:
                logger.warning("invalid LoadLConfigTable RVA")
            else:
                lct = LoadConfigTable(data, self.Opt.Magic)
                return lct
        return None

    def __variables(self):
        D = {}
        return D

    def __str__(self):
        ss = ["DOS header:"]
        tmp = self.DOS.pfx
        self.DOS.pfx = "\t"
        ss.append(str(self.DOS))
        self.DOS.pfx = tmp
        ss += ["\nPE header:"]
        tmp = self.NT.pfx
        self.NT.pfx = "\t"
        ss.append(str(self.NT))
        self.NT.pfx = tmp
        ss += ["\nOptional header:"]
        tmp = self.Opt.pfx
        self.Opt.pfx = "\t"
        ss.append(str(self.Opt))
        self.Opt.pfx = tmp
        ss += ["\nSections:"]
        for s in self.sections:
            tmp = s.pfx
            s.pfx = "\t"
            ss.append(str(s))
            ss.append("---")
            s.pfx = tmp
        return "\n".join(ss)


# ------------------------------------------------------------------------------

[docs]@StructDefine(
    """
c*2 : e_magic
x*58: unused
I   : e_lfanew
"""
)
class DOSHdr(StructFormatter):
    def __init__(self, data=None):
        if data:
            self.unpack(data)
        if self.e_magic != b"MZ":
            raise PEError("no DOS Header found")



IMAGE_NUMBEROF_DIRECTORY_ENTRIES = 16
IMAGE_ORDINAL_FLAG = 0x80000000
IMAGE_ORDINAL_FLAG64 = 0x8000000000000000


[docs]@StructDefine(
    """
I : Signature
H : Machine
H : NumberOfSections
I : TimeDateStamp
I : PointerToSymbolTable
I : NumberOfSymbols
H : SizeOfOptionalHeader
H : Characteristics
"""
)
class COFFHdr(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.name_formatter("Signature", "Machine")
        self.flag_formatter("Characteristics")
        self.func_formatter(TimeDateStamp=token_datetime_fmt)
        if data:
            self.unpack(data, offset)
        if self.Signature != IMAGE_NT_SIGNATURE:
            raise PEError("no PE header found")



with Consts("Signature"):
    IMAGE_DOS_SIGNATURE = 0x5A4D
    IMAGE_OS2_SIGNATURE = 0x454E
    IMAGE_OS2_SIGNATURE_LE = 0x454C
    IMAGE_VXD_SIGNATURE = 0x454C
    IMAGE_NT_SIGNATURE = 0x00004550

with Consts("Machine"):
    IMAGE_FILE_MACHINE_UNKNOWN = 0
    IMAGE_FILE_MACHINE_AM33 = 0x1D3
    IMAGE_FILE_MACHINE_AMD64 = 0x8664
    IMAGE_FILE_MACHINE_ARM = 0x1C0
    IMAGE_FILE_MACHINE_EBC = 0xEBC
    IMAGE_FILE_MACHINE_I386 = 0x14C
    IMAGE_FILE_MACHINE_IA64 = 0x200
    IMAGE_FILE_MACHINE_MR32 = 0x9041
    IMAGE_FILE_MACHINE_MIPS16 = 0x266
    IMAGE_FILE_MACHINE_MIPSFPU = 0x366
    IMAGE_FILE_MACHINE_MIPSFPU16 = 0x466
    IMAGE_FILE_MACHINE_POWERPC = 0x1F0
    IMAGE_FILE_MACHINE_POWERPCFP = 0x1F1
    IMAGE_FILE_MACHINE_R4000 = 0x166
    IMAGE_FILE_MACHINE_SH3 = 0x1A2
    IMAGE_FILE_MACHINE_SH3DSP = 0x1A3
    IMAGE_FILE_MACHINE_SH4 = 0x1A6
    IMAGE_FILE_MACHINE_SH5 = 0x1A8
    IMAGE_FILE_MACHINE_THUMB = 0x1C2
    IMAGE_FILE_MACHINE_WCEMIPSV2 = 0x169

with Consts("COFFHdr.Characteristics"):
    IMAGE_FILE_RELOCS_STRIPPED = 0x0001
    IMAGE_FILE_EXECUTABLE_IMAGE = 0x0002
    IMAGE_FILE_LINE_NUMS_STRIPPED = 0x0004
    IMAGE_FILE_LOCAL_SYMS_STRIPPED = 0x0008
    IMAGE_FILE_AGGRESIVE_WS_TRIM = 0x0010
    IMAGE_FILE_LARGE_ADDRESS_AWARE = 0x0020
    IMAGE_FILE_16BIT_MACHINE = 0x0040
    IMAGE_FILE_BYTES_REVERSED_LO = 0x0080
    IMAGE_FILE_32BIT_MACHINE = 0x0100
    IMAGE_FILE_DEBUG_STRIPPED = 0x0200
    IMAGE_FILE_REMOVABLE_RUN_FROM_SWAP = 0x0400
    IMAGE_FILE_NET_RUN_FROM_SWAP = 0x0800
    IMAGE_FILE_SYSTEM = 0x1000
    IMAGE_FILE_DLL = 0x2000
    IMAGE_FILE_UP_SYSTEM_ONLY = 0x4000
    IMAGE_FILE_BYTES_REVERSED_HI = 0x8000


[docs]@StructDefine(
    """
H : Magic
B : MajorLinkerVersion
B : MinorLinkerVersion
I : SizeOfCode
I : SizeOfInitializedData
I : SizeOfUninitializedData
I : AddressOfEntryPoint
I : BaseOfCode
I : BaseOfData
I : ImageBase
I : SectionAlignment
I : FileAlignment
H : MajorOperatingSystemVersion
H : MinorOperatingSystemVersion
H : MajorImageVersion
H : MinorImageVersion
H : MajorSubsystemVersion
H : MinorSubsystemVersion
I : Win32VersionValue
I : SizeOfImage
I : SizeOfHeaders
I : CheckSum
H : Subsystem
H : DllCharacteristics
I : SizeOfStackReserve
I : SizeOfStackCommit
I : SizeOfHeapReserve
I : SizeOfHeapCommit
I : LoaderFlags
I : NumberOfRvaAndSizes
"""
)
class OptionalHdr(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.name_formatter("Magic")
        self.name_formatter("Subsystem")
        self.address_formatter(
            "AddressOfEntryPoint", "BaseOfCode", "BaseOfData", "ImageBase"
        )
        self.address_formatter("Checksum")
        self.flag_formatter("DllCharacteristics", "LoaderFlags")
        if data:
            self.unpack(data, offset)

    def unpack(self, data, offset=0):
        magic = data[offset : offset + 2]
        if magic == b"\x0b\x01":
            logger.verbose("PE32 Magic found")
        elif magic == b"\x0b\x02":
            logger.verbose("PE32+ Magic found")
            f = self.fields
            f.pop(8)
            for x in (8, 23, 24, 25, 26):
                f[x].typename = "Q"
        elif magic == b"\x07\x01":
            logger.info("ROM Magic found (unsupported)")
        else:
            logger.error("unknown Magic")
        # parse structure
        self.DataDirectories = {}
        StructFormatter.unpack(self, data, offset)
        l = offset + len(self)
        dnames = (
            "ExportTable",
            "ImportTable",
            "ResourceTable",
            "ExceptionTable",
            "CertificateTable",
            "BaseRelocationTable",
            "Debug",
            "Architecture",
            "GlobalPtr",
            "TLSTable",
            "LoadConfigTable",
            "BoundImport",
            "IAT",
            "DelayImportDescriptor",
            "CLRRuntimeHeader",
            "Reserved",
        )
        for dn in range(min(self.NumberOfRvaAndSizes, len(dnames))):
            d = DataDirectory(data, offset=l)
            self.DataDirectories[dnames[dn]] = d
            l += len(d)

    def __len__(self):
        baselen = StructFormatter.__len__(self)
        dirslen = sum(map(len, self.DataDirectories.values()))
        return baselen + dirslen



with Consts("Magic"):
    OPTIONAL_HEADER_MAGIC_PE = 0x10B
    OPTIONAL_HEADER_MAGIC_PE_PLUS = 0x20B

with Consts("Subsystem"):
    IMAGE_SUBSYSTEM_UNKOWN = 0
    IMAGE_SUBSYSTEM_NATIVE = 1
    IMAGE_SUBSYSTEM_WINDOWS_GUI = 2
    IMAGE_SUBSYSTEM_WINDOWS_CUI = 3
    IMAGE_SUBSYSTEM_OS2_CUI = 5
    IMAGE_SUBSYSTEM_POSIX_CUI = 7
    IMAGE_SUBSYSTEM_NATIVE_WINDOWS = 8
    IMAGE_SUBSYSTEM_WINDOWS_CE_GUI = 9
    IMAGE_SUBSYSTEM_EFI_APPLICATION = 10
    IMAGE_SUBSYSTEM_EFI_BOOT_SERVICE_DRIVER= 11
    IMAGE_SUBSYSTEM_EFI_RUNTIME_DRIVER= 12
    IMAGE_SUBSYSTEM_EFI_ROM = 13
    IMAGE_SUBSYSTEM_XBOX = 14
    IMAGE_SUBSYSTEM_WINDOWS_BOOT_APPLICATION = 16

with Consts("DllCharacteristics"):
    IMAGE_DLLCHARACTERISTICS_HIGH_ENTROPY_VA = 0x0020
    IMAGE_DLLCHARACTERISTICS_DYNAMIC_BASE = 0x0040
    IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY = 0x0080
    IMAGE_DLLCHARACTERISTICS_NX_COMPAT = 0x0100
    IMAGE_DLLCHARACTERISTICS_NO_ISOLATION = 0x0200
    IMAGE_DLLCHARACTERISTICS_NO_SEH = 0x0400
    IMAGE_DLLCHARACTERISTICS_NO_BIND = 0x0800
    IMAGE_DLLCHARACTERISTICS_APPCONTAINER = 0x1000
    IMAGE_DLLCHARACTERISTICS_WDM_DRIVER = 0x2000
    IMAGE_DLLCHARACTERISTICS_GUARD_CF = 0x4000
    IMAGE_DLLCHARACTERISTICS_TERMINAL_SERVER_AWARE = 0x8000

IMAGE_DIRECTORY_ENTRY_EXPORT = 0
IMAGE_DIRECTORY_ENTRY_IMPORT = 1
IMAGE_DIRECTORY_ENTRY_RESOURCE = 2
IMAGE_DIRECTORY_ENTRY_EXCEPTION = 3
IMAGE_DIRECTORY_ENTRY_SECURITY = 4
IMAGE_DIRECTORY_ENTRY_BASERELOC = 5
IMAGE_DIRECTORY_ENTRY_DEBUG = 6
IMAGE_DIRECTORY_ENTRY_COPYRIGHT = 7
IMAGE_DIRECTORY_ENTRY_GLOBALPTR = 8
IMAGE_DIRECTORY_ENTRY_TLS = 9
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG = 10
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT = 11
IMAGE_DIRECTORY_ENTRY_IAT = 12
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT = 13
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR = 14
IMAGE_DIRECTORY_ENTRY_RESERVED = 15


[docs]@StructDefine(
    """
I : RVA
I : Size
"""
)
class DataDirectory(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.address_formatter("RVA")
        if data:
            self.unpack(data, offset)



# ------------------------------------------------------------------------------
# PE Sections


[docs]@StructDefine(
    """
s*8 : Name
I   : VirtualSize
I   : RVA
I   : SizeOfRawData
I   : PointerToRawData
I   : PointerToRelocations
I   : PointerToLineNumbers
H   : NumberOfRelocations
H   : NumberOfLineNumbers
I   : Characteristics
"""
)
class SectionHdr(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.name_formatter("Name")
        self.address_formatter("RVA")
        self.address_formatter("PointerToRawData")
        self.flag_formatter("Characteristics")
        if data:
            self.unpack(data, offset)

    def group(self):
        return self.Name.partition("$")



with Consts("SectionHdr.Characteristics"):
    IMAGE_SCN_CNT_CODE = 0x00000020
    IMAGE_SCN_CNT_INITIALIZED_DATA = 0x00000040
    IMAGE_SCN_CNT_UNINITIALIZED_DATA = 0x00000080
    IMAGE_SCN_LNK_OTHER = 0x00000100
    IMAGE_SCN_LNK_INFO = 0x00000200
    IMAGE_SCN_LNK_REMOVE = 0x00000800
    IMAGE_SCN_LNK_COMDAT = 0x00001000
    IMAGE_SCN_MEM_FARDATA = 0x00008000
    IMAGE_SCN_MEM_PURGEABLE = 0x00020000
    IMAGE_SCN_MEM_16BIT = 0x00020000
    IMAGE_SCN_MEM_LOCKED = 0x00040000
    IMAGE_SCN_MEM_PRELOAD = 0x00080000
    IMAGE_SCN_ALIGN_1BYTES = 0x00100000
    IMAGE_SCN_ALIGN_2BYTES = 0x00200000
    IMAGE_SCN_ALIGN_4BYTES = 0x00300000
    IMAGE_SCN_ALIGN_8BYTES = 0x00400000
    IMAGE_SCN_ALIGN_16BYTES = 0x00500000
    IMAGE_SCN_ALIGN_32BYTES = 0x00600000
    IMAGE_SCN_ALIGN_64BYTES = 0x00700000
    IMAGE_SCN_ALIGN_128BYTES = 0x00800000
    IMAGE_SCN_ALIGN_256BYTES = 0x00900000
    IMAGE_SCN_ALIGN_512BYTES = 0x00A00000
    IMAGE_SCN_ALIGN_1024BYTES = 0x00B00000
    IMAGE_SCN_ALIGN_2048BYTES = 0x00C00000
    IMAGE_SCN_ALIGN_4096BYTES = 0x00D00000
    IMAGE_SCN_ALIGN_8192BYTES = 0x00E00000
    IMAGE_SCN_ALIGN_MASK = 0x00F00000
    IMAGE_SCN_LNK_NRELOC_OVFL = 0x01000000
    IMAGE_SCN_MEM_DISCARDABLE = 0x02000000
    IMAGE_SCN_MEM_NOT_CACHED = 0x04000000
    IMAGE_SCN_MEM_NOT_PAGED = 0x08000000
    IMAGE_SCN_MEM_SHARED = 0x10000000
    IMAGE_SCN_MEM_EXECUTE = 0x20000000
    IMAGE_SCN_MEM_READ = 0x40000000
    IMAGE_SCN_MEM_WRITE = 0x80000000

# COFF Relocations
# ------------------------------------------------------------------------------

[docs]@StructDefine(
    """
I : RVA
I : SymboleTableIndex
H : Type
"""
)
class COFFRelocation(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.address_formatter("RVA")
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
I : Type
H : LineNumber
"""
)
class COFFLineNumber(StructFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)

    @property
    def SymbolTableIndex(self):
        if self.LineNumber == 0:
            return self.Type
        else:
            logger.warning("invalid COFF Line Number entry")



IMAGE_SYM_UNDEF = 0
IMAGE_SYM_ABSOLUTE = -1
IMAGE_SYM_DEBUG = -2

# COFF Symbol table
# ------------------------------------------------------------------------------

class COFFSymbolTable(object):
    def __init__(self, data=None):
        self.symbols = []
        if data is None:
            data = ""
        if len(data) > 0:
            self.build(data)

    def build(self, data):
        q, r = divmod(len(data), 18)
        assert r == 0
        while len(data) > 0:
            self.symbols.append(StdSymbolRecord(data))
            data = data[len(self.symbols[-1]) :]
        assert len(self.symbols) == q

    def __len__(self):
        return sum(map(len, self.symbols))


[docs]@StructDefine(
    """
s*8 : _Name
i   : Value
H   : SectionNumber
H   : Type
B   : StorageClass
B   : NumberOfAuxSymbols
"""
)
class StdSymbolRecord(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.func_formatter(
            _Name=lambda k, x, cls: highlight([(Token.Name, self.Name)])
        )
        self.func_formatter(
            StorageClass=lambda k, x, cls: highlight([(Token.Name, self.classname())])
        )
        self.AuxSymbols = []
        if data:
            self.unpack(data, offset)
            offset += len(self)
            if (
                self.Type >> 8 == 0x20
                and self.StorageClass == 2
                and self.SectionNumber > IMAGE_SYM_UNDEF
            ):
                auxclass = AuxFunctionDefinition
            elif self.StorageClass == 101 and (
                self.Name == ".bf" or self.Name == ".ef"
            ):
                auxclass = Aux_bf_ef
            elif (
                self.StorageClass == 2
                and self.SectionNumber == IMAGE_SYM_UNDEF
                and Self.Value == 0
            ):
                auxclass = AuxWeakExternal
            elif self.StorageClass == 103:
                assert self.Name == ".file"
                auxclass = AuxFile
            elif self.StorageClass == 3:
                auxclass = AuxSectionDefinition
            else:
                auxclass = AuxSymbolRecord
            for x in range(self.NumberOfAuxSymbols):
                s = auxclass(data, offset)
                self.AuxSymbols.append(s)
                offset += len(s)

    def __len__(self):
        baselen = StructFormatter.__len__(self)
        auxtlen = sum([len(s) for s in self.AuxSymbols], 0)
        return baselen + auxtlen

    @property
    def Name(self):
        if self._Name.startswith("\0" * 4):
            index = struct.unpack("I", self._Name[4:8])[0]
            return index.strip("\0")
        else:
            try:
                return self._Name.decode("utf-8").strip("\0")
            except UnicodeDecodeError:
                logger.info("StdSymbolHdr: Name decode error %s" % repr(self._Name))
                return self._Name

    def typename(self):
        try:
            t1 = [
                "NULL",
                "VOID",
                "CHAR",
                "SHORT",
                "INT",
                "LONG",
                "FLOAT",
                "DOUBLE",
                "STRUCT",
                "UNION",
                "ENUM",
                "MOE",
                "BYTE",
                "WORD",
                "UINT",
                "DWORD",
            ][self.Type & 0xFF]
            t2 = ["NULL", "POINTER", "FUNC", "ARRAY"][self.Type >> 8]
            return (t1, t2)
        except IndexError:
            logger.warning("invalid Type field (was: %d)" % self.Type)

    def classname(self):
        c = {
            0xFF: "END_OF_FUNCTION",
            0: "NULL",
            1: "AUTOMATIC",
            2: "EXTERNAL",
            3: "STATIC",
            4: "REGISTER",
            5: "EXTERNAL_DEF",
            6: "LABEL",
            7: "UNDEFINED_LABEL",
            8: "MEMBER_OF_STRUCT",
            9: "ARGUMENT",
            10: "STRUCT_TAG",
            11: "MEMBER_OF_UNION",
            12: "UNION_TAG",
            13: "TYPE_DEF",
            14: "UNDEFINED_STATIC",
            15: "ENUM_TAG",
            16: "MEMBER_OF_ENUM",
            17: "REGISTER_PARAM",
            18: "BITFIELD",
            100: "BLOCK",
            101: "FUNCTION",
            102: "END_OF_STRUCT",
            103: "FILE",
            104: "SECTION",
            105: "WEAK_EXTERNAL",
            107: "CLR_TOKEN",
        }.get(self.StorageClass, None)
        return c



[docs]@StructDefine(
    """
s*18 : data
"""
)
class AuxSymbolRecord(StructFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
I  : TagIndex
I  : TotalSize
I  : PointerToLineNumber
I  : PointerToNextFunction
x*2: unused
"""
)
class AuxFunctionDefinition(StructFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
x*4: unused
H*6: LineNumber
x  : unused
I  : PointerToNextFunction
x*2: unused
"""
)
class Aux_bf_ef(StructFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
I   : TagIndex
I   : Characteristics
x*10: unused
"""
)
class AuxWeakExternal(StructFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
s*18 : Filename
"""
)
class AuxFile(StructFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)



[docs]@StructDefine(
    """
I   : length
H   : NumberOfRelocations
H   : NumberOfLineNumbers
I   : Checksum
H   : Number
B   : Selection
x*3 : unused
"""
)
class AuxSectionDefinition(StructFormatter):
    def __init__(self, data=None, offset=0):
        if data:
            self.unpack(data, offset)



# COFF String table
# ------------------------------------------------------------------------------

class COFFStringTable(object):
    def __init__(self, data=None):
        if data is None:
            data = struct.pack("I", 4)
        self.length = struct.unpack("I", data[:4])
        self.strings = data[4 : self.length].split("\0")
        self.strings.pop()

# ------------------------------------------------------------------------------

class AttributeCertificateTable(object):
    NotImplementedError


[docs]class AttributeCertificate(StructFormatter):
    pass


# ------------------------------------------------------------------------------

class DelayLoadImportTable(object):
    def __init__(self, data):
        raise NotImplementedError

[docs]@StructDefine(
    """
I : Attributes
I : Name
I : ModuleHandle
I : DelayImportAddressTable
I : DelayImportNameTable
I : BoundDelayImportTable
I : UnloadDelayImportTable
I : TimeStamp
"""
)
class DelayLoadDirectoryTable(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.func_formatter(TimeStamp=token_datetime_fmt)
        if data:
            self.unpack(data, offset)


# ------------------------------------------------------------------------------

[docs]@StructDefine(
    """
I : Flags
I : TimeStamp
H : MajorVersion
H : MinorVersion
I : NameRVA
I : OrdinalBase
I : AddressTableEntries
I : NumberOfNamePointers
I : ExportAddressTableRVA
I : NamePointerRVA
I : OrdinalTableRVA
"""
)
class ExportTable(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.func_formatter(TimeStamp=token_datetime_fmt)
        self.address_formatter("OrdinalBase", "NameRVA")
        self.address_formatter("ExportAddressTableRVA", "NamePointerRVA")
        self.address_formatter("OrdinalTableRVA")
        if data:
            self.unpack(data, offset)


# ------------------------------------------------------------------------------

class ImportTable(object):
    def __init__(self, data, offset=0):
        self.dlls = []
        e = None
        while len(data) > 0:
            try:
                e = ImportTableEntry(data, offset)
            except StructureError:
                logger.error("bad ImportTableEntry at offset=%d"%offset)
                return
            else:
                if e.isNULL():
                    return
                self.dlls.append(e)
                offset += len(e)
        logger.warning("NULL Import entry not found")

[docs]@StructDefine(
    """
I : ImportLookupTableRVA
I : TimeStamp
I : ForwarderChain
I : NameRVA
I : ImportAddressTableRVA
"""
)
class ImportTableEntry(StructFormatter):
    def __init__(self, data=None, offset=0):
        self.address_formatter("ImportLookupTableRVA", "NameRVA")
        self.address_formatter("ImportAddressTableRVA")
        self.func_formatter(TimeStamp=token_datetime_fmt)
        if data:
            self.unpack(data, offset)

    def isNULL(self):
        res = 0
        for k in self.fields:
            res = res | getattr(self, k.name)
        return res == 0



class ImportLookupTable(object):
    def __init__(self, data, magic):
        size = {0x20B: 64, 0x10B: 32}[magic]
        self.elsize = size // 8
        self.fmt = "Q" if size == 64 else "I"
        self.readimports(data)

    def readimports(self, data):
        self.imports = []
        fshift = (self.elsize * 8) - 1
        while len(data) >= self.elsize:
            v = struct.unpack(self.fmt, data[: self.elsize])[0]
            if v == 0:
                return
            flag = v >> fshift
            if flag == 1:
                self.imports.append([flag, v & 0xFFFF])
            elif flag == 0:
                self.imports.append([flag, v & 0x7FFFFFFF])
            data = data[self.elsize :]


class NameTableEntry(object):
    def __init__(self, data):
        hint = struct.unpack("H", data[:2])
        s, _, _ = data[2:].partition(b"\0")
        self.hint = hint
        self.symbol = str(s.decode())


# ------------------------------------------------------------------------------

[docs]@StructDefine(
    """
I : RawDataStartVA
I : RawDataEndVA
I : AddressOfIndex
I : AddressOfCallbacks
I : SizeOfZeroFill
I : Characteristics
"""
)
class TLSTable(StructFormatter):
    def __init__(self, data, magic):
        self.address_formatter("RawDataStartVA", "RawDataEndVA")
        size = {0x20B: 64, 0x10B: 32}[magic]
        self.elsize = size // 8
        if magic == 0x20B:
            for f in self.fields:
                f.typename = "Q"
        if data:
            self.unpack(data)

    def readcallbacks(self, data):
        self.callbacks = []
        while len(data) >= self.elsize:
            v = struct.unpack(self.fields[0].typename, data[: self.elsize])[0]
            if v == 0:
                return
            self.callbacks.append(v)
            data = data[self.elsize :]



# ------------------------------------------------------------------------------

with Consts("GuardFlags"):
    IMAGE_GUARD_CF_INSTRUMENTED = 0x00000100
    IMAGE_GUARD_CFW_INSTRUMENTED = 0x00000200
    IMAGE_GUARD_CF_FUNCTION_TABLE_PRESENT = 0x00000400
    IMAGE_GUARD_SECURITY_COOKIE_UNUSED = 0x00000800
    IMAGE_GUARD_PROTECT_DELAYLOAD_IAT = 0x00001000
    IMAGE_GUARD_DELAYLOAD_IAT_IN_ITS_OWN_SECTION = 0x00002000
    IMAGE_GUARD_CF_EXPORT_SUPPRESSION_INFO_PRESENT = 0x00004000
    IMAGE_GUARD_CF_ENABLE_EXPORT_SUPPRESSION = 0x00008000
    IMAGE_GUARD_CF_LONGJUMP_TABLE_PRESENT = 0x00010000
    IMAGE_GUARD_RF_INSTRUMENTED = 0x00020000
    IMAGE_GUARD_RF_ENABLE = 0x00040000
    IMAGE_GUARD_RF_STRICT = 0x00080000
    IMAGE_GUARD_CF_FUNCTION_TABLE_SIZE_MASK = 0xF0000000
    IMAGE_GUARD_CF_FUNCTION_TABLE_SIZE_SHIFT = 28

[docs]@StructDefine(
    """
I : Characteristics
I : TimeDateStamp
H : MajorVersion
H : MinorVersion
I : GlobalFlagsClear
I : GlobalFlagsSet
I : CriticalSectionDefaultTimeout
I : DeCommitFreeBlockThreshold
I : DeCommitTotalFreeThreshold
I : LockPrefixTable
I : MaximumAllocationSize
I : VirtualMemoryThreshold
I : ProcessAffinityMask
I : ProcessHeapFlags
H : CSDVersion
H : reserved
I : EditList
I : SecurityCookie
I : SEHandlerTable
I : SEHandlerCount
I : GuardCFCheckFunctionPointer
I : GuardCFDispatchFunctionPointer
I : GuardCFFunctionTable
I : GuardCFFunctionCount
I : GuardFlags
I*3: CodeIntegrity
I : GuardAddressTakenIatEntryTable
I : GuardAddressTakenIatEntryCount
I : GuardLongJumpTargetTable
I : GuardLongJumpTargetCount
"""
)
class LoadConfigTable(StructFormatter):
    def __init__(self, data, magic):
        size = {0x20B: 64, 0x10B: 32}[magic]
        self.elsize = size // 8
        if magic == 0x20B:
            for i in (7,8,9,10,11,12,16,17,18,19,20,21,22,23,
                      26,27,28,29):
                self.fields[i].typename = "Q"
        self.flag_formatter("Characteristics",
                            "ProcessHeapFlags",
                            "GuardFlags",
                           )
        if data:
            self.unpack(data)







          

      

      

    

  

    
      
          
            
  Source code for system.raw

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2006-2011 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from amoco.system.core import DefineLoader, CoreExec


[docs]@DefineLoader("raw")
class RawExec(CoreExec):
    def __init__(self, p, cpu=None):
        CoreExec.__init__(self, p, cpu)
        self.auto_load()

    # load the program into virtual memory (populate the state.mmap)
    def auto_load(self):
        p = self.bin
        if hasattr(p, "load_binary"):
            p.load_binary(self.state.mmap)
        else:
            self.state.mmap.write(0, p.dataio[0:])
        if self.cpu is None:
            logger.warning("a cpu module must be imported")
        else:
            pc = self.cpu.PC()
            entry = 0
            if hasattr(p, "entrypoint"):
                entry = p.entrypoint
            self.state[pc] = self.cpu.cst(entry, pc.size)

    def use_x86(self):
        from amoco.arch.x86 import cpu_x86

        self.cpu = cpu_x86
        self.state[cpu_x86.eip] = cpu_x86.cst(0, 32)

    def use_x64(self):
        from amoco.arch.x64 import cpu_x64

        self.cpu = cpu_x64
        self.state[cpu_x64.rip] = cpu_x64.cst(0, 64)

    def use_arm(self):
        from amoco.arch.arm import cpu_armv7

        self.cpu = cpu_armv7
        self.state[cpu_armv7.pc_] = cpu_armv7.cst(0, 32)

    def use_avr(self):
        from amoco.arch.avr import cpu

        self.cpu = cpu
        self.state[cpu.pc] = cpu.cst(0, 16)

    def relocate(self, vaddr):
        if self.cpu is None:
            logger.warning("a cpu module must be imported")
        else:
            m = self.state
            mz = m.mmap._zones[None]
            sta, sto = mz.range()
            delta = vaddr - sta
            for z in mz._map:
                z.vaddr += delta
            # force mmap cache update:
            m.restruct()
            # create _initmap with new pc as vaddr:
            pc = self.cpu.PC()
            m[pc] = self.cpu.cst(vaddr, pc.size)





          

      

      

    

  

    
      
          
            
  Source code for system.structs

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2016 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
system/structs.py
=================

The system structs module implements classes that allow to easily define,
encode and decode C structures (or unions) as well as formatters to print
various fields according to given types like hex numbers, dates, defined
constants, etc.
This module extends capabilities of :mod:`struct` by allowing formats to
include more than just the basic types and add *named* fields.
It extends :mod:`ctypes` as well by allowing formatted printing and
"non-static" decoding where the way a field is decoded depends on
previously decoded fields.

Module :mod:`system.imx6` uses these classes to decode HAB structures and
thus allow for precise verifications on how the boot stages are verified.
For example, the HAB Header class is defined with::

   @StructDefine(\"\"\"
   B :  tag
   H :> length
   B :  version
   \"\"\")
   class HAB_Header(StructFormatter):
       def __init__(self,data="",offset=0):
           self.name_formatter('tag')
           self.func_formatter(version=self.token_ver_format)
           if data:
               self.unpack(data,offset)
       @staticmethod
       def token_ver_format(k,x,cls=None):
           return highlight([(Token.Literal,"%d.%d"%(x>>4,x&0xf))])

Here, the :class:`StructDefine` decorator is used to provide the definition of
fields of the HAB Header structure to the HAB_Header class.

The *tag* :class:`Field` is an unsigned byte and the :class:`StructFormatter`
utilities inherited by the class set it as a :meth:`name_formatter` allow
the decoded byte value from data to be represented by its constant name.
This name is obtained from constants defined with::

    with Consts('tag'):
        HAB_TAG_IVT = 0xd1
        HAB_TAG_DCD = 0xd2
        HAB_TAG_CSF = 0xd4
        HAB_TAG_CRT = 0xd7
        HAB_TAG_SIG = 0xd8
        HAB_TAG_EVT = 0xdb
        HAB_TAG_RVT = 0xdd
        HAB_TAG_WRP = 0x81
        HAB_TAG_MAC = 0xac

The *length* field is a bigendian short integer with default formatter,
and the *version* field is an unsigned byte with a dedicated formatter
function that extracts major/minor versions from the byte nibbles.

This allows to decode and print the structure from provided data::

    In [3]: h = HAB_Header(\'\\xd1\\x00\\x0a\\x40\')
    In [4]: print(h)
    [HAB_Header]
    tag                 :HAB_TAG_IVT
    length              :10
    version             :4.0
"""

import struct
import pyparsing as pp
from collections import defaultdict

from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from amoco.ui.render import Token, highlight
from inspect import stack as _stack

# ------------------------------------------------------------------------------


[docs]class Consts(object):
    """
    Provides a contextmanager to map constant values with their names in
    order to build the associated reverse-dictionary.

    All revers-dict are stored inside the Consts class definition.
    For example if you declare variables in a Consts('example') with-scope,
    the reverse-dict will be stored in Consts.All['example'].
    When StructFormatter will lookup a variable name matching a given value
    for the attribute 'example', it will get Consts.All['example'][value].

    Note: To avoid attribute name conflicts, the lookup is always prepended
    the stucture class name (or the 'alt' field of the structure class).
    Hence, the above 'tag' constants could have been defined as::

      with Consts('HAB_header.tag'):
          HAB_TAG_IVT = 0xd1
          HAB_TAG_DCD = 0xd2
          HAB_TAG_CSF = 0xd4
          HAB_TAG_CRT = 0xd7
          HAB_TAG_SIG = 0xd8
          HAB_TAG_EVT = 0xdb
          HAB_TAG_RVT = 0xdd
          HAB_TAG_WRP = 0x81
          HAB_TAG_MAC = 0xac

    Or the structure definition could have define an 'alt' attribute::

      @StructDefine(\"\"\"
      B :  tag
      H :> length
      B :  version
      \"\"\")
      class HAB_Header(StructFormatter):
          alt = 'hab'
          [...]

    in which case the variables could have been defined with::

      with Consts('hab.tag'):
      [...]
    """

    All = defaultdict(dict)

    def __init__(self, name):
        self.name = name

    def __enter__(self):
        where = _stack()[1][0].f_globals
        self.globnames = set(where.keys())
        if not self.name in self.All:
            self.All[self.name] = {}

    def __exit__(self, exc_type, exc_value, traceback):
        where = _stack()[1][0]
        G = where.f_globals
        for k in set(G.keys()) - self.globnames:
            self.All[self.name][G[k]] = k



# ------------------------------------------------------------------------------


def default_formatter():
    return token_default_fmt


[docs]def token_default_fmt(k, x, cls=None, fmt=None):
    """The default formatter just prints value 'x' of attribute 'k'
    as a literal token python string
    """
    try:
        s = x.pp__()
    except AttributeError:
        s = str(x)
    return highlight([(Token.Literal, s)],fmt)



[docs]def token_address_fmt(k, x, cls=None, fmt=None):
    """The address formatter prints value 'x' of attribute 'k'
    as a address token hexadecimal value
    """
    return highlight([(Token.Address, hex(x))],fmt)



[docs]def token_constant_fmt(k, x, cls=None, fmt=None):
    """The constant formatter prints value 'x' of attribute 'k'
    as a constant token decimal value
    """
    try:
        s = x.pp__()
    except AttributeError:
        s = str(x)
    return highlight([(Token.Constant, s)],fmt)



[docs]def token_mask_fmt(k, x, cls=None, fmt=None):
    """The mask formatter prints value 'x' of attribute 'k'
    as a constant token hexadecimal value
    """
    return highlight([(Token.Constant, hex(x))],fmt)



[docs]def token_name_fmt(k, x, cls=None, fmt=None):
    """The name formatter prints value 'x' of attribute 'k'
    as a name token variable symbol matching the value
    """
    pfx = "%s." % cls if cls != None else ""
    if pfx + k in Consts.All:
        k = pfx + k
    ks = k
    try:
        return highlight([(Token.Name, Consts.All[ks][x])],fmt)
    except KeyError:
        return token_constant_fmt(k, x, cls, fmt)



[docs]def token_flag_fmt(k, x, cls, fmt=None):
    """The flag formatter prints value 'x' of attribute 'k'
    as a name token variable series of symbols matching
    the flag value
    """
    s = []
    pfx = "%s." % cls if cls != None else ""
    if pfx + k in Consts.All:
        k = pfx + k
    ks = k
    for v, name in Consts.All[ks].items():
        if x & v:
            s.append(highlight([(Token.Name, name)],fmt))
    return ",".join(s) if len(s) > 0 else token_mask_fmt(k, x, cls, fmt)



[docs]def token_datetime_fmt(k, x, cls=None, fmt=None):
    """The date formatter prints value 'x' of attribute 'k'
    as a date token UTC datetime string from timestamp value
    """
    from datetime import datetime

    return highlight([(Token.Date, str(datetime.utcfromtimestamp(x)))],fmt)



# ------------------------------------------------------------------------------


[docs]class Field(object):
    """
    A Field object defines an element of a structure, associating a name
    to a structure typename and a count. A count of 0 means that the element
    is an object of type typename, a count>0 means that the element is a list
    of objects of type typename of length count.

    Attributes:
        typename (str) : name of a Structure type for this field.
        count (int=0)  : A count of 0 means that the element
            is an object of type typename, a count>0 means that the element is a list
            of length count of objects of type typename
        name (str)     : the name associated to this field.
        type (StructFormatter) : getter for the type associated with the field's typename.
        comment (str) : comment, useful for pretty printing field usage
        order (str) : forces the endianness of this field.

    Methods:
        size () : number of bytes eaten by this field.
        format (): format string that allows to struct.(un)pack the field as a
                       string of bytes.
        unpack (data,offset=0) : unpacks a data from given offset using
            the field internal byte ordering. Returns the object (if count is 0) or the
            list of objects of type typename.
        get (data,offset=0) : returns the field name and the unpacked value
            for this field.
        pack (value) : packs the value with the internal order and returns the
            byte string according to type typename.
    """

    def __init__(self, ftype, fcount=0, fname=None, forder=None, falign=0, fcomment=""):
        self.typename = ftype
        self.type_private = isinstance(ftype, (StructCore))
        self.count = fcount
        self.name = fname
        self.order = forder or "<"
        self._align_value = None
        if falign:
            self.align_value = falign
        self.comment = fcomment

    @property
    def type(self):
        if self.type_private:
            return self.typename
        try:
            cls = StructDefine.All[self.typename]
        except KeyError:
            return None
        else:
            return cls()

[docs]    def format(self):
        "a (non-Raw)Field format is always returned as matching a finite-length string."
        sz = self.size()
        return "%ds" % sz


[docs]    def size(self):
        sz = self.type.size()
        if self.count > 0:
            sz = sz * self.count
        return sz


    @property
    def source(self):
        res = "%s" % self.typename
        if self.count > 0:
            res += "*%d" % self.count
        res += ": %s" % self.name
        if self.comment:
            res += " ;%s" % self.comment
        return res

    def __len__(self):
        return self.size()

    def __eq__(self, other):
        if (
            (self.typename == other.typename)
            and (self.count == other.count)
            and (self.order == other.order)
            and (self._align_value == other._align_value)
        ):
            return True
        else:
            return False

    @property
    def align_value(self):
        if self._align_value:
            return self._align_value
        if isinstance(self.type, Field):
            return self.type.align_value
        return self.type.align_value()

    @align_value.setter
    def align_value(self, val):
        self._align_value = val

    def align(self, offset):
        A = self.align_value
        r = offset % A
        if r == 0:
            return offset
        return offset + (A - r)

[docs]    def unpack(self, data, offset=0):
        "returns a (sequence of count) element(s) of its self.type"
        blob = self.type.unpack(data, offset)
        sz = self.type.size()
        count = self.count
        if count > 0:
            blob = [blob]
            count -= 1
            offset += sz
            while count > 0:
                blob.append(self.type.unpack(data, offset))
                offset += sz
                count -= 1
        return blob


[docs]    def get(self, data, offset=0):
        return (self.name, self.unpack(data, offset))


[docs]    def pack(self, value):
        if self.count > 0:
            return b"".join([self.type.pack(v) for v in value])
        return self.type.pack(value)


    def copy(self):
        cls = self.__class__
        return cls(
            self.typename,
            self.count,
            self.name,
            self.order,
            self._align_value,
            self.comment,
        )

    def __call__(self):
        return self.copy()

    def __repr__(self):
        try:
            fmt = self.type.format()
        except KeyError:
            fmt = "?"
        r = "<Field %s {%s}" % (self.name, fmt)
        if self.count > 0:
            r += "*%d" % self.count
        r += " (%s)>" % self.comment if self.comment else ">"
        return r



# ------------------------------------------------------------------------------


[docs]class RawField(Field):
    """
    A RawField is a Field associated to a *raw* type, i.e. an internal type
    matching a standard C type (u)int8/16/32/64, floats/double, (u)char.
    Contrarily to a generic Field which essentially forward the unpack call to
    its subtype, a RawField relies on the struct package to return the raw
    unpacked value.
    """

[docs]    def format(self):
        fmt = self.typename
        if self.count == 0:
            return fmt
        sz = self.count
        return "%d%s" % (sz, fmt)


    def size(self):
        sz = struct.calcsize(self.typename)
        if self.count > 0:
            sz = sz * self.count
        return sz

[docs]    def unpack(self, data, offset=0):
        pfx = "%d" % self.count if self.count > 0 else ""
        res = struct.unpack(
            self.order + pfx + self.typename, data[offset : offset + self.size()]
        )
        if self.count == 0 or self.typename == "s":
            return res[0]
        if self.typename == "c":
            return b"".join(res)
        return res


    def pack(self, value):
        fmt = self.typename
        pfx = "%d" % self.count if self.count > 0 else ""
        order = self.ORDER if hasattr(self, "ORDER") else self.order
        if fmt=='c' and isinstance(value,bytes):
            fmt = 's'
        res = struct.pack(order + pfx + fmt, value)
        return res

    def __repr__(self):
        fmt = self.typename
        r = "<Field %s [%s]" % (self.name, fmt)
        if self.count > 0:
            r += "*%d" % self.count
        r += " (%s)>" % self.comment if self.comment else ">"
        return r



[docs]class BitField(RawField):
    """
    A BitField is a 0-count RawField with additional subnames and subsizes to allow
    unpack the raw type into several named values each of given bit sizes.
    """

    def __init__(self, ftype, fcount=0, fname=None, forder=None, falign=0, fcomment=""):
        self.typename = ftype
        self.type_private = isinstance(ftype, (StructCore))
        self.count = 0
        self.subsizes = fcount or []
        self.name = None
        self.subnames = fname or []
        self.order = forder or "<"
        self._align_value = None
        if falign:
            self.align_value = falign
        self.comment = fcomment

[docs]    def unpack(self, data, offset=0):
        value = super(BitField,self).unpack(data,offset)
        D = {}
        l = 0
        for name,sz in zip(self.subnames,self.subsizes):
            mask  = (1<<sz)-1
            D[name] = (value>>l)&mask
            l += sz
        return D


    def pack(self, D):
        value = 0
        l = 0
        for x,sz in zip(self.subnames,self.subsizes):
            mask = (1<<sz)-1
            v = (D[x]&mask)<<l
            value |= v
            l += sz
        return super(BitField,self).pack(value)

    def __repr__(self):
        fmt = self.typename
        r = "<Field %s>" % str(["%s:%s"%(n,s) for n,s in zip(self.subnames,
                                                             self.subsizes)])
        return r



# ------------------------------------------------------------------------------


[docs]class VarField(RawField):
    """
    A VarField is a RawField with variable length, associated with a
    termination condition that will end the unpack method.
    An instance of VarField has an infinite size() unless it has been
    unpacked with data.
    """

[docs]    def format(self):
        fmt = self.typename
        cnt = self._sz if hasattr(self, "_sz") else "#"
        return "%s%s" % (cnt, fmt)


    def size(self):
        try:
            return self._sz
        except AttributeError:
            return float("Infinity")

[docs]    def unpack(self, data, offset=0):
        sz1 = struct.calcsize(self.typename)
        el1 = data[offset : offset + sz1]
        el1 = struct.unpack(self.order + self.typename, el1)[0]
        res = [el1]
        pos = offset + sz1
        while not self.terminate(el1):
            el1 = data[pos : pos + sz1]
            el1 = struct.unpack(self.order + self.typename, el1)[0]
            res.append(el1)
            pos += sz1
        self._sz = pos - offset
        if self.typename == "s":
            return b"".join(res)
        if self.typename == "c":
            return b"".join(res)
        return res


    def pack(self, value):
        res = [struct.pack(self.order + self.typename, v) for v in value]
        return b"".join(res)

    def __repr__(self):
        r = "<VarField %s [%s]" % (self.name, self.format())
        r += " (%s)>" % self.comment if self.comment else ">"
        return r

    @staticmethod
    def __default_terminate(val):
        if isinstance(val, bytes):
            return val == b"\0"
        else:
            return val == 0

    def terminate(self, val):
        if hasattr(self, "_terminate"):
            f = self._terminate
            return f(val)
        return self.__default_terminate(val)

    def set_terminate(self, func):
        self._terminate = func



# ------------------------------------------------------------------------------


[docs]class CntField(RawField):
    """
    A CntField is a RawField where the amount of elements to unpack
    is provided as first bytes, encoded as either a byte/word/dword.
    """

[docs]    def format(self):
        fmt = self.typename
        if hasattr(self, "fcount"):
            cnt = "%s%d" % (self.fcount[1:], self.count)
        else:
            cnt = "#"
        return "%s%s" % (cnt, fmt)


    def size(self):
        try:
            return struct.calcsize(self.format())
        except Exception:
            return float("Infinity")

[docs]    def unpack(self, data, offset=0):
        if hasattr(self, "fcount"):
            self.count = self.fcount
        sz = struct.calcsize(self.count[1:])
        nb = data[offset : offset + sz]
        nb = struct.unpack(self.order + self.count[1:], nb)[0]
        self.fcount = self.count
        self.count = nb
        res = struct.unpack(
            self.order + self.format(), data[offset : offset + self.size()]
        )
        if self.count == 0 or self.typename == "s":
            return res[1]
        if self.typename == "c":
            return b"".join(res[1:])
        return res[1:]


    def pack(self, value):
        res = struct.pack(self.order + self.format(), value)
        return res

    def __repr__(self):
        fmt = self.format()
        r = "<Field %s [%s]" % (self.name, fmt)
        r += " (%s)>" % self.comment if self.comment else ">"
        return r



# ------------------------------------------------------------------------------


[docs]class StructDefine(object):
    """
    StructDefine is a decorator class used for defining structures
    by parsing a simple intermediate language input decorating
    a StructFormatter class.
    """

    All = {}
    rawtypes = (
        "x",
        "c",
        "b",
        "B",
        "h",
        "H",
        "i",
        "I",
        "l",
        "L",
        "f",
        "d",
        "s",
        "n",
        "N",
        "p",
        "P",
        "q",
        "Q",
    )
    alignments = {
        "x": 1,
        "c": 1,
        "b": 1,
        "B": 1,
        "s": 1,
        "h": 2,
        "H": 2,
        "i": 4,
        "I": 4,
        "l": 4,
        "L": 4,
        "f": 4,
        "q": 8,
        "Q": 8,
        "d": 8,
        "P": 8,
    }
    integer = pp.Regex(r"[0-9][0-9]*")
    integer.setParseAction(lambda r: int(r[0]))
    bitslen = pp.Group(pp.Suppress("#") + pp.delimitedList(integer,delim='/'))
    symbol = pp.Regex(r"[A-Za-z_][A-Za-z0-9_/]*")
    comment = pp.Suppress(";") + pp.restOfLine
    fieldname = pp.Suppress(":") + pp.Group(
        pp.Optional(pp.Literal(">") | pp.Literal("<"), default=None) + symbol
    )
    inf = pp.Regex(r"~[bBhHiI]?")
    length = integer | symbol | inf | bitslen
    typename = pp.Group(symbol + pp.Optional(pp.Suppress("*") + length, default=0))
    structfmt = pp.OneOrMore(
        pp.Group(typename + fieldname + pp.Optional(comment, default=""))
    )

    def __init__(self, fmt, **kargs):
        self.fields = []
        self.source = fmt
        self.packed = kargs.get("packed", False)
        if "alignments" in kargs:
            self.alignments = kargs["alignments"]
        for l in self.structfmt.parseString(fmt, True).asList():
            f_type, f_name, f_comment = l
            f_order, f_name = f_name
            f_type, f_count = f_type
            if f_order is None and "order" in kargs:
                f_order = kargs["order"]
            if f_type in self.rawtypes:
                f_cls = RawField
                if isinstance(f_count, list):
                    f_cls = BitField
                    f_name = f_name.split('/')
                elif isinstance(f_count, str) and f_count.startswith("~"):
                    f_cls = VarField
                    if f_count[1:] in "bBhHiI":
                        f_cls = CntField
                f_align = self.alignments[f_type]
            else:
                f_cls = Field
                f_type = kargs.get(f_type, f_type)
                f_align = 0
            self.fields.append(
                f_cls(f_type, f_count, f_name, f_order, f_align, f_comment)
            )

    def __call__(self, cls):
        self.All[cls.__name__] = cls
        cls.fields = self.fields
        cls.source = self.source
        cls.packed = self.packed
        cls.fkeys = defaultdict(default_formatter)
        return cls



# ------------------------------------------------------------------------------


[docs]class UnionDefine(StructDefine):
    """
    UnionDefine is a decorator class based on StructDefine,
    used for defining unions.
    """

    def __call__(self, cls):
        self.All[cls.__name__] = cls
        cls.fields = self.fields
        cls.source = self.source
        s = [f.size() for f in cls.fields]
        cls.union = s.index(max(s))
        return cls



# ------------------------------------------------------------------------------


def TypeDefine(newname, typebase, typecount=0, align_value=0):
    if typebase in StructDefine.rawtypes:
        f_cls = RawField
        f_align = align_value or StructDefine.alignments[typebase]
    else:
        f_cls = Field
        f_align = 0
    StructDefine.All[newname] = f_cls(
        typebase, fcount=typecount, falign=f_align, fname="typedef"
    )


#------------------------------------------------------------------------------

[docs]class StructCore(object):
    """
    StructCore is a ParentClass for all user-defined structures based on a
    StructDefine format. This class contains essentially the packing and unpacking
    logic of the structure.

    Note:
    It is mandatory that any class that inherits from StructCore can be
    instanciated with no arguments.
    """

    packed = False
    union  = False

    def __new__(cls, *args, **kargs):
        obj = super(StructCore, cls).__new__(cls)
        obj.fields = [f.copy() for f in cls.fields]
        t = type("container", (object,), {})
        obj._v = t()
        return obj

    def __getitem__(self, fname):
        return getattr(self._v, fname)

    def __setitem__(self, fname, x):
        setattr(self._v, fname, x)

    def __getattr__(self, attr):
        if attr not in self.__dict__:
            return getattr(self._v, attr)
        else:
            return self.__dict__[attr]

    @classmethod
    def format(cls):
        if cls.union is False:
            return "".join((f.format() for f in cls.fields))
        else:
            return cls.fields[cls.union].format()

    @classmethod
    def size(cls):
        A = cls.align_value()
        sz = 0
        for f in cls.fields:
            if cls.union is False and not cls.packed:
                sz = f.align(sz)
            if cls.union is False:
                sz += f.size()
            elif f.size > sz:
                sz = f.size()
        r = sz % A
        if (not cls.packed) and r > 0:
            sz += A - r
        return sz

    def __len__(self):
        """size method is a class method, __len__ computes
        the actual size of the instance"""
        A = self.align_value()
        sz = 0
        for f in self.fields:
            if self.union is False and not self.packed:
                sz = f.align(sz)
            if self.union is False:
                sz += f.size()
            elif f.size > sz:
                sz = f.size()
        r = sz % A
        if (not self.packed) and r > 0:
            sz += A - r
        return sz

    def __eq__(self, other):
        if (
            (self.packed == other.packed)
            and (self.union == other.union)
            and len(self.fields) == len(other.fields)
            and all((sf == of for sf, of in zip(self.fields, other.fields)))
        ):
            return True
        else:
            return False

    @classmethod
    def align_value(cls):
        return max([f.align_value for f in cls.fields])

    def unpack(self, data, offset=0):
        for f in self.fields:
            if self.union is False and not self.packed:
                offset = f.align(offset)
            try:
                value = f.unpack(data, offset)
            except Exception:
                name = self.__class__.__name__
                logger.error("error unpacking %s %s"%(name,str(f)))
                raise StructureError(name)
            else:
                if f.name:
                    setattr(self._v, f.name, value)
                elif hasattr(f,'subnames'):
                    self._v.__dict__.update(value)
            if self.union is False:
                offset += f.size()
        return self

    def pack(self, data=None):
        if data is None:
            data = []
            for f in self.fields:
                if f.name:
                    data.append(getattr(self._v, f.name))
                elif hasattr(f,'subnames'):
                    D = {}
                    for x in self.subnames:
                        D[x] = getattr(self._v,x)
                    data.append(D)
        parts = []
        offset = 0
        for f, v in zip(self.fields, data):
            p = f.pack(v)
            if not self.packed:
                pad = f.align(offset) - offset
                p = b"\0" * pad + p
            parts.append(p)
        if self.union is False:
            res = b"".join(parts)
            if not self.packed:
                res = res.ljust(self.size(), b"\0")
            return res
        else:
            return parts[self.union]

    def offset_of(self, name):
        if self.union is not False:
            return 0
        o = 0
        for f in self.fields:
            if f.name == name:
                return o
            o = f.align(o) + f.size()
        raise AttributeError(name)


# ------------------------------------------------------------------------------

[docs]class StructFormatter(StructCore):
    """
    StructFormatter is the Parent Class for all user-defined structures
    based on a StructDefine format.
    It inherits the core logic from StructCore Parent and provides all
    formatting facilities to pretty print the structures based on wether
    the field is declared as a named constant, an integer of hex value,
    a pointer address, a string or a date.

    Note: Since it inherits from StructCore, it is mandatory that any child
    class can be instanciated with no arguments.
    """

    pfx = ""
    alt = None

    @classmethod
    def func_formatter(cls, **kargs):
        for key, func in kargs.items():
            cls.fkeys[key] = func

    @classmethod
    def address_formatter(cls, *keys):
        for key in keys:
            cls.fkeys[key] = token_address_fmt

    @classmethod
    def name_formatter(cls, *keys):
        for key in keys:
            cls.fkeys[key] = token_name_fmt

    @classmethod
    def flag_formatter(cls, *keys):
        for key in keys:
            cls.fkeys[key] = token_flag_fmt

    def strkey(self, k, cname, ksz=20, formatter=None):
        fmt = "%%s%%-%ds:%%s" % ksz
        if hasattr(self._v, k):
            val = getattr(self._v, k)
            if isinstance(val,StructFormatter):
                val = val.pp__(formatter)
            result = self.fkeys[k](k, val, cls=cname,fmt=formatter)
        else:
            result = "None"
        return fmt % (self.pfx, k, result)

    def pp__(self,fmt=None):
        cname = self.alt or self.__class__.__name__
        ksz = max((len(f.name) for f in self.fields))
        s = []
        for f in self.fields:
            if f.name:
                fs = self.strkey(f.name, cname, ksz, fmt)
                if fs.count("\n") > 0:
                    fs = fs.replace("\n", "\n " + " " * ksz)
            elif hasattr(f,'subnames'):
                fs = "\n".join([self.strkey(n,cname,ksz,fmt) for n in f.subnames])
            s.append(fs)
        s = "\n".join(s)
        return "[%s]\n%s" % (self.__class__.__name__, s)

    def __str__(self):
        return self.pp__()



# ------------------------------------------------------------------------------


[docs]class StructMaker(StructFormatter):
    """
    The StructMaker class is a StructFormatter equipped with methods that
    allow to interactively define and adjust fields at some given offsets
    or when some given sample bytes match a given value.
    """

    fields = []

    @property
    def source(cls):
        return "\n".join((x.source for x in cls.fields))

    @classmethod
    def define(cls, fmt, offset=-1, atvalue=None, indata=b""):
        d = StructDefine(fmt)
        if len(d.fields) > 1:
            logger.warning("can't define more than one field at a time...")
        f = d.fields[0]
        if atvalue != None:
            s = f.pack(atvalue)
            offset = indata.find(s)
            logger.info("value found at offset %d" % offset)
        if offset >= 0:
            newf = []
            pos = 0
            for x in cls.fields:
                lx = pos + len(x)
                if pos <= offset < lx:
                    if x.name == "#undef":
                        count = offset - pos
                        if count > 0:
                            newf.append(RawField("s", count, "#undef"))
                        newf.append(f)
                        count = lx - (offset + len(f))
                        if count > 0:
                            newf.append(RawField("s", count, "#undef"))
                    else:
                        logger.error("can't overlap existing field!")
                        return None
                else:
                    newf.append(x)
                pos = lx
            if offset >= pos:
                count = offset - pos
                if count > 0:
                    newf.append(RawField("s", count, "#undef"))
                newf.append(f)
            cls.fields = newf
            return f
        else:
            return None



# ------------------------------------------------------------------------------


[docs]def StructFactory(name, fmt, **kargs):
    "Returns a StructFormatter class build with name and format"
    return StructDefine(fmt, **kargs)(type(name, (StructFormatter,), {}))



[docs]def UnionFactory(name, fmt, **kargs):
    "Returns a StructFormatter (union) class build with name and format"
    return UnionDefine(fmt, **kargs)(type(name, (StructFormatter,), {}))



# ------------------------------------------------------------------------------

# our data structures exception handler:
[docs]class StructureError(Exception):
    def __init__(self, message):
        self.message = message

    def __str__(self):
        return str(self.message)





          

      

      

    

  

    
      
          
            
  Source code for system.utils

# -*- coding: utf-8 -*-

# This code is part of Amoco
# Copyright (C) 2014 Axel Tillequin (bdcht3@gmail.com)
# published under GPLv2 license

"""
system/utils.py
===============

The system utils module implements various binary file format like
Intel HEX or Motorola SREC, commonly used for programming MCU, EEPROMs, etc.
"""

import struct
from amoco.system.core import DataIO, BinFormat
from amoco.logger import Log

logger = Log(__name__)
logger.debug("loading module")

from amoco.ui.render import Token, highlight

from collections import defaultdict
import codecs

# our exception handler:
[docs]class FormatError(Exception):
    def __init__(self, message):
        self.message = message

    def __str__(self):
        return str(self.message)



##

# ------------------------------------------------------------------------------
# formatting facilities:

# init of reverse dict to get constant name from value.
# This dict is updated by using 'with' statement of Consts.
HEX_CONSTS = defaultdict(dict)


class Consts(object):
    def __init__(self, name):
        self.name = name

    def __enter__(self):
        HEX_CONSTS[self.name] = {}
        self.globnames = set(globals().keys())

    def __exit__(self, exc_type, exc_value, traceback):
        G = globals()
        for k in set(G.keys()) - self.globnames:
            HEX_CONSTS[self.name][G[k]] = k


def token_address_fmt(k, x, cls=None, fmt=None):
    return highlight([(Token.Address, "0x%04x" % x)])


def token_constant_fmt(k, x, cls=None, fmt=None):
    try:
        s = x.pp__()
    except AttributeError:
        s = str(x)
    return highlight([(Token.Constant, s)],fmt)


def token_name_fmt(k, x, cls=None, fmt=None):
    try:
        return highlight([(Token.Name, HEX_CONSTS[k][x])],fmt)
    except KeyError:
        return token_constant_fmt(k, x, cls, fmt)


# The HEX Constants.
# ------------------------------------------------------------------------------

with Consts("HEXcode"):
    Data = 0
    EndOfFile = 1
    ExtendedSegmentAddress = 2
    StartSegmentAddress = 3
    ExtendedLinearAddress = 4
    StartLinearAddress = 5

# ------------------------------------------------------------------------------


[docs]class HEX(BinFormat):
    is_HEX = True
    def __init__(self, f, offset=0):
        self.L = []
        self._filename = f.name
        self._entrypoint = 0
        for line in f.readlines():
            l = HEXline(line)
            if l.HEXcode == StartSegmentAddress:
                self._entrypoint = (l.cs, l.ip)
            elif l.HEXcode == StartLinearAddress:
                self.entrypoint = l.eip
            self.L.append(l)

    @property
    def entrypoints(self):
        return [self._entrypoint]

    @property
    def filename(self):
        return self._filename

    def load_binary(self, mmap=None):
        seg = 0
        ela = 0
        mem = []
        for l in self.L:
            if l.HEXcode == ExtendedSegmentAddress:
                seg = l.base
            elif l.HEXcode == ExtendedLinearAddress:
                ela = l.ela
            elif l.HEXcode == Data:
                if ela:
                    address = (ela << 16) + l.address
                elif seg:
                    address = (seg * 16) + l.address
                else:
                    address = l.address
                mem.append((address, l.data))
        if mmap is not None:
            for k, v in mem:
                mmap.write(k, v)
        return mem

    def __str__(self):
        return "\n".join((str(l) for l in self.L))



# ------------------------------------------------------------------------------


class HEXline(object):
    def __init__(self, data):
        self.HEXcode = None
        self.set(data.strip())

    def set(self, line):
        try:
            assert line[0:1] == b":"
            self.count = int(line[1:3], 16)
            self.address = int(line[3:7], 16)
            self.HEXcode = int(line[7:9], 16)
            c = 9 + 2 * self.count
            self.data = codecs.decode(line[9:c], "hex")
            s = codecs.decode(line[1:-2], "hex")
            if isinstance(s, str):
                s = (ord(x) for x in s)
            cksum = -(sum(s) & 0xFF)
            self.cksum = cksum & 0xFF
            assert self.cksum == int(line[-2:], 16)
        except (AssertionError, ValueError):
            raise FormatError(line)
        v = codecs.encode(self.data, "hex")
        if self.HEXcode == ExtendedSegmentAddress:
            assert self.count == 2
            self.base = int(v, 16)
        if self.HEXcode == StartSegmentAddress:
            assert self.count == 4
            self.cs = int(v[:4], 16)
            self.ip = int(v[4:], 16)
        if self.HEXcode == ExtendedLinearAddress:
            assert self.count == 2
            self.ela = int(v, 16)
        if self.HEXcode == StartLinearAddress:
            assert self.count == 4
            self.eip = int(v, 16)

    def pack(self):
        s = ":%02X%04X%02X" % (self.count, self.address, self.HEXcode)
        s += codecs.encode(self.data, "hex").upper()
        s += "%02X" % self.cksum
        return s

    def __str__(self):
        h = token_name_fmt("HEXcode", self.HEXcode)
        if self.HEXcode == Data:
            return "[%s] %s: '%s'" % (
                h,
                token_address_fmt(None, self.address),
                codecs.encode(self.data, "hex"),
            )
        if self.HEXcode == EndOfFile:
            return "[%s]" % h
        if self.HEXcode == ExtendedSegmentAddress:
            return "[%s] %s" % (h, token_address_fmt(None, self.base))
        if self.HEXcode == StartSegmentAdress:
            return "[%s] %s:%s" % (
                h,
                token_address_fmt(None, self.cs),
                token_address_fmt(None, self.ip),
            )
        if self.HEXcode == ExtendedLinearAddress:
            return "[%s] %s" % (h, token_address_fmt(None, self.ela))


# ------------------------------------------------------------------------------

# The SREC Constants.
# ------------------------------------------------------------------------------

with Consts("SREC"):
    Header = 0
    Data16 = 1
    Data24 = 2
    Data32 = 3

    Count16 = 5
    Count24 = 6
    Start32 = 7
    Start24 = 8
    Start16 = 9

# ------------------------------------------------------------------------------


[docs]class SREC(BinFormat):
    is_SREC = True
    def __init__(self, f, offset=0):
        self.L = []
        self._entrypoint = 0
        self._filename = f.name
        for line in f.readlines():
            count = 0
            l = SRECline(line)
            if l.SRECtype == Header:
                self.name = l.data
            elif l.SRECtype in (Start16, Start24, Start32):
                self.entrypoint = l.address
            elif l.SRECtype in (Count16, Count24):
                assert count == l.address
            else:
                count += 1
            self.L.append(l)

    @property
    def entrypoints(self):
        return [self._entrypoint]

    @property
    def filename(self):
        return self._filename

    def load_binary(self, mmap=None):
        mem = []
        for l in self.L:
            mem.append((l.address, l.data))
        if mmap:
            for (k, v) in mem:
                mmap.write(k, v)
        return mem

    def __str__(self):
        return "\n".join((str(l) for l in self.L))



# ------------------------------------------------------------------------------


class SRECline(object):
    def __init__(self, data):
        self.SRECtype = None
        self.set(data.strip())

    def set(self, line):
        try:
            assert line[0:1] == b"S"
            # type:
            self.SRECtype = int(line[1:2], 10)
            # byte count:
            self.count = int(line[2:4], 16)
            # address:
            l = [4, 4, 6, 8, 0, 4, 6, 8, 6, 4][self.SRECtype]
            self.size = l
            self.address = int(line[4 : 4 + l], 16)
            # data:
            # c = 4+l+2*self.count
            self.data = codecs.decode(line[4 + l : -2], "hex")
            assert self.count == (l / 2) + len(self.data) + 1
            # checksum:
            s = codecs.decode(line[2:-2], "hex")
            if isinstance(s, str):
                s = (ord(x) for x in s)
            cksum = sum(s) & 0xFF
            self.cksum = cksum ^ 0xFF
            assert self.cksum == int(line[-2:], 16)
        except (AssertionError, ValueError):
            raise FormatError(line)

    def pack(self):
        s = "S%1d%02X" % (self.SRECtype, self.count)
        fa = "%%0%dX" % self.size
        s += fa % self.address
        s += codecs.encode(self.data, "hex").upper()
        s += "%02X" % self.cksum
        return s

    def __str__(self):
        h = token_name_fmt("SRECtype", self.SRECtype)
        if self.SRECtype == Header:
            return "[%s] %s: '%s'" % (
                h,
                token_address_fmt(None, self.address),
                self.data,
            )
        if self.SRECtype in (Data16, Data24, Data32):
            return "[%s] %s: '%s'" % (
                h,
                token_address_fmt(None, self.address),
                codecs.encode(self.data, "hex"),
            )
        if self.SRECtype in (Count16, Count24):
            return "[%s] %s" % (h, token_constant_fmt(None, self.address))
        if self.SRECtype in (Start16, Start24, Start32):
            return "[%s] %s" % (h, token_address_fmt(None, self.address))


def read_leb128(data, sign=1):
    result = 0
    shift = 0
    count = 0
    for b in data:
        if isinstance(b, bytes):
            b = ord(b)
        count += 1
        result |= (b & 0x7F) << shift
        shift += 7
        if b & 0x80 == 0:
            break
    if sign < 0 and (b & 0x40):
        result |= ~0 << shift
    return result, count


def read_uleb128(data):
    return read_leb128(data)


def read_sleb128(data):
    return read_leb128(data, -1)




          

      

      

    

  

    
      
          
            
  Source code for traitlets.traitlets

"""
A lightweight Traits like module.

This is designed to provide a lightweight, simple, pure Python version of
many of the capabilities of enthought.traits.  This includes:

* Validation
* Type specification with defaults
* Static and dynamic notification
* Basic predefined types
* An API that is similar to enthought.traits

We don't support:

* Delegation
* Automatic GUI generation
* A full set of trait types.  Most importantly, we don't provide container
  traits (list, dict, tuple) that can trigger notifications if their
  contents change.
* API compatibility with enthought.traits

There are also some important difference in our design:

* enthought.traits does not validate default values.  We do.

We choose to create this module because we need these capabilities, but
we need them to be pure Python so they work in all Python implementations,
including Jython and IronPython.

Inheritance diagram:

.. inheritance-diagram:: traitlets.traitlets
   :parts: 3
"""

# Copyright (c) IPython Development Team.
# Distributed under the terms of the Modified BSD License.
#
# Adapted from enthought.traits, Copyright (c) Enthought, Inc.,
# also under the terms of the Modified BSD License.

from ast import literal_eval
import contextlib
import inspect
import os
import re
import sys
import types
import enum
from warnings import warn, warn_explicit

from .utils.getargspec import getargspec
from .utils.importstring import import_item
from .utils.sentinel import Sentinel
from .utils.bunch import Bunch
from .utils.descriptions import describe, class_of, add_article, repr_type

SequenceTypes = (list, tuple, set, frozenset)

# backward compatibility, use to differ between Python 2 and 3.
ClassTypes = (type,)

# exports:

__all__ = [
    "default",
    "validate",
    "observe",
    "observe_compat",
    "link",
    "directional_link",
    "dlink",
    "Undefined",
    "All",
    "NoDefaultSpecified",
    "TraitError",
    "HasDescriptors",
    "HasTraits",
    "MetaHasDescriptors",
    "MetaHasTraits",
    "BaseDescriptor",
    "TraitType",
    "parse_notifier_name",
]

# any TraitType subclass (that doesn't start with _) will be added automatically

#-----------------------------------------------------------------------------
# Basic classes
#-----------------------------------------------------------------------------


Undefined = Sentinel('Undefined', 'traitlets',
'''
Used in Traitlets to specify that no defaults are set in kwargs
'''
)

All = Sentinel('All', 'traitlets',
'''
Used in Traitlets to listen to all types of notification or to notifications
from all trait attributes.
'''
)

# Deprecated alias
NoDefaultSpecified = Undefined

class TraitError(Exception):
    pass

#-----------------------------------------------------------------------------
# Utilities
#-----------------------------------------------------------------------------

_name_re = re.compile(r"[a-zA-Z_][a-zA-Z0-9_]*$")

def isidentifier(s):
    return s.isidentifier()

_deprecations_shown = set()
def _should_warn(key):
    """Add our own checks for too many deprecation warnings.

    Limit to once per package.
    """
    env_flag = os.environ.get('TRAITLETS_ALL_DEPRECATIONS')
    if env_flag and env_flag != '0':
        return True

    if key not in _deprecations_shown:
        _deprecations_shown.add(key)
        return True
    else:
        return False

def _deprecated_method(method, cls, method_name, msg):
    """Show deprecation warning about a magic method definition.

    Uses warn_explicit to bind warning to method definition instead of triggering code,
    which isn't relevant.
    """
    warn_msg = "{classname}.{method_name} is deprecated in traitlets 4.1: {msg}".format(
        classname=cls.__name__, method_name=method_name, msg=msg
    )

    for parent in inspect.getmro(cls):
        if method_name in parent.__dict__:
            cls = parent
            break
    # limit deprecation messages to once per package
    package_name = cls.__module__.split('.', 1)[0]
    key = (package_name, msg)
    if not _should_warn(key):
        return
    try:
        fname = inspect.getsourcefile(method) or "<unknown>"
        lineno = inspect.getsourcelines(method)[1] or 0
    except (OSError, TypeError) as e:
        # Failed to inspect for some reason
        warn(warn_msg + ('\n(inspection failed) %s' % e), DeprecationWarning)
    else:
        warn_explicit(warn_msg, DeprecationWarning, fname, lineno)

def _safe_literal_eval(s):
    """Safely evaluate an expression

    Returns original string if eval fails.

    Use only where types are ambiguous.
    """
    try:
        return literal_eval(s)
    except (NameError, SyntaxError, ValueError):
        return s

def is_trait(t):
    """ Returns whether the given value is an instance or subclass of TraitType.
    """
    return (isinstance(t, TraitType) or
            (isinstance(t, type) and issubclass(t, TraitType)))


def parse_notifier_name(names):
    """Convert the name argument to a list of names.

    Examples
    --------
    >>> parse_notifier_name([])
    [All]
    >>> parse_notifier_name("a")
    ['a']
    >>> parse_notifier_name(["a", "b"])
    ['a', 'b']
    >>> parse_notifier_name(All)
    [All]
    """
    if names is All or isinstance(names, str):
        return [names]
    else:
        if not names or All in names:
            return [All]
        for n in names:
            if not isinstance(n, str):
                raise TypeError("names must be strings, not %r" % n)
        return names


class _SimpleTest:
    def __init__ ( self, value ): self.value = value
    def __call__ ( self, test  ):
        return test == self.value
    def __repr__(self):
        return "<SimpleTest(%r)" % self.value
    def __str__(self):
        return self.__repr__()


def getmembers(object, predicate=None):
    """A safe version of inspect.getmembers that handles missing attributes.

    This is useful when there are descriptor based attributes that for
    some reason raise AttributeError even though they exist.  This happens
    in zope.inteface with the __provides__ attribute.
    """
    results = []
    for key in dir(object):
        try:
            value = getattr(object, key)
        except AttributeError:
            pass
        else:
            if not predicate or predicate(value):
                results.append((key, value))
    results.sort()
    return results

def _validate_link(*tuples):
    """Validate arguments for traitlet link functions"""
    for t in tuples:
        if not len(t) == 2:
            raise TypeError("Each linked traitlet must be specified as (HasTraits, 'trait_name'), not %r" % t)
        obj, trait_name = t
        if not isinstance(obj, HasTraits):
            raise TypeError("Each object must be HasTraits, not %r" % type(obj))
        if not trait_name in obj.traits():
            raise TypeError("%r has no trait %r" % (obj, trait_name))

class link(object):
    """Link traits from different objects together so they remain in sync.

    Parameters
    ----------
    source : (object / attribute name) pair
    target : (object / attribute name) pair
    transform: iterable with two callables (optional)
        Data transformation between source and target and target and source.

    Examples
    --------
    >>> c = link((src, "value"), (tgt, "value"))
    >>> src.value = 5  # updates other objects as well
    """
    updating = False

    def __init__(self, source, target, transform=None):
        _validate_link(source, target)
        self.source, self.target = source, target
        self._transform, self._transform_inv = (
            transform if transform else (lambda x: x,) * 2)

        self.link()

    def link(self):
        try:
            setattr(self.target[0], self.target[1],
                    self._transform(getattr(self.source[0], self.source[1])))

        finally:
            self.source[0].observe(self._update_target, names=self.source[1])
            self.target[0].observe(self._update_source, names=self.target[1])

    @contextlib.contextmanager
    def _busy_updating(self):
        self.updating = True
        try:
            yield
        finally:
            self.updating = False

    def _update_target(self, change):
        if self.updating:
            return
        with self._busy_updating():
            setattr(self.target[0], self.target[1], self._transform(change.new))
            if getattr(self.source[0], self.source[1]) != change.new:
                raise TraitError(
                    "Broken link {}: the source value changed while updating "
                    "the target.".format(self))

    def _update_source(self, change):
        if self.updating:
            return
        with self._busy_updating():
            setattr(self.source[0], self.source[1],
                    self._transform_inv(change.new))
            if getattr(self.target[0], self.target[1]) != change.new:
                raise TraitError(
                    "Broken link {}: the target value changed while updating "
                    "the source.".format(self))

    def unlink(self):
        self.source[0].unobserve(self._update_target, names=self.source[1])
        self.target[0].unobserve(self._update_source, names=self.target[1])


class directional_link(object):
    """Link the trait of a source object with traits of target objects.

    Parameters
    ----------
    source : (object, attribute name) pair
    target : (object, attribute name) pair
    transform: callable (optional)
        Data transformation between source and target.

    Examples
    --------
    >>> c = directional_link((src, "value"), (tgt, "value"))
    >>> src.value = 5  # updates target objects
    >>> tgt.value = 6  # does not update source object
    """
    updating = False

    def __init__(self, source, target, transform=None):
        self._transform = transform if transform else lambda x: x
        _validate_link(source, target)
        self.source, self.target = source, target
        self.link()

    def link(self):
        try:
            setattr(self.target[0], self.target[1],
                    self._transform(getattr(self.source[0], self.source[1])))
        finally:
            self.source[0].observe(self._update, names=self.source[1])

    @contextlib.contextmanager
    def _busy_updating(self):
        self.updating = True
        try:
            yield
        finally:
            self.updating = False

    def _update(self, change):
        if self.updating:
            return
        with self._busy_updating():
            setattr(self.target[0], self.target[1],
                    self._transform(change.new))

    def unlink(self):
        self.source[0].unobserve(self._update, names=self.source[1])

dlink = directional_link


#-----------------------------------------------------------------------------
# Base Descriptor Class
#-----------------------------------------------------------------------------


class BaseDescriptor(object):
    """Base descriptor class

    Notes
    -----
    This implements Python's descriptor protocol.

    This class is the base class for all such descriptors.  The
    only magic we use is a custom metaclass for the main :class:`HasTraits`
    class that does the following:

    1. Sets the :attr:`name` attribute of every :class:`BaseDescriptor`
       instance in the class dict to the name of the attribute.
    2. Sets the :attr:`this_class` attribute of every :class:`BaseDescriptor`
       instance in the class dict to the *class* that declared the trait.
       This is used by the :class:`This` trait to allow subclasses to
       accept superclasses for :class:`This` values.
    """

    name = None
    this_class = None

    def class_init(self, cls, name):
        """Part of the initialization which may depend on the underlying
        HasDescriptors class.

        It is typically overloaded for specific types.

        This method is called by :meth:`MetaHasDescriptors.__init__`
        passing the class (`cls`) and `name` under which the descriptor
        has been assigned.
        """
        self.this_class = cls
        self.name = name

    def subclass_init(self, cls):
        pass

    def instance_init(self, obj):
        """Part of the initialization which may depend on the underlying
        HasDescriptors instance.

        It is typically overloaded for specific types.

        This method is called by :meth:`HasTraits.__new__` and in the
        :meth:`BaseDescriptor.instance_init` method of descriptors holding
        other descriptors.
        """
        pass


class TraitType(BaseDescriptor):
    """A base class for all trait types.
    """

    metadata = {}
    allow_none = False
    read_only = False
    info_text = 'any value'
    default_value = Undefined

    def __init__(self, default_value=Undefined, allow_none=False, read_only=None, help=None,
        config=None, **kwargs):
        """Declare a traitlet.

        If *allow_none* is True, None is a valid value in addition to any
        values that are normally valid. The default is up to the subclass.
        For most trait types, the default value for ``allow_none`` is False.

        Extra metadata can be associated with the traitlet using the .tag() convenience method
        or by using the traitlet instance's .metadata dictionary.
        """
        if default_value is not Undefined:
            self.default_value = default_value
        if allow_none:
            self.allow_none = allow_none
        if read_only is not None:
            self.read_only = read_only
        self.help = help if help is not None else ''

        if len(kwargs) > 0:
            stacklevel = 1
            f = inspect.currentframe()
            # count supers to determine stacklevel for warning
            while f.f_code.co_name == '__init__':
                stacklevel += 1
                f = f.f_back
            mod = f.f_globals.get('__name__') or ''
            pkg = mod.split('.', 1)[0]
            key = tuple(['metadata-tag', pkg] + sorted(kwargs))
            if _should_warn(key):
                warn("metadata %s was set from the constructor. "
                     "With traitlets 4.1, metadata should be set using the .tag() method, "
                     "e.g., Int().tag(key1='value1', key2='value2')" % (kwargs,),
                     DeprecationWarning, stacklevel=stacklevel)
            if len(self.metadata) > 0:
                self.metadata = self.metadata.copy()
                self.metadata.update(kwargs)
            else:
                self.metadata = kwargs
        else:
            self.metadata = self.metadata.copy()
        if config is not None:
            self.metadata['config'] = config

        # We add help to the metadata during a deprecation period so that
        # code that looks for the help string there can find it.
        if help is not None:
            self.metadata['help'] = help

    def from_string(self, s):
        """Get a value from a config string

        such as an environment variable or CLI arguments.

        Traits can override this method to define their own
        parsing of config strings.

        .. seealso:: item_from_string

        .. versionadded:: 5.0
        """
        if self.allow_none and s == 'None':
            return None
        return s

    def default(self, obj=None):
        """The default generator for this trait

        Notes
        -----
        This method is registered to HasTraits classes during ``class_init``
        in the same way that dynamic defaults defined by ``@default`` are.
        """
        if self.default_value is not Undefined:
            return self.default_value
        elif hasattr(self, 'make_dynamic_default'):
            return self.make_dynamic_default()
        else:
            # Undefined will raise in TraitType.get
            return self.default_value

    def get_default_value(self):
        """DEPRECATED: Retrieve the static default value for this trait.
        Use self.default_value instead
        """
        warn("get_default_value is deprecated in traitlets 4.0: use the .default_value attribute", DeprecationWarning,
             stacklevel=2)
        return self.default_value

    def init_default_value(self, obj):
        """DEPRECATED: Set the static default value for the trait type.
        """
        warn("init_default_value is deprecated in traitlets 4.0, and may be removed in the future", DeprecationWarning,
             stacklevel=2)
        value = self._validate(obj, self.default_value)
        obj._trait_values[self.name] = value
        return value

    def get(self, obj, cls=None):
        try:
            value = obj._trait_values[self.name]
        except KeyError:
            # Check for a dynamic initializer.
            default = obj.trait_defaults(self.name)
            if default is Undefined:
                warn(
                    "Explicit using of Undefined as the default value "
                    "is deprecated in traitlets 5.0, and may cause "
                    "exceptions in the future.",
                    DeprecationWarning,
                    stacklevel=2
                )
            with obj.cross_validation_lock:
                value = self._validate(obj, default)
            obj._trait_values[self.name] = value
            obj._notify_observers(Bunch(
                name=self.name,
                value=value,
                owner=obj,
                type='default',
            ))
            return value
        except Exception:
            # This should never be reached.
            raise TraitError('Unexpected error in TraitType: '
                             'default value not set properly')
        else:
            return value

    def __get__(self, obj, cls=None):
        """Get the value of the trait by self.name for the instance.

        Default values are instantiated when :meth:`HasTraits.__new__`
        is called.  Thus by the time this method gets called either the
        default value or a user defined value (they called :meth:`__set__`)
        is in the :class:`HasTraits` instance.
        """
        if obj is None:
            return self
        else:
            return self.get(obj, cls)

    def set(self, obj, value):
        new_value = self._validate(obj, value)
        try:
            old_value = obj._trait_values[self.name]
        except KeyError:
            old_value = self.default_value

        obj._trait_values[self.name] = new_value
        try:
            silent = bool(old_value == new_value)
        except Exception:
            # if there is an error in comparing, default to notify
            silent = False
        if silent is not True:
            # we explicitly compare silent to True just in case the equality
            # comparison above returns something other than True/False
            obj._notify_trait(self.name, old_value, new_value)

    def __set__(self, obj, value):
        """Set the value of the trait by self.name for the instance.

        Values pass through a validation stage where errors are raised when
        impropper types, or types that cannot be coerced, are encountered.
        """
        if self.read_only:
            raise TraitError('The "%s" trait is read-only.' % self.name)
        else:
            self.set(obj, value)

    def _validate(self, obj, value):
        if value is None and self.allow_none:
            return value
        if hasattr(self, 'validate'):
            value = self.validate(obj, value)
        if obj._cross_validation_lock is False:
            value = self._cross_validate(obj, value)
        return value

    def _cross_validate(self, obj, value):
        if self.name in obj._trait_validators:
            proposal = Bunch({'trait': self, 'value': value, 'owner': obj})
            value = obj._trait_validators[self.name](obj, proposal)
        elif hasattr(obj, '_%s_validate' % self.name):
            meth_name = '_%s_validate' % self.name
            cross_validate = getattr(obj, meth_name)
            _deprecated_method(cross_validate, obj.__class__, meth_name,
                "use @validate decorator instead.")
            value = cross_validate(value, self)
        return value

    def __or__(self, other):
        if isinstance(other, Union):
            return Union([self] + other.trait_types)
        else:
            return Union([self, other])

    def info(self):
        return self.info_text

    def error(self, obj, value, error=None, info=None):
        """Raise a TraitError

        Parameters
        ----------
        obj : HasTraits or None
            The instance which owns the trait. If not
            object is given, then an object agnostic
            error will be raised.
        value : any
            The value that caused the error.
        error : Exception (default: None)
            An error that was raised by a child trait.
            The arguments of this exception should be
            of the form ``(value, info, *traits)``.
            Where the ``value`` and ``info`` are the
            problem value, and string describing the
            expected value. The ``traits`` are a series
            of :class:`TraitType` instances that are
            "children" of this one (the first being
            the deepest).
        info : str (default: None)
            A description of the expected value. By
            default this is infered from this trait's
            ``info`` method.
        """
        if error is not None:
            # handle nested error
            error.args += (self,)
            if self.name is not None:
                # this is the root trait that must format the final message
                chain = " of ".join(describe("a", t) for t in error.args[2:])
                if obj is not None:
                    error.args = ("The '%s' trait of %s instance contains %s which "
                        "expected %s, not %s." % (self.name, describe("an", obj),
                        chain, error.args[1], describe("the", error.args[0])),)
                else:
                    error.args = ("The '%s' trait contains %s which "
                        "expected %s, not %s." % (self.name, chain,
                        error.args[1], describe("the", error.args[0])),)
            raise error
        else:
            # this trait caused an error
            if self.name is None:
                # this is not the root trait
                raise TraitError(value, info or self.info(), self)
            else:
                # this is the root trait
                if obj is not None:
                    e = "The '%s' trait of %s instance expected %s, not %s." % (
                        self.name, class_of(obj), self.info(), describe("the", value))
                else:
                    e = "The '%s' trait expected %s, not %s." % (
                        self.name, self.info(), describe("the", value))
                raise TraitError(e)

    def get_metadata(self, key, default=None):
        """DEPRECATED: Get a metadata value.

        Use .metadata[key] or .metadata.get(key, default) instead.
        """
        if key == 'help':
            msg = "use the instance .help string directly, like x.help"
        else:
            msg = "use the instance .metadata dictionary directly, like x.metadata[key] or x.metadata.get(key, default)"
        warn("Deprecated in traitlets 4.1, " + msg, DeprecationWarning, stacklevel=2)
        return self.metadata.get(key, default)

    def set_metadata(self, key, value):
        """DEPRECATED: Set a metadata key/value.

        Use .metadata[key] = value instead.
        """
        if key == 'help':
            msg = "use the instance .help string directly, like x.help = value"
        else:
            msg = "use the instance .metadata dictionary directly, like x.metadata[key] = value"
        warn("Deprecated in traitlets 4.1, " + msg, DeprecationWarning, stacklevel=2)
        self.metadata[key] = value

    def tag(self, **metadata):
        """Sets metadata and returns self.

        This allows convenient metadata tagging when initializing the trait, such as:

        >>> Int(0).tag(config=True, sync=True)
        """
        maybe_constructor_keywords = set(metadata.keys()).intersection({'help','allow_none', 'read_only', 'default_value'})
        if maybe_constructor_keywords:
            warn('The following attributes are set in using `tag`, but seem to be constructor keywords arguments: %s '%
                    maybe_constructor_keywords, UserWarning, stacklevel=2)

        self.metadata.update(metadata)
        return self

    def default_value_repr(self):
        return repr(self.default_value)

#-----------------------------------------------------------------------------
# The HasTraits implementation
#-----------------------------------------------------------------------------

class _CallbackWrapper(object):
    """An object adapting a on_trait_change callback into an observe callback.

    The comparison operator __eq__ is implemented to enable removal of wrapped
    callbacks.
    """

    def __init__(self, cb):
        self.cb = cb
        # Bound methods have an additional 'self' argument.
        offset = -1 if isinstance(self.cb, types.MethodType) else 0
        self.nargs = len(getargspec(cb)[0]) + offset
        if (self.nargs > 4):
            raise TraitError('a trait changed callback must have 0-4 arguments.')

    def __eq__(self, other):
        # The wrapper is equal to the wrapped element
        if isinstance(other, _CallbackWrapper):
            return self.cb == other.cb
        else:
            return self.cb == other

    def __call__(self, change):
        # The wrapper is callable
        if self.nargs == 0:
            self.cb()
        elif self.nargs == 1:
            self.cb(change.name)
        elif self.nargs == 2:
            self.cb(change.name, change.new)
        elif self.nargs == 3:
            self.cb(change.name, change.old, change.new)
        elif self.nargs == 4:
            self.cb(change.name, change.old, change.new, change.owner)

def _callback_wrapper(cb):
    if isinstance(cb, _CallbackWrapper):
        return cb
    else:
        return _CallbackWrapper(cb)


class MetaHasDescriptors(type):
    """A metaclass for HasDescriptors.

    This metaclass makes sure that any TraitType class attributes are
    instantiated and sets their name attribute.
    """

    def __new__(mcls, name, bases, classdict):
        """Create the HasDescriptors class."""
        for k, v in classdict.items():
            # ----------------------------------------------------------------
            # Support of deprecated behavior allowing for TraitType types
            # to be used instead of TraitType instances.
            if inspect.isclass(v) and issubclass(v, TraitType):
                warn("Traits should be given as instances, not types (for example, `Int()`, not `Int`)."
                     " Passing types is deprecated in traitlets 4.1.",
                     DeprecationWarning, stacklevel=2)
                classdict[k] = v()
            # ----------------------------------------------------------------

        return super(MetaHasDescriptors, mcls).__new__(mcls, name, bases, classdict)

    def __init__(cls, name, bases, classdict):
        """Finish initializing the HasDescriptors class."""
        super(MetaHasDescriptors, cls).__init__(name, bases, classdict)
        cls.setup_class(classdict)

    def setup_class(cls, classdict):
        """Setup descriptor instance on the class

        This sets the :attr:`this_class` and :attr:`name` attributes of each
        BaseDescriptor in the class dict of the newly created ``cls`` before
        calling their :attr:`class_init` method.
        """
        for k, v in classdict.items():
            if isinstance(v, BaseDescriptor):
                v.class_init(cls, k)

        for k, v in getmembers(cls):
            if isinstance(v, BaseDescriptor):
                v.subclass_init(cls)


class MetaHasTraits(MetaHasDescriptors):
    """A metaclass for HasTraits."""

    def setup_class(cls, classdict):
        cls._trait_default_generators = {}
        super(MetaHasTraits, cls).setup_class(classdict)


def observe(*names, **kwargs):
    """A decorator which can be used to observe Traits on a class.

    The handler passed to the decorator will be called with one ``change``
    dict argument. The change dictionary at least holds a 'type' key and a
    'name' key, corresponding respectively to the type of notification and the
    name of the attribute that triggered the notification.

    Other keys may be passed depending on the value of 'type'. In the case
    where type is 'change', we also have the following keys:
    * ``owner`` : the HasTraits instance
    * ``old`` : the old value of the modified trait attribute
    * ``new`` : the new value of the modified trait attribute
    * ``name`` : the name of the modified trait attribute.

    Parameters
    ----------
    *names
        The str names of the Traits to observe on the object.
    type : str, kwarg-only
        The type of event to observe (e.g. 'change')
    """
    if not names:
        raise TypeError("Please specify at least one trait name to observe.")
    for name in names:
        if name is not All and not isinstance(name, str):
            raise TypeError("trait names to observe must be strings or All, not %r" % name)
    return ObserveHandler(names, type=kwargs.get('type', 'change'))


def observe_compat(func):
    """Backward-compatibility shim decorator for observers

    Use with:

    @observe('name')
    @observe_compat
    def _foo_changed(self, change):
        ...

    With this, `super()._foo_changed(self, name, old, new)` in subclasses will still work.
    Allows adoption of new observer API without breaking subclasses that override and super.
    """
    def compatible_observer(self, change_or_name, old=Undefined, new=Undefined):
        if isinstance(change_or_name, dict):
            change = change_or_name
        else:
            clsname = self.__class__.__name__
            warn("A parent of %s._%s_changed has adopted the new (traitlets 4.1) @observe(change) API" % (
                clsname, change_or_name), DeprecationWarning)
            change = Bunch(
                type='change',
                old=old,
                new=new,
                name=change_or_name,
                owner=self,
            )
        return func(self, change)
    return compatible_observer


def validate(*names):
    """A decorator to register cross validator of HasTraits object's state
    when a Trait is set.

    The handler passed to the decorator must have one ``proposal`` dict argument.
    The proposal dictionary must hold the following keys:

    * ``owner`` : the HasTraits instance
    * ``value`` : the proposed value for the modified trait attribute
    * ``trait`` : the TraitType instance associated with the attribute

    Parameters
    ----------
    names
        The str names of the Traits to validate.

    Notes
    -----
    Since the owner has access to the ``HasTraits`` instance via the 'owner' key,
    the registered cross validator could potentially make changes to attributes
    of the ``HasTraits`` instance. However, we recommend not to do so. The reason
    is that the cross-validation of attributes may run in arbitrary order when
    exiting the ``hold_trait_notifications`` context, and such changes may not
    commute.
    """
    if not names:
        raise TypeError("Please specify at least one trait name to validate.")
    for name in names:
        if name is not All and not isinstance(name, str):
            raise TypeError("trait names to validate must be strings or All, not %r" % name)
    return ValidateHandler(names)


def default(name):
    """ A decorator which assigns a dynamic default for a Trait on a HasTraits object.

    Parameters
    ----------
    name
        The str name of the Trait on the object whose default should be generated.

    Notes
    -----
    Unlike observers and validators which are properties of the HasTraits
    instance, default value generators are class-level properties.

    Besides, default generators are only invoked if they are registered in
    subclasses of `this_type`.

    ::

        class A(HasTraits):
            bar = Int()

            @default('bar')
            def get_bar_default(self):
                return 11

        class B(A):
            bar = Float()  # This trait ignores the default generator defined in
                           # the base class A

        class C(B):

            @default('bar')
            def some_other_default(self):  # This default generator should not be
                return 3.0                 # ignored since it is defined in a
                                           # class derived from B.a.this_class.
    """
    if not isinstance(name, str):
        raise TypeError("Trait name must be a string or All, not %r" % name)
    return DefaultHandler(name)


class EventHandler(BaseDescriptor):

    def _init_call(self, func):
        self.func = func
        return self

    def __call__(self, *args, **kwargs):
        """Pass `*args` and `**kwargs` to the handler's function if it exists."""
        if hasattr(self, 'func'):
            return self.func(*args, **kwargs)
        else:
            return self._init_call(*args, **kwargs)

    def __get__(self, inst, cls=None):
        if inst is None:
            return self
        return types.MethodType(self.func, inst)


class ObserveHandler(EventHandler):

    def __init__(self, names, type):
        self.trait_names = names
        self.type = type

    def instance_init(self, inst):
        inst.observe(self, self.trait_names, type=self.type)


class ValidateHandler(EventHandler):

    def __init__(self, names):
        self.trait_names = names

    def instance_init(self, inst):
        inst._register_validator(self, self.trait_names)


class DefaultHandler(EventHandler):

    def __init__(self, name):
        self.trait_name = name

    def class_init(self, cls, name):
        super().class_init(cls, name)
        cls._trait_default_generators[self.trait_name] = self


class HasDescriptors(metaclass=MetaHasDescriptors):
    """The base class for all classes that have descriptors.
    """

    def __new__(*args, **kwargs):
        # Pass cls as args[0] to allow "cls" as keyword argument
        cls = args[0]
        args = args[1:]

        # This is needed because object.__new__ only accepts
        # the cls argument.
        new_meth = super(HasDescriptors, cls).__new__
        if new_meth is object.__new__:
            inst = new_meth(cls)
        else:
            inst = new_meth(cls, *args, **kwargs)
        inst.setup_instance(*args, **kwargs)
        return inst

    def setup_instance(*args, **kwargs):
        """
        This is called **before** self.__init__ is called.
        """
        # Pass self as args[0] to allow "self" as keyword argument
        self = args[0]
        args = args[1:]

        self._cross_validation_lock = False
        cls = self.__class__
        for key in dir(cls):
            # Some descriptors raise AttributeError like zope.interface's
            # __provides__ attributes even though they exist.  This causes
            # AttributeErrors even though they are listed in dir(cls).
            try:
                value = getattr(cls, key)
            except AttributeError:
                pass
            else:
                if isinstance(value, BaseDescriptor):
                    value.instance_init(self)


class HasTraits(HasDescriptors, metaclass=MetaHasTraits):

    def setup_instance(*args, **kwargs):
        # Pass self as args[0] to allow "self" as keyword argument
        self = args[0]
        args = args[1:]

        self._trait_values = {}
        self._trait_notifiers = {}
        self._trait_validators = {}
        super(HasTraits, self).setup_instance(*args, **kwargs)

    def __init__(self, *args, **kwargs):
        # Allow trait values to be set using keyword arguments.
        # We need to use setattr for this to trigger validation and
        # notifications.
        super_args = args
        super_kwargs = {}
        with self.hold_trait_notifications():
            for key, value in kwargs.items():
                if self.has_trait(key):
                    setattr(self, key, value)
                else:
                    # passthrough args that don't set traits to super
                    super_kwargs[key] = value
        try:
            super(HasTraits, self).__init__(*super_args, **super_kwargs)
        except TypeError as e:
            arg_s_list = [ repr(arg) for arg in super_args ]
            for k, v in super_kwargs.items():
                arg_s_list.append("%s=%r" % (k, v))
            arg_s = ', '.join(arg_s_list)
            warn(
                "Passing unrecognized arguments to super({classname}).__init__({arg_s}).\n"
                "{error}\n"
                "This is deprecated in traitlets 4.2."
                "This error will be raised in a future release of traitlets."
                .format(
                    arg_s=arg_s, classname=self.__class__.__name__,
                    error=e,
                ),
                DeprecationWarning,
                stacklevel=2,
            )

    def __getstate__(self):
        d = self.__dict__.copy()
        # event handlers stored on an instance are
        # expected to be reinstantiated during a
        # recall of instance_init during __setstate__
        d['_trait_notifiers'] = {}
        d['_trait_validators'] = {}
        d['_trait_values'] = self._trait_values.copy()
        d['_cross_validation_lock'] = False  # FIXME: raise if cloning locked!

        return d

    def __setstate__(self, state):
        self.__dict__ = state.copy()

        # event handlers are reassigned to self
        cls = self.__class__
        for key in dir(cls):
            # Some descriptors raise AttributeError like zope.interface's
            # __provides__ attributes even though they exist.  This causes
            # AttributeErrors even though they are listed in dir(cls).
            try:
                value = getattr(cls, key)
            except AttributeError:
                pass
            else:
                if isinstance(value, EventHandler):
                    value.instance_init(self)

    @property
    @contextlib.contextmanager
    def cross_validation_lock(self):
        """
        A contextmanager for running a block with our cross validation lock set
        to True.

        At the end of the block, the lock's value is restored to its value
        prior to entering the block.
        """
        if self._cross_validation_lock:
            yield
            return
        else:
            try:
                self._cross_validation_lock = True
                yield
            finally:
                self._cross_validation_lock = False

    @contextlib.contextmanager
    def hold_trait_notifications(self):
        """Context manager for bundling trait change notifications and cross
        validation.

        Use this when doing multiple trait assignments (init, config), to avoid
        race conditions in trait notifiers requesting other trait values.
        All trait notifications will fire after all values have been assigned.
        """
        if self._cross_validation_lock:
            yield
            return
        else:
            cache = {}
            notify_change = self.notify_change

            def compress(past_changes, change):
                """Merges the provided change with the last if possible."""
                if past_changes is None:
                    return [change]
                else:
                    if past_changes[-1]['type'] == 'change' and change.type == 'change':
                        past_changes[-1]['new'] = change.new
                    else:
                        # In case of changes other than 'change', append the notification.
                        past_changes.append(change)
                    return past_changes

            def hold(change):
                name = change.name
                cache[name] = compress(cache.get(name), change)

            try:
                # Replace notify_change with `hold`, caching and compressing
                # notifications, disable cross validation and yield.
                self.notify_change = hold
                self._cross_validation_lock = True
                yield
                # Cross validate final values when context is released.
                for name in list(cache.keys()):
                    trait = getattr(self.__class__, name)
                    value = trait._cross_validate(self, getattr(self, name))
                    self.set_trait(name, value)
            except TraitError as e:
                # Roll back in case of TraitError during final cross validation.
                self.notify_change = lambda x: None
                for name, changes in cache.items():
                    for change in changes[::-1]:
                        # TODO: Separate in a rollback function per notification type.
                        if change.type == 'change':
                            if change.old is not Undefined:
                                self.set_trait(name, change.old)
                            else:
                                self._trait_values.pop(name)
                cache = {}
                raise e
            finally:
                self._cross_validation_lock = False
                # Restore method retrieval from class
                del self.notify_change

                # trigger delayed notifications
                for changes in cache.values():
                    for change in changes:
                        self.notify_change(change)

    def _notify_trait(self, name, old_value, new_value):
        self.notify_change(Bunch(
            name=name,
            old=old_value,
            new=new_value,
            owner=self,
            type='change',
        ))

    def notify_change(self, change):
        """Notify observers of a change event"""
        return self._notify_observers(change)

    def _notify_observers(self, event):
        """Notify observers of any event"""
        if not isinstance(event, Bunch):
            # cast to bunch if given a dict
            event = Bunch(event)
        name, type = event.name, event.type

        callables = []
        callables.extend(self._trait_notifiers.get(name, {}).get(type, []))
        callables.extend(self._trait_notifiers.get(name, {}).get(All, []))
        callables.extend(self._trait_notifiers.get(All, {}).get(type, []))
        callables.extend(self._trait_notifiers.get(All, {}).get(All, []))

        # Now static ones
        magic_name = '_%s_changed' % name
        if event.type == "change" and hasattr(self, magic_name):
            class_value = getattr(self.__class__, magic_name)
            if not isinstance(class_value, ObserveHandler):
                _deprecated_method(class_value, self.__class__, magic_name,
                    "use @observe and @unobserve instead.")
                cb = getattr(self, magic_name)
                # Only append the magic method if it was not manually registered
                if cb not in callables:
                    callables.append(_callback_wrapper(cb))

        # Call them all now
        # Traits catches and logs errors here.  I allow them to raise
        for c in callables:
            # Bound methods have an additional 'self' argument.

            if isinstance(c, _CallbackWrapper):
                c = c.__call__
            elif isinstance(c, EventHandler) and c.name is not None:
                c = getattr(self, c.name)

            c(event)

    def _add_notifiers(self, handler, name, type):
        if name not in self._trait_notifiers:
            nlist = []
            self._trait_notifiers[name] = {type: nlist}
        else:
            if type not in self._trait_notifiers[name]:
                nlist = []
                self._trait_notifiers[name][type] = nlist
            else:
                nlist = self._trait_notifiers[name][type]
        if handler not in nlist:
            nlist.append(handler)

    def _remove_notifiers(self, handler, name, type):
        try:
            if handler is None:
                del self._trait_notifiers[name][type]
            else:
                self._trait_notifiers[name][type].remove(handler)
        except KeyError:
            pass

    def on_trait_change(self, handler=None, name=None, remove=False):
        """DEPRECATED: Setup a handler to be called when a trait changes.

        This is used to setup dynamic notifications of trait changes.

        Static handlers can be created by creating methods on a HasTraits
        subclass with the naming convention '_[traitname]_changed'.  Thus,
        to create static handler for the trait 'a', create the method
        _a_changed(self, name, old, new) (fewer arguments can be used, see
        below).

        If `remove` is True and `handler` is not specified, all change
        handlers for the specified name are uninstalled.

        Parameters
        ----------
        handler : callable, None
            A callable that is called when a trait changes.  Its
            signature can be handler(), handler(name), handler(name, new),
            handler(name, old, new), or handler(name, old, new, self).
        name : list, str, None
            If None, the handler will apply to all traits.  If a list
            of str, handler will apply to all names in the list.  If a
            str, the handler will apply just to that name.
        remove : bool
            If False (the default), then install the handler.  If True
            then unintall it.
        """
        warn("on_trait_change is deprecated in traitlets 4.1: use observe instead",
             DeprecationWarning, stacklevel=2)
        if name is None:
            name = All
        if remove:
            self.unobserve(_callback_wrapper(handler), names=name)
        else:
            self.observe(_callback_wrapper(handler), names=name)

    def observe(self, handler, names=All, type='change'):
        """Setup a handler to be called when a trait changes.

        This is used to setup dynamic notifications of trait changes.

        Parameters
        ----------
        handler : callable
            A callable that is called when a trait changes. Its
            signature should be ``handler(change)``, where ``change`` is a
            dictionary. The change dictionary at least holds a 'type' key.
            * ``type``: the type of notification.
            Other keys may be passed depending on the value of 'type'. In the
            case where type is 'change', we also have the following keys:
            * ``owner`` : the HasTraits instance
            * ``old`` : the old value of the modified trait attribute
            * ``new`` : the new value of the modified trait attribute
            * ``name`` : the name of the modified trait attribute.
        names : list, str, All
            If names is All, the handler will apply to all traits.  If a list
            of str, handler will apply to all names in the list.  If a
            str, the handler will apply just to that name.
        type : str, All (default: 'change')
            The type of notification to filter by. If equal to All, then all
            notifications are passed to the observe handler.
        """
        names = parse_notifier_name(names)
        for n in names:
            self._add_notifiers(handler, n, type)

    def unobserve(self, handler, names=All, type='change'):
        """Remove a trait change handler.

        This is used to unregister handlers to trait change notifications.

        Parameters
        ----------
        handler : callable
            The callable called when a trait attribute changes.
        names : list, str, All (default: All)
            The names of the traits for which the specified handler should be
            uninstalled. If names is All, the specified handler is uninstalled
            from the list of notifiers corresponding to all changes.
        type : str or All (default: 'change')
            The type of notification to filter by. If All, the specified handler
            is uninstalled from the list of notifiers corresponding to all types.
        """
        names = parse_notifier_name(names)
        for n in names:
            self._remove_notifiers(handler, n, type)

    def unobserve_all(self, name=All):
        """Remove trait change handlers of any type for the specified name.
        If name is not specified, removes all trait notifiers."""
        if name is All:
            self._trait_notifiers = {}
        else:
            try:
                del self._trait_notifiers[name]
            except KeyError:
                pass

    def _register_validator(self, handler, names):
        """Setup a handler to be called when a trait should be cross validated.

        This is used to setup dynamic notifications for cross-validation.

        If a validator is already registered for any of the provided names, a
        TraitError is raised and no new validator is registered.

        Parameters
        ----------
        handler : callable
            A callable that is called when the given trait is cross-validated.
            Its signature is handler(proposal), where proposal is a Bunch (dictionary with attribute access)
            with the following attributes/keys:
                * ``owner`` : the HasTraits instance
                * ``value`` : the proposed value for the modified trait attribute
                * ``trait`` : the TraitType instance associated with the attribute
        names : List of strings
            The names of the traits that should be cross-validated
        """
        for name in names:
            magic_name = '_%s_validate' % name
            if hasattr(self, magic_name):
                class_value = getattr(self.__class__, magic_name)
                if not isinstance(class_value, ValidateHandler):
                    _deprecated_method(class_value, self.__class__, magic_name,
                        "use @validate decorator instead.")
        for name in names:
            self._trait_validators[name] = handler

    def add_traits(self, **traits):
        """Dynamically add trait attributes to the HasTraits instance."""
        cls = self.__class__
        attrs = {"__module__": cls.__module__}
        if hasattr(cls, "__qualname__"):
          # __qualname__ introduced in Python 3.3 (see PEP 3155)
          attrs["__qualname__"] = cls.__qualname__
        attrs.update(traits)
        self.__class__ = type(cls.__name__, (cls,), attrs)
        for trait in traits.values():
            trait.instance_init(self)

    def set_trait(self, name, value):
        """Forcibly sets trait attribute, including read-only attributes."""
        cls = self.__class__
        if not self.has_trait(name):
            raise TraitError("Class %s does not have a trait named %s" %
                                (cls.__name__, name))
        else:
            getattr(cls, name).set(self, value)

    @classmethod
    def class_trait_names(cls, **metadata):
        """Get a list of all the names of this class' traits.

        This method is just like the :meth:`trait_names` method,
        but is unbound.
        """
        return list(cls.class_traits(**metadata))

    @classmethod
    def class_traits(cls, **metadata):
        """Get a ``dict`` of all the traits of this class.  The dictionary
        is keyed on the name and the values are the TraitType objects.

        This method is just like the :meth:`traits` method, but is unbound.

        The TraitTypes returned don't know anything about the values
        that the various HasTrait's instances are holding.

        The metadata kwargs allow functions to be passed in which
        filter traits based on metadata values.  The functions should
        take a single value as an argument and return a boolean.  If
        any function returns False, then the trait is not included in
        the output.  If a metadata key doesn't exist, None will be passed
        to the function.
        """
        traits = dict([memb for memb in getmembers(cls) if
                     isinstance(memb[1], TraitType)])

        if len(metadata) == 0:
            return traits

        result = {}
        for name, trait in traits.items():
            for meta_name, meta_eval in metadata.items():
                if not callable(meta_eval):
                    meta_eval = _SimpleTest(meta_eval)
                if not meta_eval(trait.metadata.get(meta_name, None)):
                    break
            else:
                result[name] = trait

        return result

    @classmethod
    def class_own_traits(cls, **metadata):
        """Get a dict of all the traitlets defined on this class, not a parent.

        Works like `class_traits`, except for excluding traits from parents.
        """
        sup = super(cls, cls)
        return {n: t for (n, t) in cls.class_traits(**metadata).items()
                if getattr(sup, n, None) is not t}

    def has_trait(self, name):
        """Returns True if the object has a trait with the specified name."""
        return isinstance(getattr(self.__class__, name, None), TraitType)

    def trait_has_value(self, name):
        """Returns True if the specified trait has a value.

        This will return false even if ``getattr`` would return a
        dynamically generated default value. These default values
        will be recognized as existing only after they have been
        generated.

        Example

        .. code-block:: python

            class MyClass(HasTraits):
                i = Int()

            mc = MyClass()
            assert not mc.trait_has_value("i")
            mc.i # generates a default value
            assert mc.trait_has_value("i")
        """
        return name in self._trait_values

    def trait_values(self, **metadata):
        """A ``dict`` of trait names and their values.

        The metadata kwargs allow functions to be passed in which
        filter traits based on metadata values.  The functions should
        take a single value as an argument and return a boolean.  If
        any function returns False, then the trait is not included in
        the output.  If a metadata key doesn't exist, None will be passed
        to the function.

        Returns
        -------
        A ``dict`` of trait names and their values.

        Notes
        -----
        Trait values are retrieved via ``getattr``, any exceptions raised
        by traits or the operations they may trigger will result in the
        absence of a trait value in the result ``dict``.
        """
        return {name: getattr(self, name) for name in self.trait_names(**metadata)}

    def _get_trait_default_generator(self, name):
        """Return default generator for a given trait

        Walk the MRO to resolve the correct default generator according to inheritance.
        """
        method_name = '_%s_default' % name
        if method_name in self.__dict__:
            return getattr(self, method_name)
        cls = self.__class__
        trait = getattr(cls, name)
        assert isinstance(trait, TraitType)
        # truncate mro to the class on which the trait is defined
        mro = cls.mro()
        try:
            mro = mro[:mro.index(trait.this_class) + 1]
        except ValueError:
            # this_class not in mro
            pass
        for c in mro:
            if method_name in c.__dict__:
                return getattr(c, method_name)
            if name in c.__dict__.get('_trait_default_generators', {}):
                return c._trait_default_generators[name]
        return trait.default

    def trait_defaults(self, *names, **metadata):
        """Return a trait's default value or a dictionary of them

        Notes
        -----
        Dynamically generated default values may
        depend on the current state of the object."""
        for n in names:
            if not self.has_trait(n):
                raise TraitError("'%s' is not a trait of '%s' "
                    "instances" % (n, type(self).__name__))

        if len(names) == 1 and len(metadata) == 0:
            return self._get_trait_default_generator(names[0])(self)

        trait_names = self.trait_names(**metadata)
        trait_names.extend(names)

        defaults = {}
        for n in trait_names:
            defaults[n] = self._get_trait_default_generator(n)(self)
        return defaults

    def trait_names(self, **metadata):
        """Get a list of all the names of this class' traits."""
        return list(self.traits(**metadata))

    def traits(self, **metadata):
        """Get a ``dict`` of all the traits of this class.  The dictionary
        is keyed on the name and the values are the TraitType objects.

        The TraitTypes returned don't know anything about the values
        that the various HasTrait's instances are holding.

        The metadata kwargs allow functions to be passed in which
        filter traits based on metadata values.  The functions should
        take a single value as an argument and return a boolean.  If
        any function returns False, then the trait is not included in
        the output.  If a metadata key doesn't exist, None will be passed
        to the function.
        """
        traits = dict([memb for memb in getmembers(self.__class__) if
                     isinstance(memb[1], TraitType)])

        if len(metadata) == 0:
            return traits

        result = {}
        for name, trait in traits.items():
            for meta_name, meta_eval in metadata.items():
                if not callable(meta_eval):
                    meta_eval = _SimpleTest(meta_eval)
                if not meta_eval(trait.metadata.get(meta_name, None)):
                    break
            else:
                result[name] = trait

        return result

    def trait_metadata(self, traitname, key, default=None):
        """Get metadata values for trait by key."""
        try:
            trait = getattr(self.__class__, traitname)
        except AttributeError:
            raise TraitError("Class %s does not have a trait named %s" %
                                (self.__class__.__name__, traitname))
        metadata_name = '_' + traitname + '_metadata'
        if hasattr(self, metadata_name) and key in getattr(self, metadata_name):
            return getattr(self, metadata_name).get(key, default)
        else:
            return trait.metadata.get(key, default)

    @classmethod
    def class_own_trait_events(cls, name):
        """Get a dict of all event handlers defined on this class, not a parent.

        Works like ``event_handlers``, except for excluding traits from parents.
        """
        sup = super(cls, cls)
        return {n: e for (n, e) in cls.events(name).items()
                if getattr(sup, n, None) is not e}

    @classmethod
    def trait_events(cls, name=None):
        """Get a ``dict`` of all the event handlers of this class.

        Parameters
        ----------
        name : str (default: None)
            The name of a trait of this class. If name is ``None`` then all
            the event handlers of this class will be returned instead.

        Returns
        -------
        The event handlers associated with a trait name, or all event handlers.
        """
        events = {}
        for k, v in getmembers(cls):
            if isinstance(v, EventHandler):
                if name is None:
                    events[k] = v
                elif name in v.trait_names:
                    events[k] = v
                elif hasattr(v, 'tags'):
                    if cls.trait_names(**v.tags):
                        events[k] = v
        return events

#-----------------------------------------------------------------------------
# Actual TraitTypes implementations/subclasses
#-----------------------------------------------------------------------------

#-----------------------------------------------------------------------------
# TraitTypes subclasses for handling classes and instances of classes
#-----------------------------------------------------------------------------


class ClassBasedTraitType(TraitType):
    """
    A trait with error reporting and string -> type resolution for Type,
    Instance and This.
    """

    def _resolve_string(self, string):
        """
        Resolve a string supplied for a type into an actual object.
        """
        return import_item(string)


class Type(ClassBasedTraitType):
    """A trait whose value must be a subclass of a specified class."""

    def __init__(self, default_value=Undefined, klass=None, **kwargs):
        """Construct a Type trait

        A Type trait specifies that its values must be subclasses of
        a particular class.

        If only ``default_value`` is given, it is used for the ``klass`` as
        well. If neither are given, both default to ``object``.

        Parameters
        ----------
        default_value : class, str or None
            The default value must be a subclass of klass.  If an str,
            the str must be a fully specified class name, like 'foo.bar.Bah'.
            The string is resolved into real class, when the parent
            :class:`HasTraits` class is instantiated.
        klass : class, str [ default object ]
            Values of this trait must be a subclass of klass.  The klass
            may be specified in a string like: 'foo.bar.MyClass'.
            The string is resolved into real class, when the parent
            :class:`HasTraits` class is instantiated.
        allow_none : bool [ default False ]
            Indicates whether None is allowed as an assignable value.
        """
        if default_value is Undefined:
            new_default_value = object if (klass is None) else klass
        else:
            new_default_value = default_value

        if klass is None:
            if (default_value is None) or (default_value is Undefined):
                klass = object
            else:
                klass = default_value

        if not (inspect.isclass(klass) or isinstance(klass, str)):
            raise TraitError("A Type trait must specify a class.")

        self.klass = klass

        super().__init__(new_default_value, **kwargs)

    def validate(self, obj, value):
        """Validates that the value is a valid object instance."""
        if isinstance(value, str):
            try:
                value = self._resolve_string(value)
            except ImportError:
                raise TraitError("The '%s' trait of %s instance must be a type, but "
                                 "%r could not be imported" % (self.name, obj, value))
        try:
            if issubclass(value, self.klass):
                return value
        except Exception:
            pass

        self.error(obj, value)

    def info(self):
        """ Returns a description of the trait."""
        if isinstance(self.klass, str):
            klass = self.klass
        else:
            klass = self.klass.__module__ + '.' + self.klass.__name__
        result = "a subclass of '%s'" % klass
        if self.allow_none:
            return result + ' or None'
        return result

    def instance_init(self, obj):
        self._resolve_classes()
        super().instance_init(obj)

    def _resolve_classes(self):
        if isinstance(self.klass, str):
            self.klass = self._resolve_string(self.klass)
        if isinstance(self.default_value, str):
            self.default_value = self._resolve_string(self.default_value)

    def default_value_repr(self):
        value = self.default_value
        if isinstance(value, str):
            return repr(value)
        else:
            return repr(f'{value.__module__}.{value.__name__}')


class Instance(ClassBasedTraitType):
    """A trait whose value must be an instance of a specified class.

    The value can also be an instance of a subclass of the specified class.

    Subclasses can declare default classes by overriding the klass attribute
    """

    klass = None

    def __init__(self, klass=None, args=None, kw=None, **kwargs):
        """Construct an Instance trait.

        This trait allows values that are instances of a particular
        class or its subclasses.  Our implementation is quite different
        from that of enthough.traits as we don't allow instances to be used
        for klass and we handle the ``args`` and ``kw`` arguments differently.

        Parameters
        ----------
        klass : class, str
            The class that forms the basis for the trait.  Class names
            can also be specified as strings, like 'foo.bar.Bar'.
        args : tuple
            Positional arguments for generating the default value.
        kw : dict
            Keyword arguments for generating the default value.
        allow_none : bool [ default False ]
            Indicates whether None is allowed as a value.

        Notes
        -----
        If both ``args`` and ``kw`` are None, then the default value is None.
        If ``args`` is a tuple and ``kw`` is a dict, then the default is
        created as ``klass(*args, **kw)``.  If exactly one of ``args`` or ``kw`` is
        None, the None is replaced by ``()`` or ``{}``, respectively.
        """
        if klass is None:
            klass = self.klass

        if (klass is not None) and (inspect.isclass(klass) or isinstance(klass, str)):
            self.klass = klass
        else:
            raise TraitError('The klass attribute must be a class'
                                ' not: %r' % klass)

        if (kw is not None) and not isinstance(kw, dict):
            raise TraitError("The 'kw' argument must be a dict or None.")
        if (args is not None) and not isinstance(args, tuple):
            raise TraitError("The 'args' argument must be a tuple or None.")

        self.default_args = args
        self.default_kwargs = kw

        super(Instance, self).__init__(**kwargs)

    def validate(self, obj, value):
        if isinstance(value, self.klass):
            return value
        else:
            self.error(obj, value)

    def info(self):
        if isinstance(self.klass, str):
            result = add_article(self.klass)
        else:
            result = describe("a", self.klass)
        if self.allow_none:
            result += ' or None'
        return result

    def instance_init(self, obj):
        self._resolve_classes()
        super().instance_init(obj)

    def _resolve_classes(self):
        if isinstance(self.klass, str):
            self.klass = self._resolve_string(self.klass)

    def make_dynamic_default(self):
        if (self.default_args is None) and (self.default_kwargs is None):
            return None
        return self.klass(*(self.default_args or ()),
                          **(self.default_kwargs or {}))

    def default_value_repr(self):
        return repr(self.make_dynamic_default())

    def from_string(self, s):
        return _safe_literal_eval(s)


class ForwardDeclaredMixin(object):
    """
    Mixin for forward-declared versions of Instance and Type.
    """
    def _resolve_string(self, string):
        """
        Find the specified class name by looking for it in the module in which
        our this_class attribute was defined.
        """
        modname = self.this_class.__module__
        return import_item('.'.join([modname, string]))


class ForwardDeclaredType(ForwardDeclaredMixin, Type):
    """
    Forward-declared version of Type.
    """
    pass


class ForwardDeclaredInstance(ForwardDeclaredMixin, Instance):
    """
    Forward-declared version of Instance.
    """
    pass


class This(ClassBasedTraitType):
    """A trait for instances of the class containing this trait.

    Because how how and when class bodies are executed, the ``This``
    trait can only have a default value of None.  This, and because we
    always validate default values, ``allow_none`` is *always* true.
    """

    info_text = 'an instance of the same type as the receiver or None'

    def __init__(self, **kwargs):
        super(This, self).__init__(None, **kwargs)

    def validate(self, obj, value):
        # What if value is a superclass of obj.__class__?  This is
        # complicated if it was the superclass that defined the This
        # trait.
        if isinstance(value, self.this_class) or (value is None):
            return value
        else:
            self.error(obj, value)


class Union(TraitType):
    """A trait type representing a Union type."""

    def __init__(self, trait_types, **kwargs):
        """Construct a Union  trait.

        This trait allows values that are allowed by at least one of the
        specified trait types. A Union traitlet cannot have metadata on
        its own, besides the metadata of the listed types.

        Parameters
        ----------
        trait_types : sequence
            The list of trait types of length at least 1.

        Notes
        -----
        Union([Float(), Bool(), Int()]) attempts to validate the provided values
        with the validation function of Float, then Bool, and finally Int.
        """
        self.trait_types = list(trait_types)
        self.info_text = " or ".join([tt.info() for tt in self.trait_types])
        super(Union, self).__init__(**kwargs)

    def default(self, obj=None):
        default = super(Union, self).default(obj)
        for t in self.trait_types:
            if default is Undefined:
                default = t.default(obj)
            else:
                break
        return default

    def class_init(self, cls, name):
        for trait_type in reversed(self.trait_types):
            trait_type.class_init(cls, None)
        super(Union, self).class_init(cls, name)

    def instance_init(self, obj):
        for trait_type in reversed(self.trait_types):
            trait_type.instance_init(obj)
        super(Union, self).instance_init(obj)

    def validate(self, obj, value):
        with obj.cross_validation_lock:
            for trait_type in self.trait_types:
                try:
                    v = trait_type._validate(obj, value)
                    # In the case of an element trait, the name is None
                    if self.name is not None:
                        setattr(obj, '_' + self.name + '_metadata', trait_type.metadata)
                    return v
                except TraitError:
                    continue
        self.error(obj, value)

    def __or__(self, other):
        if isinstance(other, Union):
            return Union(self.trait_types + other.trait_types)
        else:
            return Union(self.trait_types + [other])


#-----------------------------------------------------------------------------
# Basic TraitTypes implementations/subclasses
#-----------------------------------------------------------------------------


class Any(TraitType):
    """A trait which allows any value."""
    default_value = None
    allow_none = True
    info_text = 'any value'


def _validate_bounds(trait, obj, value):
    """
    Validate that a number to be applied to a trait is between bounds.

    If value is not between min_bound and max_bound, this raises a
    TraitError with an error message appropriate for this trait.
    """
    if trait.min is not None and value < trait.min:
        raise TraitError(
            "The value of the '{name}' trait of {klass} instance should "
            "not be less than {min_bound}, but a value of {value} was "
            "specified".format(
                name=trait.name, klass=class_of(obj),
                value=value, min_bound=trait.min))
    if trait.max is not None and value > trait.max:
        raise TraitError(
            "The value of the '{name}' trait of {klass} instance should "
            "not be greater than {max_bound}, but a value of {value} was "
            "specified".format(
                name=trait.name, klass=class_of(obj),
                value=value, max_bound=trait.max))
    return value


class Int(TraitType):
    """An int trait."""

    default_value = 0
    info_text = 'an int'

    def __init__(self, default_value=Undefined, allow_none=False, **kwargs):
        self.min = kwargs.pop('min', None)
        self.max = kwargs.pop('max', None)
        super(Int, self).__init__(default_value=default_value,
                                  allow_none=allow_none, **kwargs)

    def validate(self, obj, value):
        if not isinstance(value, int):
            self.error(obj, value)
        return _validate_bounds(self, obj, value)

    def from_string(self, s):
        if self.allow_none and s == 'None':
            return None
        return int(s)


class CInt(Int):
    """A casting version of the int trait."""

    def validate(self, obj, value):
        try:
            value = int(value)
        except Exception:
            self.error(obj, value)
        return _validate_bounds(self, obj, value)


Long, CLong = Int, CInt
Integer = Int


class Float(TraitType):
    """A float trait."""

    default_value = 0.0
    info_text = 'a float'

    def __init__(self, default_value=Undefined, allow_none=False, **kwargs):
        self.min = kwargs.pop('min', -float('inf'))
        self.max = kwargs.pop('max', float('inf'))
        super(Float, self).__init__(default_value=default_value,
                                    allow_none=allow_none, **kwargs)

    def validate(self, obj, value):
        if isinstance(value, int):
            value = float(value)
        if not isinstance(value, float):
            self.error(obj, value)
        return _validate_bounds(self, obj, value)

    def from_string(self, s):
        if self.allow_none and s == 'None':
            return None
        return float(s)


class CFloat(Float):
    """A casting version of the float trait."""

    def validate(self, obj, value):
        try:
            value = float(value)
        except Exception:
            self.error(obj, value)
        return _validate_bounds(self, obj, value)


class Complex(TraitType):
    """A trait for complex numbers."""

    default_value = 0.0 + 0.0j
    info_text = 'a complex number'

    def validate(self, obj, value):
        if isinstance(value, complex):
            return value
        if isinstance(value, (float, int)):
            return complex(value)
        self.error(obj, value)

    def from_string(self, s):
        if self.allow_none and s == 'None':
            return None
        return complex(s)


class CComplex(Complex):
    """A casting version of the complex number trait."""

    def validate (self, obj, value):
        try:
            return complex(value)
        except Exception:
            self.error(obj, value)

# We should always be explicit about whether we're using bytes or unicode, both
# for Python 3 conversion and for reliable unicode behaviour on Python 2. So
# we don't have a Str type.
class Bytes(TraitType):
    """A trait for byte strings."""

    default_value = b''
    info_text = 'a bytes object'

    def validate(self, obj, value):
        if isinstance(value, bytes):
            return value
        self.error(obj, value)

    def from_string(self, s):
        if self.allow_none and s == "None":
            return None
        if len(s) >= 3:
            # handle deprecated b"string"
            for quote in ('"', "'"):
                if s[:2] == f"b{quote}" and s[-1] == quote:
                    old_s = s
                    s = s[2:-1]
                    warn(
                        "Supporting extra quotes around Bytes is deprecated in traitlets 5.0. "
                        "Use %r instead of %r." % (s, old_s),
                        FutureWarning)
                    break
        return s.encode("utf8")


class CBytes(Bytes):
    """A casting version of the byte string trait."""

    def validate(self, obj, value):
        try:
            return bytes(value)
        except Exception:
            self.error(obj, value)


class Unicode(TraitType):
    """A trait for unicode strings."""

    default_value = ''
    info_text = 'a unicode string'

    def validate(self, obj, value):
        if isinstance(value, str):
            return value
        if isinstance(value, bytes):
            try:
                return value.decode('ascii', 'strict')
            except UnicodeDecodeError:
                msg = "Could not decode {!r} for unicode trait '{}' of {} instance."
                raise TraitError(msg.format(value, self.name, class_of(obj)))
        self.error(obj, value)

    def from_string(self, s):
        if self.allow_none and s == 'None':
            return None
        s = os.path.expanduser(s)
        if len(s) >= 2:
            # handle deprecated "1"
            for c in ('"', "'"):
                if s[0] == s[-1] == c:
                    old_s = s
                    s = s[1:-1]
                    warn(
                        "Supporting extra quotes around Unicode is deprecated in traitlets 5.0. "
                        "Use %r instead of %r – or use CUnicode." % (s, old_s),
                        FutureWarning)
        return s



class CUnicode(Unicode):
    """A casting version of the unicode trait."""

    def validate(self, obj, value):
        try:
            return str(value)
        except Exception:
            self.error(obj, value)


class ObjectName(TraitType):
    """A string holding a valid object name in this version of Python.

    This does not check that the name exists in any scope."""
    info_text = "a valid object identifier in Python"

    coerce_str = staticmethod(lambda _,s: s)

    def validate(self, obj, value):
        value = self.coerce_str(obj, value)

        if isinstance(value, str) and isidentifier(value):
            return value
        self.error(obj, value)

    def from_string(self, s):
        if self.allow_none and s == 'None':
            return None
        return s

class DottedObjectName(ObjectName):
    """A string holding a valid dotted object name in Python, such as A.b3._c"""
    def validate(self, obj, value):
        value = self.coerce_str(obj, value)

        if isinstance(value, str) and all(isidentifier(a)
          for a in value.split('.')):
            return value
        self.error(obj, value)


class Bool(TraitType):
    """A boolean (True, False) trait."""

    default_value = False
    info_text = 'a boolean'

    def validate(self, obj, value):
        if isinstance(value, bool):
            return value
        elif isinstance(value, int):
            if value == 1:
                return True
            elif value == 0:
                return False
        self.error(obj, value)

    def from_string(self, s):
        if self.allow_none and s == 'None':
            return None
        s = s.lower()
        if s in {'true', '1'}:
            return True
        elif s in {'false', '0'}:
            return False
        else:
            raise ValueError("%r is not 1, 0, true, or false")


class CBool(Bool):
    """A casting version of the boolean trait."""

    def validate(self, obj, value):
        try:
            return bool(value)
        except Exception:
            self.error(obj, value)


class Enum(TraitType):
    """An enum whose value must be in a given sequence."""

    def __init__(self, values, default_value=Undefined, **kwargs):
        self.values = values
        if kwargs.get('allow_none', False) and default_value is Undefined:
            default_value = None
        super(Enum, self).__init__(default_value, **kwargs)

    def validate(self, obj, value):
        if value in self.values:
                return value
        self.error(obj, value)

    def _choices_str(self, as_rst=False):
        """ Returns a description of the trait choices (not none)."""
        choices = self.values
        if as_rst:
            choices = '|'.join('``%r``' % x for x in choices)
        else:
            choices = repr(list(choices))
        return choices

    def _info(self, as_rst=False):
        """ Returns a description of the trait."""
        none = (' or %s' % ('`None`' if as_rst else 'None')
                if self.allow_none else
                '')
        return 'any of %s%s' % (self._choices_str(as_rst), none)

    def info(self):
        return self._info(as_rst=False)

    def info_rst(self):
        return self._info(as_rst=True)

    def from_string(self, s):
        try:
            return self.validate(None, s)
        except TraitError:
            return _safe_literal_eval(s)


class CaselessStrEnum(Enum):
    """An enum of strings where the case should be ignored."""

    def __init__(self, values, default_value=Undefined, **kwargs):
        super().__init__(values, default_value=default_value, **kwargs)

    def validate(self, obj, value):
        if not isinstance(value, str):
            self.error(obj, value)

        for v in self.values:
            if v.lower() == value.lower():
                return v
        self.error(obj, value)

    def _info(self, as_rst=False):
        """ Returns a description of the trait."""
        none = (' or %s' % ('`None`' if as_rst else 'None')
                if self.allow_none else
                '')
        return 'any of %s (case-insensitive)%s' % (self._choices_str(as_rst), none)

    def info(self):
        return self._info(as_rst=False)

    def info_rst(self):
        return self._info(as_rst=True)


class FuzzyEnum(Enum):
    """An case-ignoring enum matching choices by unique prefixes/substrings."""

    case_sensitive = False
    #: If True, choices match anywhere in the string, otherwise match prefixes.
    substring_matching = False

    def __init__(self, values, default_value=Undefined,
                 case_sensitive=False, substring_matching=False, **kwargs):
        self.case_sensitive = case_sensitive
        self.substring_matching = substring_matching
        super().__init__(values, default_value=default_value, **kwargs)

    def validate(self, obj, value):
        if not isinstance(value, str):
            self.error(obj, value)

        conv_func = (lambda c: c) if self.case_sensitive else lambda c: c.lower()
        substring_matching = self.substring_matching
        match_func = ((lambda v, c: v in c)
                      if substring_matching
                      else (lambda v, c: c.startswith(v)))
        value = conv_func(value)
        choices = self.values
        matches = [match_func(value, conv_func(c)) for c in choices]
        if sum(matches) == 1:
            for v, m in zip(choices, matches):
                if m:
                    return v

        self.error(obj, value)

    def _info(self, as_rst=False):
        """ Returns a description of the trait."""
        none = (' or %s' % ('`None`' if as_rst else 'None')
                if self.allow_none else
                '')
        case = 'sensitive' if self.case_sensitive else 'insensitive'
        substr = 'substring' if self.substring_matching else 'prefix'
        return 'any case-%s %s of %s%s' % (case, substr,
                                           self._choices_str(as_rst),
                                           none)

    def info(self):
        return self._info(as_rst=False)

    def info_rst(self):
        return self._info(as_rst=True)


class Container(Instance):
    """An instance of a container (list, set, etc.)

    To be subclassed by overriding klass.
    """

    klass = None
    _cast_types = ()
    _valid_defaults = SequenceTypes
    _trait = None
    _literal_from_string_pairs = ("[]", "()")

    def __init__(self, trait=None, default_value=Undefined, **kwargs):
        """Create a container trait type from a list, set, or tuple.

        The default value is created by doing ``List(default_value)``,
        which creates a copy of the ``default_value``.

        ``trait`` can be specified, which restricts the type of elements
        in the container to that TraitType.

        If only one arg is given and it is not a Trait, it is taken as
        ``default_value``:

        ``c = List([1, 2, 3])``

        Parameters
        ----------
        trait : TraitType [ optional ]
            the type for restricting the contents of the Container.  If unspecified,
            types are not checked.
        default_value : SequenceType [ optional ]
            The default value for the Trait.  Must be list/tuple/set, and
            will be cast to the container type.
        allow_none : bool [ default False ]
            Whether to allow the value to be None
        **kwargs : any
            further keys for extensions to the Trait (e.g. config)

        """

        # allow List([values]):
        if trait is not None and default_value is Undefined and not is_trait(trait):
            default_value = trait
            trait = None

        if default_value is None and not kwargs.get("allow_none", False):
            # improve backward-compatibility for possible subclasses
            # specifying default_value=None as default,
            # keeping 'unspecified' behavior (i.e. empty container)
            warn(
                f"Specifying {self.__class__.__name__}(default_value=None)"
                " for no default is deprecated in traitlets 5.0.5."
                " Use default_value=Undefined",
                DeprecationWarning,
                stacklevel=2,
            )
            default_value = Undefined

        if default_value is Undefined:
            args = ()
        elif default_value is None:
            # default_value back on kwargs for super() to handle
            args = ()
            kwargs["default_value"] = None
        elif isinstance(default_value, self._valid_defaults):
            args = (default_value,)
        else:
            raise TypeError(
                "default value of %s was %s" % (self.__class__.__name__, default_value)
            )

        if is_trait(trait):
            if isinstance(trait, type):
                warn(
                    "Traits should be given as instances, not types (for example, `Int()`, not `Int`)."
                    " Passing types is deprecated in traitlets 4.1.",
                    DeprecationWarning,
                    stacklevel=3,
                )
            self._trait = trait() if isinstance(trait, type) else trait
        elif trait is not None:
            raise TypeError(
                "`trait` must be a Trait or None, got %s" % repr_type(trait)
            )

        super(Container, self).__init__(klass=self.klass, args=args, **kwargs)

    def validate(self, obj, value):
        if isinstance(value, self._cast_types):
            value = self.klass(value)
        value = super(Container, self).validate(obj, value)
        if value is None:
            return value

        value = self.validate_elements(obj, value)

        return value

    def validate_elements(self, obj, value):
        validated = []
        if self._trait is None or isinstance(self._trait, Any):
            return value
        for v in value:
            try:
                v = self._trait._validate(obj, v)
            except TraitError as error:
                self.error(obj, v, error)
            else:
                validated.append(v)
        return self.klass(validated)

    def class_init(self, cls, name):
        if isinstance(self._trait, TraitType):
            self._trait.class_init(cls, None)
        super(Container, self).class_init(cls, name)

    def instance_init(self, obj):
        if isinstance(self._trait, TraitType):
            self._trait.instance_init(obj)
        super(Container, self).instance_init(obj)

    def from_string(self, s):
        """Load value from a single string"""
        if not isinstance(s, str):
            raise TraitError(f"Expected string, got {s!r}")
        try:
            test = literal_eval(s)
        except Exception:
            test = None
        return self.validate(None, test)

    def from_string_list(self, s_list):
        """Return the value from a list of config strings

        This is where we parse CLI configuration
        """
        if len(s_list) == 1:
            # check for deprecated --Class.trait="['a', 'b', 'c']"
            r = s_list[0]
            if r == "None" and self.allow_none:
                return None
            if len(r) >= 2 and any(
                r.startswith(start) and r.endswith(end)
                for start, end in self._literal_from_string_pairs
            ):
                if self.this_class:
                    clsname = self.this_class.__name__ + "."
                else:
                    clsname = ""

                warn(
                    "--{0}={1} for containers is deprecated in traitlets 5.0. "
                    "You can pass `--{0} item` ... multiple times to add items to a list.".format(
                        clsname + self.name, r
                    ),
                    FutureWarning,
                )
                return self.klass(literal_eval(r))
        sig = inspect.signature(self.item_from_string)
        if "index" in sig.parameters:
            item_from_string = self.item_from_string
        else:
            # backward-compat: allow item_from_string to ignore index arg
            item_from_string = lambda s, index=None: self.item_from_string(s)
        return self.klass(
            [item_from_string(s, index=idx) for idx, s in enumerate(s_list)]
        )

    def item_from_string(self, s, index=None):
        """Cast a single item from a string

        Evaluated when parsing CLI configuration from a string
        """
        if self._trait:
            return self._trait.from_string(s)
        else:
            return s


class List(Container):
    """An instance of a Python list."""
    klass = list
    _cast_types = (tuple,)

    def __init__(
        self,
        trait=None,
        default_value=Undefined,
        minlen=0,
        maxlen=sys.maxsize,
        **kwargs,
    ):
        """Create a List trait type from a list, set, or tuple.

        The default value is created by doing ``list(default_value)``,
        which creates a copy of the ``default_value``.

        ``trait`` can be specified, which restricts the type of elements
        in the container to that TraitType.

        If only one arg is given and it is not a Trait, it is taken as
        ``default_value``:

        ``c = List([1, 2, 3])``

        Parameters
        ----------
        trait : TraitType [ optional ]
            the type for restricting the contents of the Container.
            If unspecified, types are not checked.
        default_value : SequenceType [ optional ]
            The default value for the Trait.  Must be list/tuple/set, and
            will be cast to the container type.
        minlen : Int [ default 0 ]
            The minimum length of the input list
        maxlen : Int [ default sys.maxsize ]
            The maximum length of the input list
        """
        self._minlen = minlen
        self._maxlen = maxlen
        super(List, self).__init__(trait=trait, default_value=default_value,
                                   **kwargs)

    def length_error(self, obj, value):
        e = "The '%s' trait of %s instance must be of length %i <= L <= %i, but a value of %s was specified." \
            % (self.name, class_of(obj), self._minlen, self._maxlen, value)
        raise TraitError(e)

    def validate_elements(self, obj, value):
        length = len(value)
        if length < self._minlen or length > self._maxlen:
            self.length_error(obj, value)

        return super(List, self).validate_elements(obj, value)


class Set(List):
    """An instance of a Python set."""
    klass = set
    _cast_types = (tuple, list)

    _literal_from_string_pairs = ("[]", "()", "{}")

    # Redefine __init__ just to make the docstring more accurate.
    def __init__(
        self,
        trait=None,
        default_value=Undefined,
        minlen=0,
        maxlen=sys.maxsize,
        **kwargs,
    ):
        """Create a Set trait type from a list, set, or tuple.

        The default value is created by doing ``set(default_value)``,
        which creates a copy of the ``default_value``.

        ``trait`` can be specified, which restricts the type of elements
        in the container to that TraitType.

        If only one arg is given and it is not a Trait, it is taken as
        ``default_value``:

        ``c = Set({1, 2, 3})``

        Parameters
        ----------
        trait : TraitType [ optional ]
            the type for restricting the contents of the Container.
            If unspecified, types are not checked.
        default_value : SequenceType [ optional ]
            The default value for the Trait.  Must be list/tuple/set, and
            will be cast to the container type.
        minlen : Int [ default 0 ]
            The minimum length of the input list
        maxlen : Int [ default sys.maxsize ]
            The maximum length of the input list
        """
        super(Set, self).__init__(trait, default_value, minlen, maxlen, **kwargs)

    def default_value_repr(self):
        # Ensure default value is sorted for a reproducible build
        list_repr = repr(sorted(self.make_dynamic_default()))
        if list_repr == '[]':
            return 'set()'
        return '{'+list_repr[1:-1]+'}'


class Tuple(Container):
    """An instance of a Python tuple."""

    klass = tuple
    _cast_types = (list,)

    def __init__(self, *traits, **kwargs):
        """Create a tuple from a list, set, or tuple.

        Create a fixed-type tuple with Traits:

        ``t = Tuple(Int(), Str(), CStr())``

        would be length 3, with Int,Str,CStr for each element.

        If only one arg is given and it is not a Trait, it is taken as
        default_value:

        ``t = Tuple((1, 2, 3))``

        Otherwise, ``default_value`` *must* be specified by keyword.

        Parameters
        ----------
        `*traits` : TraitTypes [ optional ]
            the types for restricting the contents of the Tuple.  If unspecified,
            types are not checked. If specified, then each positional argument
            corresponds to an element of the tuple.  Tuples defined with traits
            are of fixed length.
        default_value : SequenceType [ optional ]
            The default value for the Tuple.  Must be list/tuple/set, and
            will be cast to a tuple. If ``traits`` are specified,
            ``default_value`` must conform to the shape and type they specify.
        """
        default_value = kwargs.pop("default_value", Undefined)
        # allow Tuple((values,)):
        if len(traits) == 1 and default_value is Undefined and not is_trait(traits[0]):
            default_value = traits[0]
            traits = ()

        if default_value is None and not kwargs.get("allow_none", False):
            # improve backward-compatibility for possible subclasses
            # specifying default_value=None as default,
            # keeping 'unspecified' behavior (i.e. empty container)
            warn(
                f"Specifying {self.__class__.__name__}(default_value=None)"
                " for no default is deprecated in traitlets 5.0.5."
                " Use default_value=Undefined",
                DeprecationWarning,
                stacklevel=2,
            )
            default_value = Undefined

        if default_value is Undefined:
            args = ()
        elif default_value is None:
            # default_value back on kwargs for super() to handle
            args = ()
            kwargs["default_value"] = None
        elif isinstance(default_value, self._valid_defaults):
            args = (default_value,)
        else:
            raise TypeError(
                "default value of %s was %s" % (self.__class__.__name__, default_value)
            )

        self._traits = []
        for trait in traits:
            if isinstance(trait, type):
                warn(
                    "Traits should be given as instances, not types (for example, `Int()`, not `Int`)"
                    " Passing types is deprecated in traitlets 4.1.",
                    DeprecationWarning,
                    stacklevel=2,
                )
                trait = trait()
            self._traits.append(trait)

        if self._traits and (default_value is None or default_value is Undefined):
            # don't allow default to be an empty container if length is specified
            args = None
        super(Container, self).__init__(klass=self.klass, args=args, **kwargs)

    def item_from_string(self, s, index):
        """Cast a single item from a string

        Evaluated when parsing CLI configuration from a string
        """
        if not self._traits or index >= len(self._traits):
            # return s instead of raising index error
            # length errors will be raised later on validation
            return s
        return self._traits[index].from_string(s)

    def validate_elements(self, obj, value):
        if not self._traits:
            # nothing to validate
            return value
        if len(value) != len(self._traits):
            e = "The '%s' trait of %s instance requires %i elements, but a value of %s was specified." \
                % (self.name, class_of(obj), len(self._traits), repr_type(value))
            raise TraitError(e)

        validated = []
        for t, v in zip(self._traits, value):
            try:
                v = t._validate(obj, v)
            except TraitError as error:
                self.error(obj, v, error)
            else:
                validated.append(v)
        return tuple(validated)

    def class_init(self, cls, name):
        for trait in self._traits:
            if isinstance(trait, TraitType):
                trait.class_init(cls, None)
        super(Container, self).class_init(cls, name)

    def instance_init(self, obj):
        for trait in self._traits:
            if isinstance(trait, TraitType):
                trait.instance_init(obj)
        super(Container, self).instance_init(obj)


class Dict(Instance):
    """An instance of a Python dict.

    One or more traits can be passed to the constructor
    to validate the keys and/or values of the dict.
    If you need more detailed validation,
    you may use a custom validator method.

    .. versionchanged:: 5.0
        Added key_trait for validating dict keys.

    .. versionchanged:: 5.0
        Deprecated ambiguous ``trait``, ``traits`` args in favor of ``value_trait``, ``per_key_traits``.
    """
    _value_trait = None
    _key_trait = None

    def __init__(self, value_trait=None, per_key_traits=None, key_trait=None, default_value=Undefined,
                 **kwargs):
        """Create a dict trait type from a Python dict.

        The default value is created by doing ``dict(default_value)``,
        which creates a copy of the ``default_value``.

        Parameters
        ----------
        value_trait : TraitType [ optional ]
            The specified trait type to check and use to restrict the values of
            the dict. If unspecified, values are not checked.
        per_key_traits : Dictionary of {keys:trait types} [ optional, keyword-only ]
            A Python dictionary containing the types that are valid for
            restricting the values of the dict on a per-key basis.
            Each value in this dict should be a Trait for validating
        key_trait : TraitType [ optional, keyword-only ]
            The type for restricting the keys of the dict. If
            unspecified, the types of the keys are not checked.
        default_value : SequenceType [ optional, keyword-only ]
            The default value for the Dict.  Must be dict, tuple, or None, and
            will be cast to a dict if not None. If any key or value traits are specified,
            the `default_value` must conform to the constraints.

        Examples
        --------
        >>> d = Dict(Unicode())
        a dict whose values must be text

        >>> d2 = Dict(per_key_traits={"n": Integer(), "s": Unicode()})
        d2['n'] must be an integer
        d2['s'] must be text

        >>> d3 = Dict(value_trait=Integer(), key_trait=Unicode())
        d3's keys must be text
        d3's values must be integers
        """

        # handle deprecated keywords
        trait = kwargs.pop('trait', None)
        if trait is not None:
            if value_trait is not None:
                raise TypeError("Found a value for both `value_trait` and its deprecated alias `trait`.")
            value_trait = trait
            warn(
                "Keyword `trait` is deprecated in traitlets 5.0, use `value_trait` instead",
                DeprecationWarning,
                stacklevel=2,
            )
        traits = kwargs.pop("traits", None)
        if traits is not None:
            if per_key_traits is not None:
                raise TypeError("Found a value for both `per_key_traits` and its deprecated alias `traits`.")
            per_key_traits = traits
            warn(
                "Keyword `traits` is deprecated in traitlets 5.0, use `per_key_traits` instead",
                DeprecationWarning,
                stacklevel=2,
            )

        # Handling positional arguments
        if default_value is Undefined and value_trait is not None:
            if not is_trait(value_trait):
                default_value = value_trait
                value_trait = None

        if key_trait is None and per_key_traits is not None:
            if is_trait(per_key_traits):
                key_trait = per_key_traits
                per_key_traits = None

        # Handling default value
        if default_value is Undefined:
            default_value = {}
        if default_value is None:
            args = None
        elif isinstance(default_value, dict):
            args = (default_value,)
        elif isinstance(default_value, SequenceTypes):
            args = (default_value,)
        else:
            raise TypeError('default value of Dict was %s' % default_value)

        # Case where a type of TraitType is provided rather than an instance
        if is_trait(value_trait):
            if isinstance(value_trait, type):
                warn("Traits should be given as instances, not types (for example, `Int()`, not `Int`)"
                     " Passing types is deprecated in traitlets 4.1.",
                     DeprecationWarning, stacklevel=2)
                value_trait = value_trait()
            self._value_trait = value_trait
        elif value_trait is not None:
            raise TypeError("`value_trait` must be a Trait or None, got %s" % repr_type(value_trait))

        if is_trait(key_trait):
            if isinstance(key_trait, type):
                warn("Traits should be given as instances, not types (for example, `Int()`, not `Int`)"
                     " Passing types is deprecated in traitlets 4.1.",
                     DeprecationWarning, stacklevel=2)
                key_trait = key_trait()
            self._key_trait = key_trait
        elif key_trait is not None:
            raise TypeError("`key_trait` must be a Trait or None, got %s" % repr_type(key_trait))

        self._per_key_traits = per_key_traits

        super(Dict, self).__init__(klass=dict, args=args, **kwargs)

    def element_error(self, obj, element, validator, side='Values'):
        e = side + " of the '%s' trait of %s instance must be %s, but a value of %s was specified." \
            % (self.name, class_of(obj), validator.info(), repr_type(element))
        raise TraitError(e)

    def validate(self, obj, value):
        value = super(Dict, self).validate(obj, value)
        if value is None:
            return value
        value = self.validate_elements(obj, value)
        return value

    def validate_elements(self, obj, value):
        per_key_override = self._per_key_traits or {}
        key_trait = self._key_trait
        value_trait = self._value_trait
        if not (key_trait or value_trait or per_key_override):
            return value

        validated = {}
        for key in value:
            v = value[key]
            if key_trait:
                try:
                    key = key_trait._validate(obj, key)
                except TraitError as error:
                    self.element_error(obj, key, key_trait, 'Keys')
            active_value_trait = per_key_override.get(key, value_trait)
            if active_value_trait:
                try:
                    v = active_value_trait._validate(obj, v)
                except TraitError:
                    self.element_error(obj, v, active_value_trait, 'Values')
            validated[key] = v

        return self.klass(validated)

    def class_init(self, cls, name):
        if isinstance(self._value_trait, TraitType):
            self._value_trait.class_init(cls, None)
        if isinstance(self._key_trait, TraitType):
            self._key_trait.class_init(cls, None)
        if self._per_key_traits is not None:
            for trait in self._per_key_traits.values():
                trait.class_init(cls, None)
        super(Dict, self).class_init(cls, name)

    def instance_init(self, obj):
        if isinstance(self._value_trait, TraitType):
            self._value_trait.instance_init(obj)
        if isinstance(self._key_trait, TraitType):
            self._key_trait.instance_init(obj)
        if self._per_key_traits is not None:
            for trait in self._per_key_traits.values():
                trait.instance_init(obj)
        super(Dict, self).instance_init(obj)

    def from_string(self, s):
        """Load value from a single string"""
        if not isinstance(s, str):
            raise TypeError(f"from_string expects a string, got {repr(s)} of type {type(s)}")
        try:
            return self.from_string_list([s])
        except Exception:
            test = _safe_literal_eval(s)
            if isinstance(test, dict):
                return test
            raise

    def from_string_list(self, s_list):
        """Return a dict from a list of config strings.

        This is where we parse CLI configuration.

        Each item should have the form ``"key=value"``.

        item parsing is done in :meth:`.item_from_string`.
        """
        if len(s_list) == 1 and s_list[0] == "None" and self.allow_none:
            return None
        if (
            len(s_list) == 1
            and s_list[0].startswith("{")
            and s_list[0].endswith("}")
        ):
            warn(
                "--{0}={1} for dict-traits is deprecated in traitlets 5.0. "
                "You can pass --{0} <key=value> ... multiple times to add items to a dict.".format(
                    self.name,
                    s_list[0],
                ),
                FutureWarning,
            )

            return literal_eval(s_list[0])

        combined = {}
        for d in [self.item_from_string(s) for s in s_list]:
            combined.update(d)
        return combined

    def item_from_string(self, s):
        """Cast a single-key dict from a string.

        Evaluated when parsing CLI configuration from a string.

        Dicts expect strings of the form key=value.

        Returns a one-key dictionary,
        which will be merged in :meth:`.from_string_list`.
        """

        if '=' not in s:
            raise TraitError(
                "'%s' options must have the form 'key=value', got %s"
                % (self.__class__.__name__, repr(s),)
            )
        key, value = s.split("=", 1)

        # cast key with key trait, if defined
        if self._key_trait:
            key = self._key_trait.from_string(key)

        # cast value with value trait, if defined (per-key or global)
        value_trait = (self._per_key_traits or {}).get(key, self._value_trait)
        if value_trait:
            value = value_trait.from_string(value)
        return {key: value}


class TCPAddress(TraitType):
    """A trait for an (ip, port) tuple.

    This allows for both IPv4 IP addresses as well as hostnames.
    """

    default_value = ('127.0.0.1', 0)
    info_text = 'an (ip, port) tuple'

    def validate(self, obj, value):
        if isinstance(value, tuple):
            if len(value) == 2:
                if isinstance(value[0], str) and isinstance(value[1], int):
                    port = value[1]
                    if port >= 0 and port <= 65535:
                        return value
        self.error(obj, value)

    def from_string(self, s):
        if self.allow_none and s == 'None':
            return None
        if ':' not in s:
            raise ValueError('Require `ip:port`, got %r' % s)
        ip, port = s.split(':', 1)
        port = int(port)
        return (ip, port)


class CRegExp(TraitType):
    """A casting compiled regular expression trait.

    Accepts both strings and compiled regular expressions. The resulting
    attribute will be a compiled regular expression."""

    info_text = 'a regular expression'

    def validate(self, obj, value):
        try:
            return re.compile(value)
        except Exception:
            self.error(obj, value)


class UseEnum(TraitType):
    """Use a Enum class as model for the data type description.
    Note that if no default-value is provided, the first enum-value is used
    as default-value.

    .. sourcecode:: python

        # -- SINCE: Python 3.4 (or install backport: pip install enum34)
        import enum
        from traitlets import HasTraits, UseEnum

        class Color(enum.Enum):
            red = 1         # -- IMPLICIT: default_value
            blue = 2
            green = 3

        class MyEntity(HasTraits):
            color = UseEnum(Color, default_value=Color.blue)

        entity = MyEntity(color=Color.red)
        entity.color = Color.green    # USE: Enum-value (preferred)
        entity.color = "green"        # USE: name (as string)
        entity.color = "Color.green"  # USE: scoped-name (as string)
        entity.color = 3              # USE: number (as int)
        assert entity.color is Color.green
    """
    default_value = None
    info_text = "Trait type adapter to a Enum class"

    def __init__(self, enum_class, default_value=None, **kwargs):
        assert issubclass(enum_class, enum.Enum), \
                          "REQUIRE: enum.Enum, but was: %r" % enum_class
        allow_none = kwargs.get("allow_none", False)
        if default_value is None and not allow_none:
            default_value = list(enum_class.__members__.values())[0]
        super(UseEnum, self).__init__(default_value=default_value, **kwargs)
        self.enum_class = enum_class
        self.name_prefix = enum_class.__name__ + "."

    def select_by_number(self, value, default=Undefined):
        """Selects enum-value by using its number-constant."""
        assert isinstance(value, int)
        enum_members = self.enum_class.__members__
        for enum_item in enum_members.values():
            if enum_item.value == value:
                return enum_item
        # -- NOT FOUND:
        return default

    def select_by_name(self, value, default=Undefined):
        """Selects enum-value by using its name or scoped-name."""
        assert isinstance(value, str)
        if value.startswith(self.name_prefix):
            # -- SUPPORT SCOPED-NAMES, like: "Color.red" => "red"
            value = value.replace(self.name_prefix, "", 1)
        return self.enum_class.__members__.get(value, default)

    def validate(self, obj, value):
        if isinstance(value, self.enum_class):
            return value
        elif isinstance(value, int):
            # -- CONVERT: number => enum_value (item)
            value2 = self.select_by_number(value)
            if value2 is not Undefined:
                return value2
        elif isinstance(value, str):
            # -- CONVERT: name or scoped_name (as string) => enum_value (item)
            value2 = self.select_by_name(value)
            if value2 is not Undefined:
                return value2
        elif value is None:
            if self.allow_none:
                return None
            else:
                return self.default_value
        self.error(obj, value)

    def _choices_str(self, as_rst=False):
        """ Returns a description of the trait choices (not none)."""
        choices = self.enum_class.__members__.keys()
        if as_rst:
            return '|'.join('``%r``' % x for x in choices)
        else:
            return repr(list(choices))  # Listify because py3.4- prints odict-class

    def _info(self, as_rst=False):
        """ Returns a description of the trait."""
        none = (' or %s' % ('`None`' if as_rst else 'None')
                if self.allow_none else
                '')
        return 'any of %s%s' % (self._choices_str(as_rst), none)

    def info(self):
        return self._info(as_rst=False)

    def info_rst(self):
        return self._info(as_rst=True)



class Callable(TraitType):
    """A trait which is callable.

    Notes
    -----
    Classes are callable, as are instances
    with a __call__() method."""

    info_text = 'a callable'

    def validate(self, obj, value):
        if callable(value):
            return value
        else:
            self.error(obj, value)


def _add_all():
    """add all trait types to `__all__`

    do in a function to avoid iterating through globals while defining local variables
    """
    for _name, _value in globals().items():
        if not _name.startswith('_') and isinstance(_value, type) and issubclass(_value, TraitType):
            __all__.append(_name)

_add_all()
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